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TONG CUC KY THUAT CONG HOA XA HQI CHU NGHIA VIET NAM
CUC CONG NGHE TIN HQC Déc 1ap - Tu do - Hanh phuc
NGHIEP VU

Ha Noi, ngay  thang nam 200...

- BAO CAO THONG KE
KET QUA THUC HIEN DE TAI

I. THONG TIN CHUNG

1. Tén @@ tai: Nghién ciru, phat trién hé thong loc ndi dung hd tro quan ly
va didm bdo an toan — an ninh thong tin trén mang Internet.

Mai s6 dé tai: KC.01.02/06-10

Thugc: Chuong trinh khoa hoc va cong nghé trong diém cap Nha nudc
giai doan 2006-1010 “Nghién ctru, phat trién va ing dung cong ngh¢ thong
tin va truyén thong ”, ma s6 KC.01/06-10

2. Chii nhiém dé tai/dv an:
Ho va tén: Nguyén Viét Thé
Ngay, thang, nam sinh: 1951 Nam/ Nir: Nam
Hoc ham, hoc vi: Tién s§
Churc danh khoa hoc:
Chure vu: Cuc Trudng
Dién thoai: To chirc: 06947801; Nha riéng: 06942624;
Mobile: 0913239801
Fax: 04.7537.7997; E-mail: the nv52@yahoo.com

Tén t6 chirc dang cong tac: Cuc Cong nghé Tin hoc nghiép vu - Tong
cuc Ky Thuat - B Cong an

bia chi t6 chire: 80 Tran Quéc Hoan, Cau Giéy, Ha No1

Dia chi nha riéng: S6 10-A12 Pam Trau, Phudng Bach Pang, Quén
Hai Ba Trung, Ha Noi1

3. To chirc chii tri dé tai/dy an:

Tén to chirc chu tri dé tai: Cuc Cong nghé Tin hoc nghiép vu - Tong
cuc Ky Thuat - B Céng an



Dién thoai: 069.47801

Fax: oo

E-mail: oo e
Website: www.el5.bca

Dia chi: 80 Tran Qudc Hoan, Cau Gidy, Ha Noi

Ho va tén thu trudng t6 chirc: Nguyén Viét Thé

SO 121 KNOAN ..ottt
NEAN MANG: .ooiiiiiiiie e et

Tén co quan cha quan dé tai: Téng cuc Ky Thuat - B6 Cong an

II. TINH HINH THU'C HIEN

1. Thoi gian thye hién @@ tai/dw an:
- Theo Hop dong da ky két: tir thang 04/2007 dén thang 4/ 2009
- Thuc té thuc hién: tir thang 04/2007 dén thang 10/2009
- Puoc gia han (néu c6):

- Lan 1 tir thang 04/2007 dén 10/2009

2. Kinh phi va sir dung kinh phi:

a) Tong s kinh phi thuc hién: 2000 tr.d, trong do:

+ Kinh phi hé trg tir SNKH: 2000 tr.d.

+ Kinh phi tir cac ngudn khac: khong

b) Tinh hinh cip va sir dung kinh phi tir nguon SNKH:

Sé Theo ké hoach Thuec té dat duoc Ghi chii
TT Thoi gian Kinh phi Thoi gian Kinh phi (So f?é ngh.i
(Thang, ndm) (Tr.d) (Thang, ndm) (Tr.d) quyét todn)
1 |2007 740
2 12008
3 ]2009




¢) Két qua str dung kinh phi theo cac khoan chi:

Doi voi dé tai:

DPon vi tinh: Triéu do”‘ng

J . Theo ké hoach Thuec té dat dwoc
So Noi dung i ’ ] - : T
TT cac khoan chi Tong | SNKH | Ngudén | Tong | SNKH | Nguon

khac khac
1 | Trd conglao dong | 1361 1361
(khoa hoc, phé
thong)
2 | Nguyeén, vat liéu, 90 90
nang lugng
3 | Thiét bi, may moc | 300 300
4 | Xay dung, stra
chira nho
5 | Chi khéc 249 249
Tong cong 2000 | 2000

- Ly do thay ddi (néu c6):

3. Cac viin ban hanh chinh trong qua trinh thye hién dé tai/dy an:
(Liét ké cac quyet dinh, van ban cia co quan quan Iy tir cong doan xdc dinh nhiém vu, xét chon,
Pphé duyét kinh phi, hop dong diéu chinh (thoi gian, ngi dung, kinh phi thuc hién... néu cé); van

ban cuia té chike chii tri dé tai, dy an (d@on, kién nghi diéu chinbh ...

néu co)

So
T

S0, thoi gian ban
hanh van bdn

Tén vin ban

Ghi chu

1

22/9/2006

Quyét dinh so6 2089/QP-
BKHCN ngay 22 thang 9
nam 2006 cua BO truong B
khoa hoc va Cong nghé vé
viéc phé duyét ndi dung va
kinh phi cac dé tai da trang
tuyén thuéc Chuong trinh
khoa hoc va cong nghé trong
diém cap Nha nudc giai doan
2006-2010, ma sb
KC.01.02/06-10

14/5/2007

Hop dong “Nghién ctu, phat
trién hé thong loc ndi dung
hd trg quan Iy va dam bao an
toan — an ninh thdng tin trén
mang Internet”, ma )




KC.01.02/06-10 thudc
Chuong trinh KC.01/06-10
theo cac ndi1 dung trong
Thuyét minh d¢ tai

20/7/2007

Quyét dinh so 1488/QD-
BKHCN ngay 20/7 nam 2007
vé viéc diéu chinh thoi gian
thuc hién cia cac dé tai, du
an thudéc Chuong trinh Khoa
hoc va Cong nghé trong diém
cip Nha nuéc giai doan
2006-2010 bit dau thuc hién
nam 2006

14/9/2007

Quyét dinh sd 1942/QD-
BKHCN ngay 14/9/2007 vé
viéc cu doan di cong tac nudc
ngoai

30/10/2008

Cong vin sd 696/E15 ngay
30/10/2008 cua Cuc Cong
ngh¢ Tin hoc nghiép vu vé
viec dé xuit ké hoach diu
thau mua thiét bi nim 2008
ctia dé tai KC.01.02/06-10

24/11/2008

Quyét dinh so 2597/Qb-
BKHCN ngay 24/11/2008
cua Bo truong Bo Khoa hoc
va Cong nghé vé viéc phé
duyét ké hoach dau thau mua
sam tai san dé tai “Nghién
ctru, phat trién hé théng loc
ndi dung hd tro quan ly va
dam bdo an toan - an ninh
thong tin trén mang Internet”,
ma s6 KC.01.02/06-10

27/03/2009

Cong vin sb 145/E15(P4)
ngay 27/03/2009 cua Cuc
Cong nghé Tin hoc nghiép vu
vé viéc xin gia han thoi gian
thuc hién dé tai

29/04/2009

Quyét dinh s6 720/Qb-
BKHCN ngay 29/4/2009 cua




B6 truong B6 Khoa hoc va
Cong nghé vé viéc diéu chinh
thoi gian thuc hién cua dé tai
KC.01.02/06-10 thudc
chuong trinh KH&CN trong
diém cap Nha nuéc giai doan
2006-2010 “Nghién ctru, phat
trién va tng dung cong nghé
thong tin va truyén thong”,
ma s6 KC.01/06-10

4. T6 chirc phoi hop thue hién dé tai, dy an:

So
T

Tén to chire
dang ky theo
Thuyét minh

Tén té chirc di |  Noi dung
tham gia thyc | tham gia chu
hién yéu

Sdn
phim
chii yéu
dat duoc

Ghi
chu*




Truong Pai
hoc Cong ngh¢
- Pai hoc
Quéc Gia Ha
Noi

Truong Pai hoc
Cong ngh¢ - bai
hoc Quédc Gia
Ha Noi

- Nghién ctu,
phan tich tinh
hinh quan ly
Nha nudce vé loc
nd1 dung trén
thé gidi va cac
chinh sach phap
1y lién quan.

- Tim hiéu, phan
tich thyc trang
cong nghé loc
Internet theo ndi
dung trén thé
gidi  theo ca
chiéu rong va
chiéu sau.

- Nghién ctru dé
Xuat giai phap

loc ndi dung
Internet
- Xay dung,

kién truc ha ting
va phat trién cac
modun  thanh
phan co ban cua
hé théng loc




Cong ty dién
toan va truyén
s0 ligu, VDC,
Téng Cong ty
Buu Chinh
Vién Thong
Viét Nam

Cong ty dién
toan va truyén
s6 ligu, VDC,
Tong Cong ty
Buu Chinh Vién
Thong Viét Nam

- Phan tich,
khao sat cac
cong cu, ky
thudt quan 1y va
giam sat cac
ludong dir liéu
vao/ra tai mot
céng Internet
qudc gia.

- Phan tich,
khao sat cac
cong cu, k¥
thudt quan ly va
giam sat cac
luong dit lidu
vao/ra tai mot
cong  Internet
qudc gia.

- Xay dung hé
théng loc nodi
dung Internet tai
may tinh ca
nhan

- Ly do thay ddi (néu co):

5. C4a nhan tham gia thyc hién dé tai, dy an:
(Nguwoi tham gia thyc hién dé tai thudc to chirc chu tri va co quan phoi hop, khong qua 10
nguoi ké ca chu nhiém)

Noi Sdn
Y Tén ca nhan Tén ca nhan da dung him
ding ky theo tham gia thuc tham pram Ghi chu*
T Y o . chu yéu
Thuyét minh hién gia
* , dat duoc
chinh
1 | Nguyén Viét Thé | Nguyén Viét Thé Chi nhi¢m
de tai
2 | Tran Van Cam Tran Van Cam Thu ky de
tai
3 | Lé Van Toan Lé Van Toan
4 | Nguyén Thé Binh | Nguyén Thé Binh
5 | Ha Quang Thuy Ha Quang Thuy
6 | Trinh Nhat Tién | Trinh Nhat Tién




7 | Nguyén Ngoc Nguyén Ngoc Hoa
Hoa

8 | Tran Viét Hung Tran Viét Hung

9 | Pham Anh Chién | Pham Anh Chién

10 | B6 Hung La Thé Hung

- Ly do thay doi ( néu co):

6. Tinh hinh hop tac quoc té:

S
T

Theo ké hoach
(Noi dung, thot gian, kinh phi, dia
diém, tén 16 chirc hop tac, sé

Thuec té dat dwoc
(Noi dung, thot gian, kinh phi, dia
diém, tén 16 chirc hop tdc, sé

Ghi
chu*

1

doan, s6 lwong nguweoi tham gia...)
Khao sat, trao doi khoa hoc
va tim hiéu cong nghé kiém
soat Internet tai Trung Qudc

doan, s6 lwong nguoi tham gia...)
- Khao sat, trao ddi khoa hoc
va tim hiéu cong nghé kiém
soat Internet tai Pai hoc
Thanh Hoa - Bic Kinh va
trung tam kiém soat mang
thanh vién CERNET &
Thuong Hai Trung Qudc tir
22/1/2008 dén 28/1/2008.

- S6 lwong doan, ngudi tham
gia: 01 doan 6 nguoi

- Ly do thay doi (néu c6):




7. Tinh hinh t6 chirc hdi thao, hdi nghi:

Sé Theo ké hoach Thuec té dat dwoc o
TT (Noi dung, thoi _%ian, kinh phi, dia (Noi dulng,.tho‘.i;gian, kinh Ghi chu*
diém ) phi, dia diém )
1 | To chitc hoi thao béo cdo két | Hoi thiao Béo céo két
qua nghién ctru qua thuc hién dé tai to
chuc vao ngay
16/09/2009 tai Cuc E15
- B§ Cong an
2

- Ly do thay ddi (néu c6):

8. Tom tat cac n¢i dung, cong viéc chi yéu:

(Néu tai muc 15 cua thuyét minh, khong bao gé‘m: Héi thdo khoa hoc, diéu tra khdo sdt
trong nwdc va nuwoc ngoadi)

Thoi gian
Y Cdc nji dung, cong vigc (Bat dau ket thiic Nguwoi,
T ’ chii yéu ’ - th(’mg ... hdm) i co quan
(Cdc moc danh gid chi yéu) Theo ké Thuc té thuc hién
hoach dat duoc
1 | Nghién ctru, phan tich va danh 2007 2007
gia tinh hinh lgc ndi dung trén
Internet trong nudc va trén thé
gidi
2 | Nghién ciru, phan tich va dé 2007 2007
xuat giai phap loc ndi dung trén
Internet hd trg quan ly va bao
dam an toan-an ninh thong tin
3 | Xay dung, thiét ké kién trac ha 2007 2007
tang hé thong loc nd1 dung trén
Internet hd tro quan 1y va dam
bdo an toan-an ninh
4 | Xy dung, phat trién cac thanh 2008 2008
phan co ban trong hé thong loc
ndi dung Internet
5 | Xay dung, phat trién mo dun 2008 2008
loc van ban tiéng Viét
6 | Xay dung, phat trién mo dun 2008 2008
loc vin ban tiéng Anh
7 | Xay dung, phat trién mo dun 2008 2008

10




loc hinh anh
8 | Xay dung, phat trién md dun 2008 2008
loc theo URL va chuan PICS
9 | Tich hop cac thanh phan trong | 2008- 2009 | 2008-2009
kién tric va xay dung hé thong
loc ndi dung Internet
10 | Xay dyng hé thong loc noi 2009 2009
dung Internet tai may tinh ca
nhan
- Ly do thay ddi (néu co):
III. SAN PHAM KH&CN CUA DE TAIL DU AN
1. San pham KH&CN di tao ra:
a) San pham Dang I: Khéng dang ky
S5 | cpitiow chis tugmg | 27" | Siegmg | Theoké | Thueid
T . A &\ vido ong hoach dat dwoc
chii yéu * j j *
1
2

- Ly do thay dbi (néu co):
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b) San pham Dang II:

Yéu cau khoa hoc

So A, z cdn dat .
TT Tén san pham Theo ké | Thire 18 Ghi chu
hoach dat duwoc
1 Béo co nghién ciru 10 10 Noi dung cap nhat cac nghién

cliru quoc té, trong nudc

1.

2.

Tai liéu phan tich va danh gia tinh hinh quan 1y Nha nudc vé loc noi
dung trén thé gidi (M, Trung Qubc, Chau Au, Singapore, ...)

Tai lidu phén tich va d& xuit chinh sach phap 1y tai Viét nam cho van dé
loc ndi dung thong tin trén mang Internet.

Tai liéu danh gia tong quan thyc trang loc ndi dung Internet trén thé
gidi.

Tai li¢u danh gia céc thuat toan loc van ban theo ndi dung (SVM,
Neural, Semi-Supervised...).

Tai liéu phan tich va danh gia cac giai thuat loc dnh (theo mau sdc, text,
hinh dang anh, ...)

Tai liéu danh gia cac giai thuat loc dwa URL, links va chuén PICS.

Tai liéu khao sat ha tang ky thuat tai cac cong Internet quéc gia.

Tai liéu nghién ciru, tim hiéu va danh gia cac ky thuat cho phép quan ly
cac ludng dit liéu vao/ra tai mot cong Internet quoc gia.

Tai lidu giai phap loc ndi dung Internet nham hd trg quan 1y va bao dam
an toan-an ninh thong tin.

10. Tai liéu nghién ctru cac dic trung cua tiéng Viét lién quan dén loc theo

ndi dung
Cé phan tich dé lya chon giai
2 | Bao céo giai phap 5 5 phap phu hop voi su tiép thu
céc cong nghé tién tién
1. Tai liéu nghién ctru, thiét ké va xay dung mé dun chuan hoa dit liéu
2. Tai li€u giai phap xac dinh tu dong nd1 dung van ban tiéng Viét
3. Tailiéu giai phéap loc vin ban tiéng Anh
4. Tai liéu giai phap loc URL va PICS
5. Tai liéu nghién ctru, dé xuat giai phap danh gia hiéu ning b loc Web
6. Tai lidu nghién ciru, dé xuat giai phap danh gia hiéu ning bd loc Mail
3. | Tai licu thiét ké 13 13 | Dam baotinh phuc ting cdc
giai phap da duogc lya chon
1. Tai lidu thiét ké bo loc Web
2. Tai ligu thiét ké b loc Mail
3. Tai liéu thiét ké chi tiét cac thanh phan co ban cta kién tric ha ting cho
toan bo hé théng loc ndi dung
4. Tai liéu thiét ké mo dun kiém soat cac mé dun khéc trong kién tric hé
théng.
5. Tai liéu thiét ké mo dun ra quyét dinh xac dinh chinh sach xt 1y véi timg

loai tai li€u cu thé.
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9.

Tai lidu trién khai tich hop cdc mo dun vao ha tang kién tric, xdy dung
bo loc Web theo ndi dung (Tiéng Anh, Tiéng Viét, loc anh, tai liéu da
cdu tric Viét+Anh+anh)

Tai li¢u th nghiém cuc bd va hoan thién thém bo loc Web theo ndi
dung

Tai liéu trién khai tich hop cac mo6 dun vao ha tﬁng kién tric, xay dung
b loc Mail theo ndi dung (Tiéng Anh, Tiéng Viét, loc anh, tai liéu da
cdu trac Viét+Anh+anh)

Tai li¢u thr nghiém cuc bo va hoan thién thém bo loc Mail theo noi
dung

10. Tai liéu tich hop céc bd lqc ndi dung Web va Mail vao ha tﬁng hé théng
11. Tai li€u thtr nghiém h§ thong lgc
12. Tai li€u déc ta chi ti€t cho phan mém loc ndi dung tai may ca nhan (ca

client lan server)

13. Tai liéu trién khai thir nghiém hé thong loc Web va Mail tai cong
Internet quoc gia & cong ty VDC
3 phan mém | 3 phan mém | Pap tng yéu cau thir
4. Phan mém voi 14 mo voi 15 mé | nghi€ém dam bao do chinh
dun dun xéc theo yéu cau (90%)
1. Phan mém loc Web theo noi dung
- Mb dun chuén hoé dit liéu
- MO0 dun x4c dinh ngon ngir
- M0 dun loc van ban tiéng Viét
- Mb dun loc van ban tiéng Anh
- Mo dun loc anh
- MO0 dun loc URL va PICS
- Mb dun kiém soét
- M5 dun ra quyét dinh
- Céc md dun co ban trong kién trac ha ting cua hé thong loc
- M5 dun firewall trong mé hinh kién trtc ctia hé thong loc
- MO dun transparent proxy trong mé hinh kién triic ciia hé théng loc
- MG dun phan tai phuc vu xtr 1y thong tin quy mo 16n
2. Phan mém loc Mail theo ndi dung
3. Phan mém loc noi dung cho may tinh c nhan
- Phan mém loc ndi dung cho may tinh ca nhan phia client
- Phan mém loc phia server quan Iy cac danh sach tring/den. ..
A a2 Phat trién cac ndi dung loc
Phan mém bd a N .
5. sung VnGia 0 1 no1 dung: tu dong trich
chon ndi dung diing 90%

Cong bd rong rii trén http://vngia.com/

- Ly do thay d6i (néu c6): Bé sung phan mém VnGia do phat trién dwoc tir
cdc két qua nghién ciru cua noi dung lién quan toi dé tai va nhan dwoc
sw hé tro ciia dé tai.
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¢) San pham Dang III:

Yéu cau khoa hoc

8o Tén sin phém cin dat , So6 lwong, noi cong bé
TT p Theo Thuc t& (Tap chi, nha xudt bin)
ké hoach dat duoc
1 Béo cao tham gia Hai béo céo dang ky ycu
ez . 10 14 - : .
hoi thdo trong nudce hoi nghi trong nudc

1.

Tran Mai Vii, Pham Thi Thu Uyén, Hoang Minh Hién, Ha Quang Thuy (2008).
Do tuong dong ngir nghia gitra hai cau va ap dung vao bai toan sir dung tom tat
da van ban dé danh gia chat lugng phan cum dit liéu trén may tim kiém
VNSEN, Hgi thao CNTT & TT (ICTFIT08): 94-102, PHKHTN, BPHQG TP Hb
Chi Minh, Thanh phé H6 Chi Minh, 14/11/2008

Lé Diéu Thu, Tran Thi Ngan, Nguyén Cam T4, Nguyén Thu Trang (2008). Xay
dung Ontology hd trg tim klem ngir nghia trong linh vyc y t& , Héi thao Quéc
gia Mgt s6 van dé chon loc vé Cong nghé thong tin va Truyén thong lan thir XI,
Hué, 12-13/6/2008 (da dang ky yéu).

Tran Thi Oanh, L& Hoang Quynh, L& Anh Cudng, Ha Quang Thuy (2009). Mot
nghién cuu Ve gan nhan tir loai tiéng Viét, Hoi thao Quoc gia Mt s6 vin dé
chon loc vé Cong nghé thong tin va Truyén théng lan thir XI, Pong Nai, 5-
6/8/2009 (da gui toan van va trinh bay).

Tran Nam Khanh, Pham Kim Cuong Nguyén Thu Trang, Ha Quang Thuy
(2009). Finding object-oriented information in unstructured data and adapting to
Vietnamese real estate domain, Hoi thao Quéc gia Mot s6 vin dé chon loc vé
Cong nghé théng tin va Truyén théng lan thir XI, Dong Nai, 5-6/8/2009 (da giri
toan van va trinh bay).

Nguyén Tién Thanh, Tran Nam Khanh, Nguyén Thu Trang, Ha Quang Thuy
(2009). Xép hang cdc truong dai hoc Viét Nam duya trén "d9 do web" , Hoi thdo
Quobc gia Mot so van dé chon loc vé Cong nghé thong tin va Truyén thong lan
thir XI, Dong Nai, 5-6/8/2009 (da gui toan van va trinh bay).

Nguyén Thi Thu Chung, Nguyén Thu Trang, Ha Quang Thuy (2009). Xéy dung
danh ba web tleng Viét voi phan cym phan cap van ban , Hoi thdo Quoc gia
Mot s6 van d@é chon loc vé Cong nghé théng tin va Truyen théng lan thir XI,
DPdng Nai, 5-6/8/2009 (dd giri toan van va trinh bay).

Tran Mai Vi, Tran Thi Oanh, Nguyén Pirc Vinh, Pham Thi Thu Uyén, Nguyén
Dao Thai, Ha Quang Thuy (2009). H¢ thdng hoi dap tu ' dong tiéng Viét st dung
trich rat m01 quan h¢ ngir nghia trong kho véan ban tiéng Viét, Hoi thao Quobc
gia Mot s6 van dé chon loc vé Cong nghé théng tin va Truyén thong lan thiv XI,
Pong Nai, 5-6/8/2009 (dd giri toan vin va trinh bay).

Pham Thi Thu Uyén, Hoang Minh Hién, Tran Mai Vi, Ha Quang Thuy (2008).
Do tuong ddng cau va ap dung vao bai toan tom tat da van ban tiéng Viét, Hoi
thdo Quéc gia Mot s6 van dé chon loc vé Cong nghé théng tin va Truyén thong
lan thir XI, Hué, 12-13/6/2008 (da gui toan van va trinh bay).

Nguyen Thi Thu Chung, Nguyén Thu Trang, Ha Quang Thuy (2008). Danh gia
chat luong phén cum trén may tim kiém tiéng Viét VNSEN, Hoi thao Quoc gia
Mot s6 van dé chon loc vé Cong nghé théng tin va Truyén théng lan thir XI,
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10.

11.

12.

13.

14.

Hué, 12-13/6/2008 (da giri toan van va trinh bay).

Nguyén Minh Tuén, Nguyén Thu Trang, Nguyén Cam Ta (2008). M6t m6 hinh
Maximize Entropy phén 16p cau hoi tiéng Viét . Hoi thao Quoc gia Mot s6 vin
dé chon loc vé Céng nghé théng tin va Truyén théng lan thir XI, Hué, 12-
13/6/2008 (da gui toan van va trinh bay).

Nguyén Thi Thuy Linh, Nguyén Viét Cuong, Ha Quang Thuy (2008). Mot mo
hinh phén 16p da nhidn SVM d6i véi vin ban tiéng Viét, Héi thdo Quoc gia Mot
$6 van dé chon loc vé Cong nghé thong tin va Truyén théng lan thir XI, Hué, 12-
13/6/2008 (da gui toan van va trinh bay).

bang Thanh Hai, Tran Thi Oanh, Ha Quang Thuy (2007). Thuat toan Co-
training phan 16p Web tiéng Viét st dung thong tin lién két, FAIR 07, Nha
Trang, 6-8/8/2007 (Gui toan van va trinh bay bao cao).

Nguyén Thi Huong Thao, Nguyén Thi Thuy Linh, Nguyén Thu Trang, Ha
Quang Thuy (2007). Ung dung thuét toan hoc ban gidm sat SVM phan 16p vin
ban tiéng Viét, FAIR 07, Nha Trang, 6-8/8/2007 (Guri toan vin va trinh bay béo
cao)

Tran Thi Oanh, Lé Anh Cudng, Ha Quang Thyy (2008). Phan doan tur tleng
Viét sir dung Maxent két hop nhiéu ngudn tri thire, Hoi thdo Quéc gia Mot so
van dé chon loc vé Cong nghé théng tin va Truyén thong lan thir XI, Hué, 12-
13/6/2008 (da gui toan van va trinh bay)

Bao c4o tham gia hoi thao 2 10 Ding ky yéu Hoi nghi
khoa hoc qudc té quoc té (c6 2-3 phan bién)
1. Tran Thi Oanh, Le Anh Cuong, Ha Quang Thuy and Quynh Hoang Le (2009).

An Experimental Study on Vietnamese POS tagging, International Conference
on Asian Language Processing (IALP 2009), Dec 7-9, 2009, Singapore
(accepted, http://ialp2009.colips.org/index.php?id=14&pg =acceptedlist)

Vu Tran, Vinh Nguyen, Uyen Pham, Oanh Tran and Quang Thuy Ha (2009).
An Experimental Study of Vietnamese Question Answering System,
International Conference on Asian Language Processing (IALP 2009), Dec 7-9,
2009, Singapore (accepted, http://ialp2009.colips.org/index.php?id=14&pg
=acceptedlist)

. Huong-Thao Nguyen, Phuong-Thai Nguyen, Quang-Thuy Ha, and Le-Minh

Nguyen (2009). Vietnam Noun Phrase Chunking based on Conditional Random
Field, The First International Conference on Knowledge and System
Engineering (KSE): 172-178, Hanoi, Vietnam, 2009.

Dieu-Thu Le, Cam-Tu Nguyen, Quang-Thuy Ha, Xuan-Hieu Phan, and Susumu
Horiguchi (2008). Matching and Ranking with Hidden Topics towards Online
Contextual Advertising, The 2008 IEEE/WIC/ACM International Conference on
Web Intelligence (WI-08): 888-891, University of Technology, Sydney,
Australia, December 9 - 12, 2008. DOI: 10.1109/WIIAT.2008.180

Tran Thi Oanh, Le Anh Cuong, Ha Quang Thuy (2008). Improving Vietnamese
Word Segmentation by Integrating Different Knowledge Resources, The 2008
Empirical Methods for Asian Language Workshop (EMALP 2008): 1-12, Hanoi,
Vietnam, Dec. 13, 2008

Dang Thanh Hai, Wonjun Lee, Ha Quang Thuy (2008). A pageranking based
method for identifying characteristic genes of a disease, /[EEE Proceeding of
International Conference on Networking, Sensing and Control, 2008. ICNSC
2008: 1496-1499, Sanya, China, 6-8  April  2008. DOL:
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10.1109/ICNSC.2008.4525457

7. Do Thi Minh Viet, Nguyen Hai Chau, Wonjun Lee, Ha Quang Thuy (2008).
Using Cross-layer Heuristic and Network Coding to Improve Throughput in
Multicast Wireless Mesh Networks, Information Networking (ICOIN 2008),
Busan, Korea, January 23-25, 2008 (The Best paper award). DOI:
10.1109/ICOIN.2008.4472771

8. Nguyen Viet Cuong, Nguyen Thi Thuy Linh, Ha Quang Thuy and Phan Xuan
Hieu (2006). A Maximum Entropy Model for Text Classification, The
International Conference on Internet Information Retrieval 2006: 134-139,
Hankuk Aviation University, Korea, Dec. 6, 2006

9. Cam-Tu Nguyen, Trung-Kien Nguyen, Xuan-Hieu Phan, Le-Minh Nguyen and
Quang-Thuy Ha (2006). Vietnamese Word Segmentation with CRFs and
SVMs: An Investigation, The 20th Pacific Asia Conference on Language,
Information and Computation (PACLIC20): 215-222, November 1-3, 2006,
Wuhan, China.

10. Son Doan, Quang Thuy Ha, and Susumu Horiguchi (2006). A General Fuzzy-
based Framework for Text Representation and its Application to Text
Categorization, Lecture Notes on Artificial Intelligence (LNAI), 4423: 611-620,
2006 (Springer-Verlag Berlin Heidenberg) form The Third International
Conference on Fuzzy Systems and Knowledge Discovery - FSKD 2006. DOI:
10.1007/11881599 73

3 | Bai bao dang tap chi khoa 0 4 Hai bai tap chi
hoc quoc té thudc ISI

1. Xuan-Hieu Phan, Cam-Tu Nguyen, Dieu-Thu Le, Le-Minh Nguyen, Susumu
Horiguchi, and Quang-Thuy Ha (2009). Classification and Contextual Match on
the Web with Hidden Topics from Large Data Collections, The I[EEE
TRANSACTIONS ON KNOWLEDGE AND DATA ENGINEERING (accepted,
14 pages). ISI Journal System

2. Cam-Tu Nguyen, Xuan-Hieu Phan, Susumu Horiguchi, Thu-Trang Nguyen,
Quang-Thuy Ha (2009). Web Search Clustering and Labeling with Hidden
Topics, ACM Transactions on Asian Language Information Processing, 8(3), 12
(August 2009), 40 pages. DOI=10.1145/1568292.1568295.
http://doi.acm.org/10.1145/1568292. 1568295. ISI Journal System

3. Ha Q. Thuy, Nguyen H. Nam, Nguyen Thu Trang (2006). Improve Performance
of PageRank Computation with Connected-Component PageRank,
ICMOCCA2006: 154-158 & International Journal of Natural Sciences and
Technology, 1(1): 53-60, 2006

4. Lan N. Bui, Anh Q. Tran, Thuy Q. Ha (2006). User authentic Rating based on
Email Networks, ICMOCCA2006: 144-148, Seoul, Korea & International
Journal of Natural Sciences and Technology, 1(2): 173-180, 2006

- Ly do thay dbi (néu c6): Cdc ngi dung nghién ciru thyc hién va phat trién tir
dé tai cé gid tri khoa hoc. Mot s6 cong bé quoc té nhdn dwoc sw hé tro tiv
dé tai.
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d) Két qua dao tao:

So
T

Cip dao tao, Chuyén

S0 lugng Ghi chii
Theo ké Thuc té dat | (Thoi gian ket
hoach dugc thiic)

nganh dao tao

1

Thac sy 5 10 10/2009

1.

2.

3.

10.

Pham Tién Diing (2009). Nghién ctru giai phap loc ndi dung Internet tai may
tinh c4 nhan va xay dung phan mém, Ludn vin Thac sy, Truong DPHCN, 2009
Lé Pac Nhuong (2009). Toi uu héa truy van trong may tim kiém thyc thé,
Ludn van Thac sy, Truong PHCN, 2009

Nguyén Thu Trang (2009). Hoc xép hang trong tinh hang ddi twong va tao
nhan cym tai liéu, Ludn van Thac sy, Truong PHCN, 2009

Tran Thi Oanh (2009). M6 hinh tach tir, gan nhén tir loai va huéng tiép can
tich hop cho tiéng Viét, Ludn vin Thac sy, Trudong DPHCN, 2009

Nguyén Cam Ta (2009). Hidden Topic Discovery Towards Classification and
Clustering in Vietnamese Documents, Ludn van Thac sy (viét bang tiéng Anh),
Truong PHCN, 2008

Ngo Thuong Huyén (2008). Phan 16p thu dién tir sir dung may hd trg vector,
Ludn van Thac sy, Truong PHCN, 2008

Nguyén Thi Thu Héang (2008). Phuong phap phan cum tai liéu Web va ap
dung vao may tim kiém, Ludn van Thac sy, Truong PHCN, 2008

Nguyén Viét Cuong (2007). Ty dong sinh muc luc cho van ban, Ludn van
Thac sy, Truong PHCN, 2007

Dang Thanh Hai (2007). The Biological Sample Classification Using Gene
Expression Data, Ludn van Thac sy (viét bang tiéng Anh), Truong DPHCN,
2007

Nguyén Hoai Nam (2006). The WWW and The PageRank-Related Problems,
Ludn van Thac sy (viét bang tiéng Anh), Tradng PHKHTN, 2006

Tién sy 0 3

Dong gop nd1
dung ludn én

1.
2.
3.

Nguyef:n Cam Tu: PHCN (2006-2008), DH Tohoku-Nhét Ban (2008-2011).
Nguyen Viét Cuong: DHCN (2006-2007), JAIST-Nhat Ban (2007-2010).
Dang Thanh Hai: DHCN (2007-2008), PH Antwerp - Bi (208-2011).

- Ly do thay d6i (néu cb): S6 heong ludn van Thac sy hoan thanh tir hoat dong
ciia dé tai la do ndi dung nghién ciru ciia dé tai la van dé khoa hoc va cong
nghé thoi sw nén thu hut dwoc nhiéu nghién cuu sinh va hoc vién cao hoc
tham gia.

d) Tinh hinh ding ky bao ho quyén so hiru cong nghiép, quyén dbi véi gidng

cay trong: Khéong dang ky

So Tén sdn phc’fm Ket qua Z Gh’ ?hd .
ké hoach dat duogc thiic)
1
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- Ly do thay d6i (néu co): 7 ’
e) Thong ké danh myc san pham KHCN da dugc img dung vao thuc té:

5 on ké 7 Dia diém X .
o _ Tén két qua Thoi gian | (Ghiro tén, dia Ket qua
T da dwoc wng dung S so bo

chi noi ung dung)
1 | Phan mém loc web E15
2 | Phan mém loc mail E1l5
3 | Phan mém loc ndi dung Theo VDC
may tinh c& nhan
4 | Phan mém bo sung Tt thang http://vngia.com/ | Sir dung rong
http://vngia.com/ 8/2009 rai

2. Panh gia vé hiéu qua do d@ tai, dy 4n mang lai:
a) Hiéu qua vé khoa hoc va cong nghé:

Vé khoa hoc va cong ngh¢, xay dung hé théng loc ndi dung trén
Internet 1a mot dé tai nghién ctru lién nganh thot su, dé cap tdi cac ndi dung

nghién ctru vé quan ly Nha nudc, vé cong nghé thong tin:

- Theo khia canh quan ly Nha nudc, thong qua viéc khdo sat, phan tich
va tong hop ndi dung céc tai liéu lién quan t6i van dé loc nodi dung trén
Internet tai cac qudc gia dién hinh trén thé gidi, dé tai da chimg to sy can thiét
phai co hé thdng loc noi dung trén Internet vé an ninh qudc gia va thuan
phong my tuc, tinh tit yéu va tinh da dang hinh thtc cta quan 1y Nha nuéc vé
ndi dung trén Internet. D& tai ciing ching té su phic tap cta bai toan loc ndi
dung trén Internet khi xem xét téi yéu t6 tm 1y xa hoi, truyén théng, dao duc,
16i sdng cua ting dan tdc. Nhu vay, ngoai cac ndi dung mang tinh quy luét
chung cua quan 1y Nha nudc, hé théng loc ndi dung trén Internet con mang
dic thu riéng ciia mdi qubc gia. Cac ndi dung nghién ciru khoa hoc vé thuan
phong my tuc, vé tim 1y x& hoi ciing nhu vé quan 1y Nha nuée ciing da duogc
nhom thuc hién dé tai quan tam khi thi hanh h¢ théng loc ndi dung trén

Internet.
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Theo khia canh cong nghé thong tin, thong qua viéc khao sat, phan tich
va tong hop mot lugng tai liéu phong phii va cap nhat, thong qua qué trinh
trién khai xay dung cac thanh phan va tich hop hé thong, nhom nghién ctru dé
tai da trinh bay cac khai niém co ban lién quan t6i1 loc ndi1 dung trén Internet,
phuong phap luan va cac giai phap duoc lua chon dé xay dung cac thanh phan
cling nhu tich hop hé thdng. Ban chét cua bai toan loc ndi dung trén Internet
1a bai toan phan 16p tu dong ndi dung trang Web, nhém nghién ctru da tap
trung nghién ctru dé Iya chon cac giai phap phan 16p ndi dung trang web phu
hop. Pong thoi, dap Gmg yéu cau loc ndi dung nhanh véi ludng dir liéu véi
dung luong 16n, can két hop cac giai phap loc ndi dung véi cac giai phap loc
dia chi, phan 16p ndi dung trang Web theo hoc may vdi phan 16p theo ti€u chi
théng ké, phan cép loc ndi dung theo loc thd va loc tinh. Cac cong trinh khoa
hoc dugc cong bd (28 cong trinh) vi mot s6 cong bd qudc té co gia tri va hé
thong phan mém thir nghiém 1a cac két qua khoa hoc - cong nghé cé gia tri
ctia dé tai.

b) Hiéu qua vé kinh té xa hoi:

(Néu ro hiéu qua lam loi tinh bcing tién du kién do dé tai, dw dn tao ra so véi cdc san phcfm
cung loai trén thi truong...)

Hé théng loc ndi dung trén Internet thudc loai hinh quan ly Nha nudc
cho nén khong tinh bang loi ich bing tién thong qua viéc chuyén giao truc

tiép san pham cho cac nha kinh doanh hodc/va san xuat.

Hiéu qua kinh té - xa hoi cua dé tai duoc tinh gian tiép thong qua viéc
so sanh voi cac nghién ctru twong duong tai cac nudc trén thé gii, chang han
tai Cong doéng chung chau Au chi mot sy an nho POESIA (Public Open-
source Environment for a Safer Internet Access) da 1a 1 triéu 20 nghin €. Hon
nita, loi ich kinh té - x3 hoi cua dé tai cling dugc tinh gian tiép thong qua sd

cong trinh cong bd quoc té lién quan (trong dé cd cac cong trinh khoa hoc
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thudc loai c6 chi sd ISI) va két qua dao tao nhan lyc trinh d¢ Thac sy vé céac

ndi dung lién quan t41 loc ndi1 dung trén Internet.

3. Tinh hinh thuc hién ché d9 bao cdo, kiém tra ciia dé tai, dy 4n:

S
T

Noi dung

Thoi gian
thuc hién

Ghi chu

(Tém tat két qud, két ludn chinh,

nguoi chu tri...)

I

Béo cdo dinh ky

Lan I:
10/11/2007

5/2007 - 09/2007

Vé s6 luong: Hoan thanh vé
co ban theo tién do da dit
ra trong thuyét minh dé tai
Vé chit luong: tuan thu
chit ch& nhing yéu cau da
duoc

Do ¢6 su cham ché vé& mit
kinh phi, mot ) hang muc
cta dé tai chua dugc trién
khai va thuc hién dung thot
diém

Lan 2:
7/5/2008

9/2007 - 3/2008

Vé s6 lugng: Hoan thanh vé
co ban theo tién d¢ da dat
ra trong thuyét minh d¢é tai
Vé chat luong: tuan tha
chit ché nhitng yéu cau da
duoc

Thoi gian thuc hién mot s6
hang muc cua dé tai con
cham so voi tién d6 do t6
chire chu tri dé tai chuyén
vé dia diém méi

Lan 3:
16/10/2008

3/2008 - 9/2008

Vé s6 lugng: Hoan thanh vé
co ban theo tién do da dat
ra trong thuyét minh dé tai
Vé chat luong: tuan tha
chit ché nhitng yéu cau da
duoc dé ra trong thuyét
minh

Lan 4:
1/4/2009

9/2008 - 3/2009

Thoi gian thuc hién mot s6 hang
muc con cham so vai tién d§ dat ra

II

Kiém tra dinh ky

Lan 1

10/11/2007

- C6 sy phdi hop tuwong doi tot giira
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cac nhom nghién curu. Da thuc hién
vé co ban cac ndi dung diang tién do
va yéu cau dit ra.

- Chu tri: GS.TS Nguyén Thuc Hai

Lan 2

7/5/2008

- Pé tai, gdbm cac dé tai nhanh da
thuc hién cong viéc theo tién do,
ké hoach

- Chu tri: GS.TS Nguyén Thic Hai

Lan 3

16/10/2008

- Dé tai da thyuc hién thém mot sb
bao c4o va phan mém trung gian
- Gidi ngan con cham so voi lich
trinh chuyén mén. P& nghi c6 ké
hoach mua sdm dau thau thiét bi
- Chu tri: GS.TS Nguyén Thuc Hai

Lan 4

1/4/2009

- V& cac ndi dung di thyc hién:
tién do cham, dé nghi kéo dai. Can
dé xuét cac 1y do xin gia han bao
v¢ logic va khach quan

- Chu tri: GS.TS Nguyén Thuc Hai

I

Nghi¢m thu co s¢

Du kién 30/10/2009

Chii nhiém deé tai
(Ho tén, chir ky)

TS Nguyén Viét Thé

Thii trweéng té chire chi tri
(Ho tén, chit ky va dong dau)
TL TONG CUC TRUONG
KT CUC TRUONG
PHO CUC TRUONG

Nguyén Vin Thuy
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[ Frame 58 (665 bytes on wire, 665 bytes captured)
M Ethernet II, Src: 20-145.35. 9 (O0:10:a4:f7:8d:62), Dst—20.145.35.1 (O0:cD:i26:a7:%a:0e)
A I:.|

9.89.104 (68

Version: 4
Header length: 20 bytes

[ Differentiated Services Field Ox<00 {DSCP Ox00: Default; ECN: Ox00)
Total Length: é51
Identification: Ox9bab ({39851)

H Flags: 0=x04 (Don't Fragment)
Fragment offset: O
Time to Tiwe: 128
Protocol: TCP (Ox06)
Header checksum: Oxg88ce [correct]
Source: 20.145.35.9 (20,145.35.9)

Destination: 66.249.89,104 (66, 24985304
= Transmission Control Protocol, Gro Port: 3526) (3526)
source port: 3526 (3526)

Destination port: http (2803

Sequence number: 1 (relative sequence number)
[Hext sequence number: 612 (relative sequence number)]
Acknowl edgement number: 1 (relative ack number)

Header length: 20 bytes
[ Flags: 0x0018 (PSH, ACK)
Window size: 17520
Checksum: 0x5598 [correct]
= Hypertext Transter Protocol

Hinh 3. 34. Céu tric dif liéu chi tiét tang TCP/IP ctia mot goi tin
Hinh 3. 41. Géi tin request dén trang tintuc.vnn.vn
Hinh 3. 43. Anh xa chi tiét Process number va so cong
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MO DAU

Céan ctr vao Hop dong nghién ctru khoa hoc so6 02/2006/HD-BtCT-
KC.01/06-10 ky ngay 14/5/2007 giita Cuc Cong nghé tin hoc nghiép vu, Tong
cuc k¥ thuat, B6 Cong an voi Ban Chu nhiém Chuong trinh KC.01/06-10 va
Vin phong Cac chuong trinh thi dé tai dugc thuc hién trong 2 nim 6 thang tir
thang 5/2007 t&i thang 10/2009 (theo hop dong) song trén thyuc té thi mot sd
ndi dung nghién ciru trong dé tai da dugc nhom thyuc hién dé tai tién hanh tir
thang 5/2006 khi Bo Khoa hoc va Cong nghé ra thong bao vé quyét dinh trién
khai dé tai.
MUC TIEU DE TAI

Muc tiéu I: Nghién ctru va dé xuit giai phap hd trg cong tac quan 1y
mot cach hiéu qua an toan — an ninh cac ludng dir liéu vao/ra giita Viét Nam
va thé gidi qua mang Internet néi riéng va gitta cac mang dién rong noéi chung

Muc tiéu 2: Phat trién hé thong thtr nghiém cho phép xir Iy khéi luong
dt liéu 16n thoi gian thuc (tinh todn song song, tinh toan ludi), c6 kha nang
phat hién va ngin chan thong tin (anh, vin ban bang ca tiéng Viét va tiéng
Anh) c6 ndi dung khong phu hop véi van hod, phap luat Viét Nam va anh
huong x4u dén trat tu an toan x3 hoi

Muc tiéu 3: Trién khai va tng dung thir nghiém tai cong thong tin
vao/ra tai truong Pai hoc Coéng nghé, tai B6 Cong an, va cong Internet qudc

gia tai trung tim dién toan va truyén so liéu VDC

Pic diém chinh caa dé tai
1. Hé théng loc nodi dung trén Internet di va dang dugc nhiéu qubc gia
trén thé gidi quan tam dic biét trong dinh hudng an toan Internet. D6i
v6i nhiéu quéc gia, hé théng nay la mot bd phéan cua hé théng an ninh
quéc gia néi chung. Cac qudc gia va to chirc lién qudc gia di va dang

tién hanh cac hoat dong nghién ctru va trién khai cac hé thong loc ndi
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dung trén Internet, dién hinh 13 cac dy an cua Cong dong Chau Au da
va dang duoc tién hanh nhu “Internet Safer” (1999-2004), “Internet
Safer Plus” (giai doan 2005-2008) va “Chuong trinh an toan Internet
ddi voi tré em” (giai doan 2008-2013). Xay dung h¢ théng loc nd1 dung
trén Internet 12 mot bai toan phuc tap, doi hdi phai thi hanh dugc céac
gidi phap co tinh khoa hoc va cong nghé cao nham phuc vu dic luc
chinh sach quéc gia vé an toan, an ninh Internet, khéc phuc kip thoi cac
thu doan vi pham an toan, an ninh Internet.

. Loc noi dung Internet 1a thuat ngir dugc dung dé chi céac k¥ thuat kiém
soat thong tin trén Internet thong qua viéc phdn tich noi dung thong tin
(ddc biét la ndi dung trang Web, ndi dung thw dién tir) dé sau d6 cho
hodc khéng cho ngudi st dung Internet nhan duoc két qua tra vé tir
Internet hodc guri thong tin 1én mang Internet. Nam bt dugc noi dung
thong tin dudi dang trinh bay 1a vin ban, hinh anh dé sau d6 danh gia,
phan loai n6 thude vao 16p nao trong cac 16p ndi dung trong chinh sach
an ninh Internet 12 bai todn chu chét nhat. Dy chinh 1 bai toan phan
16p trang Web, trong d6, hé théng tién hanh phan tich ndi dung mot
trang web dé quyét dinh trang web d6 thudc 16p nao trong cac 16p da
dinh trudce theo chinh sach an toan, an ninh Internet. Bai toan phan 16p
trang web doi hoi cac giai phap vé xit [y ngdn ngir tir nhién (tiéng Viét,
tiéng Anh) va hinh dnh, trich chon ddc trung trong néi dung dé biéu
dién van ban va hinh dnh va p dung cdc thudt toan phan I6p dir liéu.
Bai toan phan 16p vin ban trang web 1a mot bai todn nghién ciru, trién
khai thoi su, vi vdy, viéc phan tich dé Iya chon cac giai phéap tir két qua
nghién ctru trong cac linh vuc ké trén 1a mot yéu cau tat yéu. Pap ung
yéu cau trén, nhom thuc hién dé tai KC.01.02/06-10 di tién hanh cac
nghién ctru vé cac noi dung trén day, dac biét 1a cac nghién ctru vé XU

ly tiéng Viét va trich chon dic trung tir ndi dung trang Web.
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3.

Hé théng loc ndi dung trén Internet can dam bao céc yéu cau la thoi
gian nhanh d6i v6i ludng thong tin xtr Iy 16n vi vay hé théng can két
hop céc giai phap da dang. Tiép thu cac két qua nghién ctru trén thé
gidi, nhom thue hién dé tai da thi hanh giai phap loc ndéi dung qua hai
giai doan (loc thd, 1oc sdu), loc theo ndi dung két hop véi loc theo dia
chi, loc ndi dung theo hoc may va loc ndi dung theo luat théng ke.

Cuc Cong nghé Tin hoc nghiép vu - B6 Cong an (c6 nhiéu kinh nghiém
trong quan ly thong tin trén Internet) 1a to chirc chu tri cing vé6i hai to
churc phéi hop thuc hién 1a Truong Pai hoc Cong nghé - Pai hoc Quéc
gia Ha Noi (co tri thue va kinh nghiém vé khai pha dir li¢u Web, linh
vuc lién quan truc tiép t6i loc ndi dung) va Cong ty dién toan va truyén
s6 liéu VDC (c6 kinh nghiém thi hanh cac giai phap quan 1y cong
Internet qubc gia) da tap hop duoc mot lyc lugng nghién ctu - trién
khai dé tai gom 2 PGS, 5 TS, 18 nghién ciru sinh va hoc vién cao hoc
thuc hi¢n hoat dong nghién ctru, dé xuit giai phap va 1ap trinh thyc thi
hé théng loc nd1 dung. Tuy nhién, ti€u chi an toan — an ninh trong bai
toan phan 16p ndi dung trang Web 13 rit méi la ma trong mét sb trudng
hop con bao ham cac yéu tb nhay cam, vi vay viéc tap hop dir li€u hoc

cho céac bd phan 16p con co6 chd chua toan dién.

Cac nguyén tic tiép cin khoa hoc

Nghién ciru, trién khai xy dung mé hinh va giai phap loc ndi dung trén

Internet duoc tiép can theo cac cach thic sau dy:

1.

Tim hiéu sau rong hoat dong quan 1y Nha nude lién quan t6i loc noi
dung trén Internet tai nhidu qudc gia trén thé gidi dé ndm bat duoc
xu thé hoat dong quan 1y Nha nuéc ca theo phuong dién phap lut,

xa hoi va k¥ thuat, cong nghé. Nghién ctru chu truong, chinh sach
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1.

iil.

1v.

V1.

cua Nha nudc ta lién quan tdi cac hé théng loc nd1 dung trén
Internet.

Khao sat va phan tich thiu dao cc ndi dung vé cac cong nghé va ky
thudat da va dang dwoc sw dung trong cac hé théng loc noi dung
théng tin Internet ciia cac quoc gia (My, Chau Au, Trung Qudc, ...)
cling nhu vé cac san phim thwong mai dd c6 (SmartFilter, R3000G
Internet Filter, ...) dé tir 46 phan tich, ddnh gia va nghién ctu dé
xuat giai phap cu thé cho van dé loc ndi dung hd trg cong tic quan
1y va bdo dam an toan-an ninh thong tin trén mang Internet tai Viét
Nam.

Khai thac, phat trién phan mém ma ngudn mé trong viéc xay dung
hé théng phén mém loc nodi dung Internet s€ la mot cach tiép can
quan trong. Mot trong nhitng phan mém ma nguén md ma nhém
cong tac s€ chu trong phan tich ndi dung do 1a dy 4n POESIA cua
Cong ddng chung Chau Au.

Luan giai nhitng van dé thuc té cta nhiing ludng théng tin ludn
chuyén trén mang Internet lién quan dén dat nudc va con ngudi Viét
Nam dé 1am 3 tinh hinh va nhitng van dé lién quan dén viéc bdo
ddam an toan-an ninh luéng théng tin Internet tai Viét nam.

Nghién ctru cac gidi phdp trién khai hé thong san pham két qua tai
mét cong Internet quoc gia, noi cd rang budc rat 16n vé toe do xir 1y
va luu luong thong tin chuyén qua va vi vay cac giai phap loc noi
dung trén Internet can c6 do phic tap thoi gian va khong gian phu
hop.

Tham gia cac hoi thao khoa hoc, cé trong nudc va qudc té, lién quan
dén linh vuc loc ndi dung trén Internet nham (1) Tiép thu cac cong
nghé méi va md rong hop tac véi cac ca nhan, té chirc trong va

ngoai nudc; (2) Cong bo két qua nghién ciru vé md hinh va giai
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phap lién quan t6i ndi dung dé tai tai cac tap chi va hoi nghi khoa
hoc trong nuéc va qudc té dé khang dinh tinh tin ciy cua cic md
hinh va giai phap dugc ap dung thi hanh hé thdng loc ndi dung trén
Internet.

Céac nghién ctru trén thé giéi lién quan t6i cac giai phap loc ndi dung
trén Internet, chéng han nhu [AyrO1, Lanq01, POES04, QDO09, Sten04,
Zhan05], cho thiy phan 16p (classification) vin ban ty dong da tro thanh giai
phap loc noi dung dién hinh. Chinh vi 1y do d6 ma phan 16p van ban 1a mot
trong nhitng ndi dung chinh cua dé tai nay voi muc tiéu 1 xac dinh ndi dung
trang web thudc vao 16p van ban nao theo cac ti€u chi da dugc xac dinh,
ching han nhu van ban dé c6 thudc 16p chira théng tin xdu hay khong.
Phuong phap phéan 16p dugc phan thanh mot sb muc khac nhau, véi do phirc
tap tang dan tir tir khoa, ciu trac, dén ngilr nghia cua dir liéu. Vi thé, cong viéc
phan 16p vin ban trong hé thong loc ndi dung trén Internet doi hoi phai khao
sat cac cong nghé mai nhét hién nay dé tim ra giai phéap thich hop nhat nham
dam bao dap g ca hai tiéu chi chat lugng va thoi gian dé dam béo tinh tirc
thoi ctia thong tin yéu cau
Cic nguyén tic tiép cin vé quan ly

- Neuyén tdc tdp trung, thong nhdt va céng téc: Cuc Cong nghé Tin hoc

nghiép vu (E15), B6 Cong An 1a t6 chirc cht tri dé tai phan cong cac ndi dung
nghién ctu té1 cac don vi tham gia thuc hién dé tai (E15, Truong DPHCN-
PHQGHN, Coéng ty VDC) nhu da trinh bay trong Ban thuyét minh dé tai,
trong d6, E15 thi hanh phan mém loc thu dién tir, Truong DPHCN thi hanh hé
thong loc ndi dung Web va VDC thi hanh phan mém loc ndi dung may tinh ca
nhan. E15 cing véi hai don vi phdi hop thuc hién tién hanh kiém tra danh gia
chung va tich hop hé thong. E15 1a ddu mdi ctia nhém nghién ctru trong quan
hé cong tac véi Ban Chu nhiém Chuong trinh KC.01 va Van phong cac

chuong trinh cap Nha nudc.
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- Nguyén tic phdn hoach trach nhiém: D& tai duoc phan chia thanh cac

thanh phan, mdi thanh phan duoc phan chia thanh cac cong viéc théng qua
cac hop ddng cong viée duge ky két ma mdi ca nhan, nhém nghién ctru chiu
trdch nhiém hoan thanh cac cong viéc dugc phan cong. Viéc danh gia,
nghiém thu ndi bd thuc hién dting quy dinh.

- Nouyén tdc phéi hop, cong tdc: Nhom thuc hién dai tai tién hanh dinh ky céc

cudc hop dé kiém tra, danh gia tién do thuc hién cong viéc ciia moi bo phan

va ting ¢4 nhan.

GIOI THIEU NOI DUNG BAO CAO TONG HQP
Mo ta chi tiét vé két qua nghién ctru va trién khai thuc hién dé tai
KC.01.02/06-10 dd duoc tap hop thanh mot hé théng cac bao céo chuyén dé
thude cac tai liéu sau day:
- Bdo cdo két qua thuc hién dé tai KC.01.02/06-10 (Quyén 3): Nghién
citu chung vé loc néi dung trén Internet,
- Bdo cdo két qua thuc hién dé tai KC.01.02/06-10 (Quyén 4): Hé thong
thur nghiém loc web,
- Bdo cdo két qua thiee hién dé tai KC.01.02/06-10 (Quyén 5): Hé thong
thir nghiém loc mail,
- Bdo cdo két qua thuc hién dé tai KC.01.02/06-10 (Quyén 6): Hé thong
loc tai may tinh ca nhan,
- Bdo cdo két qua thuc hién dé tai KC.01.02/06-10 (Quyén 7): Két qua
dao tao, hop tac quoc té va san pham bé sung.
Béo cdo tong hop dé tai tom lugce cac noi dung cua hé thong cac bao
cdo chuyén dé trén day nham cung cip cac thong tin khai quat nhat vé cac noi

dung da duoc tién hanh trong dé tai. Noi dung chi tiét va toan dién moi khia
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canh vé co so 1y thuyét, k¥ thuat nén tang, thiét ké phan mém thir nghiém va
danh gia duoc trinh bay trong cac bao co chuyén de.
Bio céo tong hop dé tai bao gdm cac chuong ndi dung chinh sau day:

- Chuong 1. Nghién ciru va danh gia tinh hinh qudn Iy Nha nuée vé loc
néi dung trén Internet trinh bay khai quat vé tinh hinh quan 1y Nha
nude vé loc ndi dung trén Internet ctia nhiéu qudc gia trén thé gidi, cac
td chirc lién quéc gia va dua ra mdt s6 nhan dinh danh gia. Mot sb
phuong huéng giai phap lién quan t6i quan Iy Nha nudc vé loc nodi
dung trén Internet tai Viét Nam ciing duoc dé cap.

- Chuwong 2. Co s¢ Iy thuyét va cdc gidi thudt loc ngi dung trinh bay vé
mot s6 ndi dung co ban nhat vé loc ndi dung trén Internet. Cac ki thuat
hoc phén 16p (gidm sat va ban giam sat) ndi dung trang Web - nén tang
cua k¥ thuat loc ndi dung, cac ky thuat loc dia chi trong hé théng két
hop v&i1 ky thudt loc ndi dung, cac k¥ thuat loc anh dugce gidi thidu.
Déng thoi, viée phan tich, danh gia cac giai thuat dé lwa chon cac giai
thuat phu hop cho hé¢ théng loc nd1 dung dugce xdy dung da dugc trinh
bay.

- Chwong 3. Xdy dung san pham phan mém loc ngi dung Internet trinh
bay cac mo ta vé cac san pham phan mém chi yéu cua dé tai, do 1a Hé
théng phan mém loc ndi dung Web (SP.01), Hé thong loc thu dién tir -
Mail Gateway (SP.02), Phin mém loc Web trén may tinh c4 nhan
(SP.03). Bdi voi mdi san pham phan mém trén ddy, cac ndi dung khai
quat vé cau tric hé thong, giai phap va danh gia tha nghiém duoc gidi
thiéu.

- Chuwong 4. Két qua ddo tao, hop tdc quéc té va san pham bé sung trinh
bay cac két qua dao tao dai hoc, sau dai hoc, hop tac qubc té di thu
nhan dugc qua qué trinh trién khai dé tai, khéng dinh tinh thoi su cua

ndi dung dé tai khoa hoc - cong ngh¢ dugc thyc hién. Mot $6 cong bd
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lién quan ti trich chon thong tin gép phan phuc vu loc ndi dung trang

Web da dugce cong bd khoa hoc trong nudc va qudc té, trong d6 da co

cong bd khoa hoc trén tap chi co chi sb ISI. Mot sé noi dung hop tac

quéc té lién quan toi dé tai cling dugc gidi thiéu. Pong thoi, mot san
pham b sung trong qua trinh thuc hién dé tai da duoc gidi thiéu.

Phan két ludn va kién nghi ciia Bao cao tong hop két qua thuc hién dé
tai trinh bay mot s6 nhan dinh ctia nhom thuc hién dé tai (do Cuc Cong nghé
Tin hoc nghiép vu, B6 Cong an chu tri) tu danh gia két qua thuc hién dé tai va
mot s6 dé xudt lién quan. Phan tiép theo trong bao cdo 1a Danh muc cdc tdi
lieu tham khao.

Két thic bao cao 1a Phdn phu Iuc bao gém bia, 101 gidi thiéu caa 10
luan van Thac sy va ndi dung hai cong trinh khoa hoc cong bd quéc té tiéu

biéu lién quan té1 nd1 dung dé tai.
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CHUONG |

NGHIEN CU’'U VA DANH GIA TINH HINH QUAN LY
NHA NU'O'C VE LOC NQI DUNG INTERNET

1.1. Khdi quét vé hoat déng quan ly Nha nwéc vé loc néi dung
trén Internet
Jonathan L. Zittrain va John G. Palfrey, Jr. [ZP07] nhan dinh réng tu do

ngon lugn, va cling twong tu ddi v6i tr do t6n gido va tw do doi tir, khéng bao
gior c6 tinh tuyét doi. Nhan dinh noi trén 1a hoan toan xac dang va phu hop véi
ban chat ctia hoat dong quan 1y nha nude trong cac x3 hoi con ton tai cac giai
cap khac nhau. Hoat dong quan 1y Nha nudc vé loc ndi dung trén Internet cuia
cac quoc gia vira tuan theo quy ludt phd bién vé quan Iy Nha nude ndi chung,
vira ¢6 tinh didc thu riéng ddi véi timg qudc gia vi rang mdi qudc gia con co
nhimg dic diém riéng twong Gmg véi dic trung cua dan toc vé truyén thng,
vé thuan phong - my tuc, vé ton gido va cac dic trung khac. Nhu vdy, vi hoat
dong quan 1y Nha nuée vé loc ndi dung trén Internet 13 mot thanh phan trong
hé théng phuong tién dam bao loi ich quéc gia - dan toc cho nén ndi dung va
mirc 46 quan Iy Nha nudc ddi voi hoat dong nay ciing ¢ su khac biét thuc sy
giita cac qudc gia.

O mét g6c do khac, co thé nhan théy mot thue té 1a du rat mong mudn
kiém soat duoc mot cach toan dién moi trudng thong tin trong nudc, song da
phan cac qudc gia ciing méi chi thuc thi duoc mong mudn cia ho théng qua
viéc kiém soat phuong tién truyén thong va cd gang ngin can bat ky phat
ngdn nao cé chira cac ndi dung mang tinh 1at d6 chinh quyén [ZP07]. Piéu do
c6 nghia 12 hoat dong quan 1y Nha nudc vé loc ndi dung trén Internet khong
thé duoc hoan thién mot cach tuyét doi va nhu cau thudng xuyén nang cao

chét luong cua hoat dong nay 13 hét sirc can thiét.
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1.1.1. Mt s6 dic diém chung vé hoat dong quan Iy Nha nwdéce vé loc ndi
dung trén Internet
Hoat dong quan 1y vé loc ndi dung trén Internet dugc thé hién theo cac

khia canh vé phdp ludt va to churc co quan Nha nudc, vé té chuc trién khai

thue hién va vé sy ho tro cua Nha nuoc doi voi hoat dong nay.

1.1.1.1. Phap luit va to chirc co quan nha nuéc
Quan 1y xa hoi bang phap luat 13 yéu cau khach quan cia mot xa hoi

van minh, cong bang, dan chu, va 1a phuong thic rat quan trong bao dam hiéu
luc quan ly ctia Nha nude [HVO04]. Trong thoi dai ngay nay, hoat dong quan
1y Nha nuéc trude hét duge thé hién theo khia canh phap 1y. Nha nudc t6
chirc xay dung cac van ban phap 1y moé ta dung ndi dung cua hoat dong quan
1y Nha nudc va dam bao thi hanh mét cach ding dén, toan dién cac noi dung
cac van ban phap ly da dugc xay dung trén pham vi toan xa hdi.

D6i véi hoat dong quan 1y Nha nudce vé loc ndi dung trén Internet, theo
Jonathan L. Zittrain va John G. Palfrey, Jr. [ZP07], thi khi quyét dinh loc
Internet, tiép can chung cia cac qubc gia la thiét 1ap mot "phong tuyén" gom
cac luat va tiéu chuan k¥ thuat dé hinh thanh mot khung phép 1y duoc ap dat
dbi v6i moi cong dan va moi t chirc trong qudc gia d6 dbi vaoi hoat dong truy
nhap va cong bd thong tin trén Internet. O mot sd qubc gia, thuong 1a cac
nudc phat trién, hinh thirc pho bién 13 mé rong nodi dung cac van ban phéap luat
san c6 vé cac phuong tién truyén thong dai chiing va vién thong. Tai cac quc
gia ndy, nguoi ta bo sung thém cac diéu luat, cac quy dinh vao cic van ban
phép ludt sdn c6 dé cac vin ban nay bao ham thém yéu t6 Internet. Tai cac
qudc gia khac, nguoi ta thiét 1ap cac ndi dung phap 1y twong Gng thanh céac
dao ludt va quy tic riéng c6 pham vi diéu chinh 1a riéng biét ddi voi Internet.
Nhin chung, rat it khi cac qudc gia thiét 1ap han cac cach thirc k§ thuat chuyén
biét vé loc ndi dung trén Internet ma da phan ngudi ta thiét 1ap mot khung

phéap 1y nham gidi han mot s6 ki€u ndi dung truc tuyén va ngdn cam mot so
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hoat dong truc tuyén [ZPO7]. O mét sd nude, dic biét 1a cac nude Tay Au va
Bic MY, cac ndi dung phép 1y nhu vy lai c6 thé nam trong khuon kho cua
cac diéu luat khac (nhiéu khi khong lién quan t6i cac phwong tién truyén
thong dai chung va vién thong), chiang han nhu & My "Nhiéu diéu khodn
trong Ludt yéu nudéc ciia My cho phép nghe lén dién thoai, diéu tra hé so cad
nhén va doc email ciia céng dan. FBI dwoc quyén theo déi nguoi din doc gi
bcing cach kiém tra liét ké cdc dau séch ho mwon tai thw vién..." .

Vé mit t6 chirc Nha nude, cac qubc gia thudng thanh 1ap cac co quan
chuyén trach hodc lién nganh chiu trach nhiém vé an toan-an ninh trén
Internet, trong d6 nhiém vu vé loc ndi dung. Chang han, Chinh phu Trung
Quéc thanh lap t6 chic da lién nganh quan 1y thong tin va xuit ban General
Administration of Press and Publication (GAPP) thuc hién céc chirc nang
tuong Ung voi hoat dong nay [China02]. Déi véi cac qudc gia khac, viée thi
hanh hoat dong nhu vay lai do mot s6 co quan thi hanh ma thuong dugc
tuong Gmg voi chire ning, nhiém vu cu thé cua cac co quan d6 theo quy dinh.
Nhu vi du da dugc gidi thiéu & trén, Cuc diéu tra lién bang My FBI 1a mdt
trong cac co quan cua Nha nuéc My tham gia vao hoat dong loc ndi dung e-
mail ctia ngudi dan hodc cic co quan nghién ctru cia B6 Qubc phong My
cling tién hanh cac nghién ctru lién quan [US04].

Vé mit phap 1y, cac qudc gia thudng quy dinh vé tinh khong hop phéap
ddi véi cac hoat dong trén Internet theo ba pham vi chinh nhu sau (duoc liét
ké theo thir ty giam dan vé mirc d6 gan két voi hoat dong quan 1y Nha nude):

- Vé an ninh qudc gia tryc tiép,

- Vé dao duc, truyén théng cua dan toc,

- V€& an toan tré em.

! http://www.tuoitre.com.vn/Tianyon/Index.aspx?ArticleID=22328&ChannelID=2
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C6 thé nhan thay rang, cac pham vi trén day 1a phu hop véi cac khia
canh can dugc quan tdm khi danh gia hé thong loc ndi dung trén Internet ciia
mot qudc gia theo phuong phap luan caa ONI [ONIO7]. Theo ONI, ba khia
canh ndi dung chinh yéu can duogc quan tam 1a ndi dung chinh tri (Political
content), ndi dung xa hoi (Social content), ndi dung lién quan dén xung d6i va
an ninh (related to conflict & security).

Tir tinh thdng nhat ciia cac Nha nudc trén thé gidi vé viéc mong mudn
kiém soat mdi truong thong tin trong pham vi quéc gia dan dén c6 nhidu diém
gidng nhau trong quan niém vé cac loai hinh hoat dong vi pham trén Internet.
Déng thot, tir dac trung truyén théng dan toc, thuan phong - my tuc, dao dtrc
161 sdng c6 su khac biét giira cac qudc gia ciing din dén ton tai su khac biét
bo phan vé quan niém ddi vai cac hoat dong vi pham. Chinh vi 1€ do, ngoai su
khéac biét vé cong nghé va k¥ thuat trién khai, hé théng loc ndi dung trén
Internet clia cac qudc gia ciling bao chira nhitng diém khac biét vé quan niém
vé hanh vi vi pham. Cac két qua danh gia vé pham vi, do rong va chiéu sau
loc nd1 dung trén Internet do ONI tién hanh cung cép thé hién cu thé cua su
khéc bi¢t nay [ONIO7].

Néi riéng vé phuong dién an ninh qubc gia truc tiép c6 thé nhan thiy
rang, c6 su thong nhat chung trong quan niém cta hau hét cac Nha nude trén
thé gidi vé hau hét cac loai hinh hoat dong vi pham an ninh qudc gia trén
Internet dién hinh (chang han nhu hoat dong tuyén truyén lat do, chong pha
Nha nuéc...). Tuy nhién, do su khic nhau vé phuong thirc trinh bay cac vin
ban phap luat lién quan (c6 Nha nudc cong b luat riéng, c6 Nha nudc dua
cac ndi dung d6 trong cac van ban phap luat khac nhau) cho nén cach hiéu vé
loai hinh hoat dong vi pham an ninh quéc gia truc tiép trén Internet lai co
diém khac biét gifta cac qubc gia.

Tuong tu nhu vdy ddi v6i phuong dién vé dao duc, truyén thong cia

dan tdc.. cling c6 nhi€u nét tuong tu. Nhin chung, cac qudc gia c6 su tuong
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ddng chung d6i v6i nhiéu thanh phan co ban trong dao dirc, truyén thdng va
thudn phong my tuc cia minh. Vi vay, hau hét cic qudc gia déu dua ra cac
luat ngan cdm cac hanh vi vi pham thuin phong my tuc trén Internet. Tuy
nhién, quan niém riéng cia timg qudc gia vé dao duc, thuan phong my tuc
cling nhu truyén théng ctia dan toc minh, cho nén pham vi lién quan dén dao
dte, truyén thong lai c6 nhitng diém khéac biét gitta cac qudc gia. Mot hanh
dong ung x1r nao do ddi v6i mot dan toc nay khong duoc coi 1a vi pham dao
durc, truyén théng song ddi v6i mot dan toc khac thi lai duoc quan niém
nguoc lai, nhiéu khi lai dwgc coi 13 rat nghiém trong. Mit khac, cing mot
hanh vi dugc coi 14 vi pham dao dirc, truyén thong, thi cac qudc gia khac nhau
lai ¢6 quan niém khac nhau vé mutc do nghiém trong [ZP07]. Thong thudng,
mot quéc gia cé quéc dao, chéng han nhu cac nuéc Hoi gido, thi mot s6 luat
1¢ ton gido ciling duoc quy dinh thanh mot sb didu khoan trong cic vin ban
luat phap [ONI04Arap, ONIOSIran, ONIOSUAE].

Su thdng nhét cao trén toan thé giéi vé phuong dién an toan Internet
d6i v6i tré em voi minh ching 13 moi qudc gia déu dua ra cac quy dinh phap
luat ngin cidm viéc cung cip nodi dung doc hai trén Internet dén véi tré em.
Mot s6 quyét nghi cia Cong dong chau Au da khuyén cdo vé viéc can thiét
phai c6 nhimg van ban phép 1y véi cac diéu khoan vé viéc dam bao an toan
Internet cho tré em. Ton tai nhiéu diéu khoan trong cic vin ban phap luat cua

cac nudc lién quan tdi vige ddm bao an toan Internet doi voi tré em.

1.1.1.2. Khia canh t6 chirc trién khai va hd tro
Céc co quan Nha nudc dugc giao trach nhi¢m quan 1y hoat dong loc ndi

dung trén Internet tién hanh cic coéng tac can thiét dé hoan thanh tét trach
nhiém duogc giao. Cic co quan nay (chuyén trach hodc lién nganh) thuong la
dau mdi td chire xay dung cac van ban phap luit, cac chinh sach, cac du an

cung cac giai phap dam bao cac chinh sich loc ndi dung trén Internet cua
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qudc gia duoc thi hanh ding dan. Vi dy, Uy ban vé cac vin dé mang truyén
thong va an ninh cia Cong dong Chau Au 1a co quan thyc hién cac cong viéc
noi trén.

Tat ca cac qudc gia tién hanh loc noi dung trén thé gisi déu dua ra cac
chinh sach hd trg viéc tién hanh hoat dong néi trén. Mot trong nhitng hd trg
dién hinh 1a dau tu kinh phi hd trg viéc nghién ciru thyc trang, dé xuét cac giai
phéap cong nghé va xa hoi lién quan.

Cac qudc gia cling khuyén khich cac nha cung cdp san pham loc noi

dung do6i véi céc to chuc va gia dinh.

1.1.1.3. M6t s6 xu huéng
Xu huéng dau tién can dugce quan tim 1 dnh huong ciia cong nghé truy

nhdp va cung cdp théng tin trén Internet doi véi hoat dong loc néi dung trén
Internet. Su phét trién khong ngimg cong nghé Internet ciing nhu su hinh
thanh va phat trién cdc cong nghé truyén thong moéi la co hoi dé Internet phat
trién va dong thoi hoat dong loc nodi dung trén Internet cling phai duoc mé
rong va nang cip dé dam bao muc tiéu ciia quan Iy Nha nudc vé loc ndi dung
trén Internet. Mot minh chtng dién hinh 13 trong thoi dai ngdy nay truy nhap
Internet khong chi théng qua may tinh ma con c6 thé dugc hoan thanh trén
cac thiét bj cam tay, dién hinh 13 dién thoai di dong. Chinh vi 1y do d¢, céac
khia canh quan ly Nha nuéc vé loc ndi dung trén Internet (luat phép, trién
khai va hd trg) déu phai dugc thich ung voi viéc ra doi va phat trién cac
phuong tién cung cip va truy nhdp thong tin trén Internet hién dai. Ching
han, Uy ban Cong dong Chau Au di quyét nghi nhimg noi dung lién quan dén
viéc sir dung thiét bi di dong truy nhép Internet.

Xu hudng phat trién cac hé thong loc ndi dung ciing can dugc quan tim.
Jonathan L. Zittrain and John G. Palfrey, Jr. [JP07] cho rang xu hudng phat

trién sap toi cua hé thong loc Internet dwoc Nha nuoc uy nhiém c6 thé xuat
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hién & cac khu vuc khéc trén thé gi61 song & mirc d§ nhe nhang hon, nhu hé
théng cong cong loc Internet tai thu vién va truong hoc & My, hé théng loc
khiéu dam & Béc Au, hé théng loc cua cdac site Nazi va Holocaust tai Phap va
buc. Tuy nhién, c6 mot thuc té 1a cung voi1 su tién bo cla cong nghé Internet
n6i chung, ciing nhu su phat trién cac giai phap loc nodi dung trén Internet thi
cac hinh thtrc cung cap cc ndi dung doc hai hodc khong c6 nhu cau cling phat
trién theo. Loc ndi dung trong cudc chién chdng cic hoat dong pha hoai nay
cling phai luén luén duge quan tim. Chiing ta c6 thé nhan thay rang thuc té
xu hudéng nay chi xuét hién tai mot s nudce phat trién, do lich st phat trién
khoa hoc - cong nghé, Nha nudc tai cac qudc gia nay co trinh do cao trong
hoat dong kiém soat mdi trudng théng tin ca ¢ khia canh ludt phap (hé thong
phap luat kha tinh xdo va hoan thién) 1an & khia canh cong ngh¢, k¥ thuat
(thudng di trude cac nudc dang phat trién). Theo danh gia chung thi trong giai
doan hién nay, cic nu6c dang phat trién coi xu hudéng nay nhu 1a mot tham

khao trong chién luoc phat trién Internet ctia minh.

1.1.2. Phwong phap khao sat cia ONI
Mot sb cong trinh nghién ctru dién hinh vé loc ndi dung trén Internet

dbi voi mot s6 nude da duge t6 chire The OpenNet Initiative (ONI) tong hop
va cong bd tai trang Web cua to chirc ndy. ONI 1a mot t6 chirc ¢6 nhiém vu
diéu tra nghién ctru vé tinh trang giam sat va loc thong tin trén thuc té tai cac
quéc gia, dé tir 46 tim ra nhitng anh huong dén chu quyén dat nudc, cac tac
dong dén nguoi su dung... Pé dat duge muc dich d6, ONI sir dung mot cach
tiép can két hop cdc phwong tién kj thudt tién tién (cic cong cu giam sat
mang tinh vi, cac k¥ thuat danh gia phu hop véi timg hoan canh cu thé, ...) va
nang luc vé tri thirc dia phirong dua trén quan hé hop tac giita cac nha nghién

ctru va chuyén gia trén toan thé gioi.
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Filtering: Overall Breadth and Depth
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AE - United Arab Emirates; AZ — Azerbaijan; BH — Bahrain; CN — China; ET —
Ethiopia; IR — Iran; JO — Jordan; KR - South Korea; LY — Libya; MM —
Burma/Myanmar; OM — Oman; PK — Pakistan; SA - Saudi Arabia; SD — Sudan; SY —
Syria; TH — Thailand; TH — Tunisia; UZ — Uzbekistan; VN — Vietnam; YE — Yemen.

Hinh 1. I Loc Internet cdc quéc gia: vé bé réng va chiéu sau [ONIO7]

V& nguyén tic thi cach dit van dé trong phuong phap tiép can ctia ONI
1a ¢6 tinh khoa hoc, dic biét vé khia canh st dung cic phuong tién k¥ thuat
tién tién. Tuy nhién, do nhiéu nguyén nhan, dic biét 1a nguyén nhan tir tinh
khong ddy du va toan dién vé tri thirc dia phuong (do mot s6 nha nghién ciru
va chuyén gia cung cdp cho ONI) ddi véi linh vuc nhay cam nay. Ddi véi
nhiéu nudc duge ONI khao sat (trong d6 ¢6 Trung Qudc va Viét Nam), cac
nha nghién ctu cia ONI it co diéu kién tiép can duoc tri thac dia phuong
chinh théng. Chinh vi 1y do d6, mot s6 nhan dinh ctia ONI d6i véi khong it

quoc gia con mang tinh phién dién. Néu bo qua mdt it ngi dung phién di¢n nodi
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Hinh 1. 2 H¢ théng loc ngi dung cua cac nuoc: theo kiéu noi dung [ONIO7]

trén, cac két qua nghién ctru cia ONI 13 hoan toan hitu ich va vi vay cong viéc
nghién ctru, khao sat ndi dung cac tai liéu dugc ONI cong bb 1a rat can thiét.

Trong [ONIO7], ONI cung cap mdt két qua téng quan vé cac nghién
ctru loc ndi dung trén Internet trén thé gidi ma cic chuyén gia thudc to chirc
nay da tién hanh. Noi dung chii yéu cta cong trinh nghién ctru nay la tong két
s0 bo vé cac két qua nghién ciru vé an ninh Internet tai hang chyuc nuéc dang
phat trién trén thé gidi. Ly do ONI khong khédo sat hién trang loc ndi dung
trén Internet ddi véi nhiéu nudc phat trién, trong d6 c¢6 My, Canada, Uc va
mot s6 nuée Chau Au, 1a ONI coi ré“mg hoat dong loc ndi1 dung trén Internet
ctia cac qudc gia nay coi nhu da duoc biét (hodc da dugc thiét 1ap hé thong
loc cap quéc gia hodc diéu hudng nodi dung Internet).

Theo ONI, ton tai mot sb hudng tiép can khi xem xét chinh sach va
thuc trang loc nd1 dung trén Internet cua cac quéc gia. Panh gia hién trang loc

ndi dung trén Internet cua mot quoc gia can dugc xem xét theo bé rong va
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chiéu sau. Bé rong biéu thi s6 luong chu dé& ma chinh sach loc ndi dung quan
tam, con chiéu sdu biéu thi mic do k¥ ludng ra sao khi xem xét loc mdi chu
dé da duoc chon dé loc. Theo huong tiép can nay, bon nudce Iran, Trung
Quéc, A rap Xaudi va Cong hoa A rap théng nhat duoc xép vao nhém céc
quéc gia c6 cac hé thong loc ndi dung trén Internet chit ché nhét (rong va sau
nhat), trong khi d6 ba nudc Baranh, Azerjian va Thai Lan duoc xép vao nhém
cac qudc gia co hé théng loc ndi dung yéu nhét. Theo danh gia cuia cac tac gia
ONI, loc Internet cia Viét Nam tuy khong thuéc vao nhém yéu nhat song
cling dugc xép vao nudc cb giai phap loc ndi dung & mirc d6 thip ca vé bé
rong va chiéu su. Két qua danh gia mic d6 khai quat ndy duoc trinh bay

trong Hinh 1.1 [ONIO7].
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Filtering: Theme and Degres
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Hinh 1.3 Hién trang loc noi dung: Chu dé va phuong an loc [ONIO7]

Huéng tiép cdn thir hai quan tAm téi bon linh vire chinh yéu dé danh
gia chinh sach loc ndi dung trén Internet ctia mot qudc gia (hay ciing vay,
chinh sach lgc ndi dung ctia mot quéc gia) 1a nd1 dung chinh tri, nd1 dung xa
héi, cac ndi dung lién quan dén xung dot va an ninh va cac tién ich Internet
lién quan (Internet tools). Nhu da gidi thiéu, ba ndi dung dau tién da duoc

nhan dinh 1a twong tmg v&i ba pham vi can quan tdm trong quan ly Nha nuéc
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vé loc ndi dung trén Internet. Két qua nghién ctru ciia ONI dugc trinh bay tai
Hinh 1.2.

ONI x4c dinh c6 bdn phuong an sau ddy ma hé thdng loc ndi dung cia
cac qudc gia tién hanh:

- Loc tran lan (pervasive filter),

- Loc chic chin (substantial filter),

- Loc theo nghi ngd (suspected filter),

- Khong c6 dau hi€u cua loc.

Filtering: Orher Vamatons

Locus Consistency Concealed Transparency &c
Filteszmg Acconntabality

Arzerbaijan o Lows Iiedinam
Bahrain D H:gh Tes Lowr
Buarma D Lows hilsdivum
Chima C e D Iledinm Tes Lowr
Ethiopia L= H:gh Tes Lowr
Indaa D Dledinm High
Iram D Iledinan Iiedinam
Joedan £ H:gh Lowr
Libva L H:gh Lowr
Licrocco c High Tes Lowr
Timarn L H:gh High
Fakiztan L. Iledinm Tes High
Samdi Arabkia L Hagh High
Singapore D Hegh High
Sonth Forea D H:gh High
Sudan c H:gh H:gh
Swria D H:gh Iiedivm
Taiikistan o Lows Liedinum
Thadand i Iledinm hiledivum
Tamisia i H:gh Tes Lowr
Tackmenistan c High Tes Lo
Courad Acab D Lo Liedinm
Emuerares

Uzbekistan CaD High Tes Lowr
Wietmam D Lo Tes Laowr
Wemen i Fligh Iledivum

Hinh 1.4 Panh gia hién trang loc ni dung theo cdc tiéu chi bé sung [ONIO7]
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Loc tran lan chi cach thirc ma hé théng tién hanh viéc loc nodi dung ddi véi
moi trang web, bao gdm hinh thirc nhat quan (lac nao ciing loc d6i véi moi
trang web) hodc hinh thirc ngu nhién (d6i véi mot trang web thi c6 lac loc,
c6 luc khong). Loc chdc chan 1a cach thirc ma hé théng loc ndi dung ludn loc
dé chin lai cac trang web c6 ndi dung thudc mét trong sd kiéu di dugc xac
dinh trudc. Loc theo nghi ngo 1a cach thuc ma hé théng loc ndi dung chan cac
trang web thudc vao mot sd 16p ndi dung nao dé, tuy nhién, trong dé cé cac
trang web ludn bi chin song ciing c6 cic trang web chi bi chin lan dau.
Khéng cé dau hiéu loc dung dé chi hién tuong khong thdy co viéc chin trang
web. Hinh 1.3 cho danh gia vé hién trang thi hanh cac phuong an loc noi dung
ctia cac nudc tinh theo cac nhom chi dé duoc quan tim [ONI07].

Mot s chi sd khac danh gia hé thdng loc ndi dung cua cac qudc gia
cling dugc xem xét bao gém hoat dong loc ndi dung tap trung & cép quéc gia
hay phan tan tai cac nha cung cép dich vu Internet - ISP (locus), muc do dong
nhit gitta cic phan mém loc ndi dung tai cac ISP (consistency), cach hién thi
cua hé théng loc nd1 dung (Concealed Filtering), muc d) trong sudt cua hé
théng loc nodi dung (Transparency & Accountability). Vé ban chat, tiéu chi
trong sudt d3 bao ham tiéu chi vé cach hién thi caa hé théng loc ndi dung.

Hinh 1.4 cung cp két qua khao sat ctia ONI vé thuc trang cac hé thong
loc ndi dung ctia mot s6 qudc gia theo cac tiéu chi trén day. Trong hinh v&, C
biéu thi c6 hé thong loc & cdp qudc gia va D biéu thi c6 hé thdng loc tai cac
ISP. C6 ba mirc do nhat quan 1a cao (High), trung binh (Medium) va thap
(Low). Tuong tu, muc do trong sudt cta cac hé théng loc nodi dung ciing c6 ba
mirc 14 cao, trung binh va thap.Chi riéng c6 Pakistan 13 qudc gia c6 hé thong

loc c6 mirc do trong sudt cao nhung lai cho hién thi vé hé théng loc ndi dung.
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1.2. Quén ly Nha nwérc vé loc Internet tai Céng dong chung Chéu
Au

1.2.1. V& chinh sach

Ngay 14/03/2004, Nghi vién Cong dong chung Chau Au (EU) chinh
thirc thong qua quyét dinh thanh 1ap Co quan an toan thong tin va an toan
mang toan Chau Au (European Network and Information Security Agency” -
ENISA). Muc dich chinh cua co quan nay la ting cuong kha nang cia cac
cong dong kinh ké, cua cic nude thanh vién dap tng dugc nhimg van dé vé
an toan thong tin va an toan mang. Do tAm quan trong cta van dé nghién ctu
va trién khai cac hé thdng loc noi dung Internet, Cong déng chung Chau Au
da tién hanh nhiéu giai phap theo murc toan thé cong dong va timg qudc gia vé
van dé loc nodi dung trén Internet. Nhiéu nghi quyét, vin ban phap 1y ciia cong
ddng dd néu ra cac khuyén cdo cac nudc thanh vién vé viéc can bod sung cic
diéu khoan phap 1y phu hop véi viée ting cuong chét luong hoat dong loc ndi
dung trén Internet.

Cong dong chung Chau Au d3 c6 nhiéu quyét nghi vé an toan - an ninh
Internet, trong d6 van dé loc ndi dung trén Internet duoc quan tim dic biét
[47-60]. Pong thoi, Cong dong di va dang trién khai cac chuong trinh “Safer
Internet” trong céac giai doan 1999-2004, “Safer Internet Plus” 2005-2008 va
2009-2013. Muc dudi ddy sé& trinh bay chi tiét vé cac chuong trinh giai doan

cua mot chuong trinh hanh dong dai han nay.

1.2.2. Cac chwong trinh “Safer Internet”
Hoat dong dién hinh nhat ciia Cong dong chung Chau Au lién quan t6i

véan dé loc noi dung trén Internet chinh 1a mot loat cac quyét nghi trién khai hé
théng cac chuong trinh Internet Safer (1999-2004), Internet Safer Plus (cac
giai doan 2005-2008) va chuong trinh an toan Internet ddi véi tré em (2008-
2013). Muc dich chung cta cac chuong trinh bay 1a dam bao thyc thi hanh thé

2 http://www.enisa.eu.int/
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chu dong d6i voi cac ndi dung trai phép hodc khong thich dang. Bon phuong
cham hanh dong ctua day dy &n nay la:

- Tao ra mot moi trudong Internet an toan: khdi tao mot mang Chau Au
cac duong day nong ma ngudi dung cubi co thé thong bao cic ndi dung bat
hop phép trén Internet; khuyén khich hoat dong tu diéu chinh va cac chuan
muc dao dtec.

- Phét trién cac hé théng loc va phan loai. Phat trién cac hé théng loc va
hé théng phan loai: giai thich céc ich 1gi cua lgc va sép xép, tao thuan lo1 cho
viéc thoa thuan trén cac hé thong phén loai.

- Khuyén khich cic hoat dong ting cudng nhan thic vé an toan
Internet.

T cac chuong trinh, du an duoc trién khai trén day va mot $6 chuong
trinh nghién curu khac, nhiéu dyu 4n vé loc ndi dung Internet da va dang duoc
trién khai tai Cong dong chung Chau Au.

Bao céo tong két giai doan 1999-2002 dbi véi Chuong trinh “Safer

9,3

Internet”” dugc tién hanh trong giai doan 2003-2004 véi kinh phi 14,1 triéu €
nhan dinh:

- O muc do chinh sach, Dy 4n d3 thanh cong khi dua ra cac van dé phat
trién cac td chirc va cong ty an toan Internet pham vi Cong dong va timg
quéc gia.

- O muc d6 cong nghiép, Du an d3 thanh cong dua mot sé nha cung cip
dich vu Internet (ISP) va cung cp noi dung Internet (ICP) ngay cang
dap mg yéu cau an toan Internet. Tuy nhién, van con mét sd it qudc gia

thanh vién c6 mirc 46 tham gia thap.

? http:/secretariat.efta.int/EFT ASec/Web/EuropeanEconomicArea/programmes/e_Safe_plus/e_Safe
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- O mirc d6 chi dan va tu van, Du an két ndi dugc cic hoat dong thong
qua Du 4n va cac uy ban qudc gia. Pa c6 rat nhiéu hoat dong phdi hop
v6i cac co quan canh sat quéc gia va Europol va Interpol.

- Tang cuong lién két cac chuyén gia lién quan t6i hoat dong an ninh
Internet.

Tiép tuc phat trién cac két qua cia chuong trinh “Safer Internet”, vao
thang 12 nam 2004, Cong dong chung Chau Au quyét dinh tién hanh chuong
trinh “Safer Internet Plus”4, 1a ké tuc cua chuong trinh “Safer Internet” trong
giai doan 2005-2008, v6i téng kinh phi 45 triéu € dugc phan bd cho nodi dung
thuc hién thanh phan theo ty 1¢ phan bo kinh phi nhu sau:

(1)Péu tranh chdng ndi dung vi pham phép luat :25-30 %
(2) Xt tri ndi dung khong mong mudn va ndi dung doc hai : 10-17 %
(3)Nang cip mdi truong an toan : 8-12 %

(4)Nang cao nhan thuc :47-51 %.

Nhu vdy, qua ndi dung dé cép trong cic chuong trinh Safer Internet,
ching ta c6 thé thiy duoc tim quan trong ctia cong cudc lanh manh hoa viéc
str dung Internet va cic cong nghé truc tuyén méi, dic biét 1a ddi véi tré em,
nham chéng lai nhitng ndi dung khéng lanh manh ciing nhu khéng mong
mudn ctia ngudi dung tai cong déng chung Chau Au. Cac van ban phap 1y,
cac cong nghé cling nhu giai phap vé loc ndi dung ciing di dugce quan tim cha
trong ca vé nghién ctru Iy thuyét 13n cac hién thuc hoa cac két qua nghién ciru
tai cac nudc thanh vién [EC06¢].

Hai muoi bay qudc gia trong Cong dong chung Chau Au di tién hanh
khéo sat vé tinh hinh st dung Internet cta tré em, phan tich vé céac khia canh

c6 hai c6 thé tham nhap doi véi tré em.

* http:/secretariat.efta.int/EFTASec/Web/EuropeanEconomicArea/programmes/e_Safe_plus/e_Safe_plus
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Khi dién thoai di dong da tré thanh phuong tién truy nhédp Internet
thong dung thi nguoi ta phai quan tdm té1 hinh thire truy nhép nay trong hoat
dong loc ndi dung trén Internet. Theo [ECO06¢c], trong giai doan 2003-2004,
cac nghién ctru lién quan dd duge mo rong sang cac cong nghé truc tuyén
méi, bao gdm nodi dung khong dy va quang ba, trd choi truc tuyén, chuyén
file ngang hang va moi hinh thiic truyén thong thoi gian thuc nhu chat, cac

g6i tin thi hanh duoc nham myc dich ting cudng bao vé tré em.

1.3. My
1.3.1. Vé phap luat

Trong [Smi05], Marcia S. Smith da trinh bay vé mot s6 van ban phap ly
ctiia nudc My c6 ndi dung vé viéc dam bao an toan st dung Internet d6i voi tré
em gom 1996 Communications Decency Act (CDA), 1998 Child Online
Protection Act (COPA), 2000 Children’s Internet Protection Act (CIPA),
2002 “Dot Kids” Act (P.L. 107-317), 2003 “Amber Alert” Act (The 108th
Congress passed the PROTECT (Prosecutorial Remedies and Other Tools to
End the Exploitation of Children Today) Act (P.L. 108-21) and Pending
Amendments.

Trong cac vin ban duoc cong bd vé van dé loc nodi dung trén Internet
clia nudc My, nguoi ta thuong thu hep vao van dé an ninh truy nhap Internet
dbi v6i tré em. Tuy nhién, ngoai hinh thirc ndy, chinh quyén My ciing sir dung
quyén chi dong dé tién hanh cdc giai phdp kiém sodt Internet khdc, trong
nhiéu truong hop dwoc tién hanh mét cdach bi mt.

La qudc gia khoi thiy cua cong nghé Internet, van dé bao dam an toan-
an ninh trén mang Internet cia nudc My da dugce dé cap dén ngay tir nhimng
ngay dau xuét hién Internet. Pong thoi vdi cac dao luat an ninh mang trong
cac giao dich dién tu, van dé loc noi dung Internet, dac biét ddi véi viec truy

nhdp Internet cua tré em, dugc quan tam rat soém.
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Cong trinh nghién ctru cia Uy ban C6 van Cong nghé va Bo Qudc
phong [US04] cung cap mdt sé mo ta vé méi lién quan giita "ty do c4 nhan"
dén "dam bao an toan trén Internet".

Trong bao cao dugc cong bd vao thang 12-2005, Marcia S. Smith
[Smith05] d3 tong hop va phan tich cac van ban phap 1y dién hinh cua nudc
My vé van d& loc Internet dbi véi tré em bao gdm cac vian ban the 1996
Communications Decency Act (CDA), the 1998 Child Online Protection Act
(COPA), the 2000 Children’s Internet Protection Act (CIPA -
http://www.ala.org/CIPA/), the 2002 “Dot Kids” Act (P.L. 107-317) va the
2003 “Amber Alert” Act (P.L. 108-21).

Thém nita, c6 t6i 21 bang ctia nudéc My bd sung cac luat loc Internet ap
dung cho céc truong phd thong va thu vién cong cong, bao gdm ca doi hoi bat
budc phai str dung cac bo loc Internet [US07]°. Hau hét trong sd cac bang nay
don gian yéu cau cac Hoi ddng nha truong, cac thu vién cong cong can thuc
hién cac chinh sach bio v€ tré em tranh truy nhap vao cac trang web kich
duc, cac tu liéu khong mong mudn. Hai bang Texas va Utah con c6 cac dao
luat riéng ddi v6i nha cung cap dich vu Internet hodc nha cung cip may tinh
vé cac diéu khoan dam bao co ché loc Internet. Hai bang nay con yéu cau cac
truong cong lap phai khoi dong cac phan mém loc tai cac tram cudi truy nhap
thu vién hoac cac may tinh cua truong.

Viéc sur dung Internet cua tré em da dat ra cho cac bac phu huynh thém
nhiéu mdi quan tam, lo léng vé cac hiém hoa mdi, trong do co6 hién tuong tré
em sur dung “blog” dé dwa nhat ky c4 nhan trén mang’®. Vi viy, cac gia dinh
My da st dung cac phuong tién ky thuit dé dam bao an toan truy nhap

Internet cho con em minh. Theo két qua nghién ctru cia Amanda Lenhart’, s6

3 http://204.131.235.67/programs/lis/cip/filterlaws.htm
® http://www.dantri.com.vn/cong-nghe/2006/2/100239.vip
7 http://www.pewinternet.org/PPF/a/100/about_staffer.asp
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lugng gia dinh ¢ tré vi thanh nién két ndi internet truc tuyén da stir dung bd
loc Internet ngdy cang ting va dat tdi 54% vao thang 3-2005. Hién nay, hau
hét cac truong hoc va thu vién trén khip nudc My déu s dung nhiing hé
théng loc Internet theo nhiing rang budc duogc thé hién trong luat loc

(National Conference of State Legislatures®).

1.3.2. V& chinh sach lién bang va cic bang
Nhiéu san phém phﬁn mém loc ndi dung da dugc cong bd va duge st

dung tir rit sém. Du 4n The InFoPeople Project két thiic vao niam 2001
[Ayr01], cung cAp mot cai nhin tong quat vé hoat dong loc ndi dung trén
Internet tai nuéc My, dic biét d cung cip cac danh gia xac dang vé cic san
phiam phan mém loc ndi dung dién hinh nhu CyberPatrol, i-Gear, i-Prism,
N2H2, S4F, SmartFilter, Web Inspector, WebSense, X-Stop.

America Online va Earthlink, thira nhan rﬁng ho dang hd trg FBI thu
thap nhitng thong tin 6 lién quan tdi vy tan cong Lau Nam Goc va Trung tim
Thuong mai Thé gii. Tuy nhién, hai ISP nay bac bo 16i don ring ho da dong
¥ cai dit hé thong do tham Carnivore’. Nhiéu diéu khoan trong Ludt yéu nudc
(Act Patriof) ciia My cho phép nghe 1én dién thoai, diéu tra hd so c4 nhan va
doc email cua céng dan. FBI dugc quyén theo ddi ngudi dan doc gi bang cach
kiém tra liét ké cac dau sach ho muon tai thu vién...'". Gidi chuyén mon goi
nhitng may tinh bi kiém soat tir xa va phat tan thu rac 13 cac mdy tinh Zombie
(sbng do chét do). Theo du kién tir tinh trang chi mdi xudt hién tinh trang cac

may tinh Zombie don 1¢ di phat trién nhanh thanh cdc mang cac mdy tinh

8 http://www.ncsl.org/programs/lis/CIP/filterlaws.htm
? vietnamnet.vn/thegioi/2004/12/354698/
' http://www.tuoitre.com.vn/Tianyon/Index.aspx? ArticleID=22328 &ChannelID=2
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Zombie. Bang cach nay, cac spammer s& tiét kiém dugc nhi€u chi phi va an

danh tét hon'".

1.4. Trung Quéc
Vi sb dan trén mot ty nguoi va nén kinh té ting trudng véi tbe do cao

nhat thé gidi, viéc str dung Internet ctia Trung Qudc trong khoang mudi nim
gan day da ting voi toc do rat cao. Hién nay Trung Qubc duoc coi 1a mot
trong nhitg nuéc di dau trong viéc bao dam chit ché an toan-an ninh quéc
gia trén Internet. Két qua nghién ciru cia ONI [ONIO7, ONIChina] va céc
nghién ciru bd sung ctia nhom dé tai vé ndi dung nay d khang dinh nhan dinh

trén day.

1.4.1. Nghién ciru cia ONI
Nhu di trinh bay & phan trén, ONI dénh gia hé thong loc ndi dung trén

Internet tai Trung Qudc vao loai chit ch& nhét trong cac qudc gia dugc ONI
xem x¢&t [ONIO7, ONIChina]. M0t mat, cac nghién ctru cua ONI vé chinh sach
loc nd1 dung trén Internet tai Trung Quéc can ctr vao ndi dung céac chinh sach
chinh théng do Chinh phu Trung Qudc cong bd, va mit khac, lai dua trén
quan diém riéng ctia mot s6 ca nhan'? hodc T6 chirc vé nhan quyén' vé van
dé nay. Chinh vi 1y do d6, mét s6 luan diém ctia ONI vé chinh sach caa Chinh
pht Trung Qudc khong phai ludn ludn cé tinh khach quan.

Theo céc nghién ciru ndi trén, chinh quyén quan tim téi mot pham vi

rong cac van dé nhay cam va gay tranh cai (bé rong).

1.4.2. Cac nghién ctru khac
V&i muc dich dam bao an toan — an ninh cho moi ludng thong tin cong

cong tai nudc nay, Chinh pha Trung Qudc di thanh 1ap to chirc da lién nganh

"Spam, van la van dé "nhitc dau” trong nam 2006.
http://www.tuoitre.com.vn/Tianyon/Index.aspx?ArticleID=120670&ChannellD=16, Thi Sau,
27/01/2006, 21:58 (GMT+7)

2 He Qinglian, Media Control in China, http://www .hrichina.org/public/contents/8991 (Nov. 4, 2004).
" Human Rights Watch, World Report 2005: China, January
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co tén goi General Administration of Press and Publication (GAPP) chiu trach
nhiém theo nhiéu chtc ning lién quan. V& mit phap 1y, ngay tir nim 1994,
Chinh phii Trung Qudc da cho phép Bo An ninh cong cong (the Minister of
Public Security) c¢é trach nhiém toan dién dbi véi viéc giam sat Internet.
Trong thuc té, Trung Qudc di thi hanh viéc diéu khién truy nhap dbi véi cac
ISP, ICP, nguoi dang ky Internet va ngudi su dung cafe-internet.

Trung Qudc di dat dugc thanh cong trong viéc thi hanh ndi dung cac
van ban phap 1y néi trén [ONIChina]. Hién nay, hé thdng quan 1y loc Internet
& nude ndy duoc coi 1a phurc tap nhat thé gidi, dugc phan bd thanh nhiéu cip
tinh vi va hiéu qua [ONIChina, China02]. Hé théng nay kiém duyét noi dung
duoc truyén tai qua Internet d6i voi hau hét phuong thirc khac nhau, bao gom
trang Web, Web blog, cac dién dan thao luan truc tuyén (online forum), thu
dién tir, v.v., v6i rat nhiéu nhimg k¥ thuat va quy tic luat loc ndi dung khac
nhau.

Cac giai phap loc noi dung ddi v6i cac may tim kiém rat duoc quan tAm
& Trung Qudc. Hau hét cac may tim kiém thong tin déu duoc kiém duyét noi
dung két qua tim kiém trudc khi tra vé cho ngudi dung tai Trung Qudc. Doi

voi cac may tim kiém cua Trung Quoc (chang han nhu www.baidu.com hay

www.yisou.com ), [ONIChina] cho chung ta thdy ngay tai cac may tim kiém

nay, viéc loc ndi dung da duoc cai dat thong qua tir khoa va thuong bo di mét
phan danh sach két qua tim kiém. Hon thé nia, cac két qua tim kiém cia cac
may tim kiém con dugc kiém duyét mot 1an nita tai cac cong Internet quoc gia
va tai day, cac két qua tim kiém c6 thé bi cat bo di thém mat 1an nira. Nhiing
nghién ctu cua ONI cho théy viéc loc ndi dung chua dugc tién hanh & qua
trinh thu thap thong tin (crawler) — cac thong tin nhdy cam van dugc thu thap
va danh chi muc. Ngoai ra, khi mot yéu cau tim kiém bi cAm, cac may tim

kiém nay s€ két thuc két noi véi nguodi yéu cau thong qua viée gui mot goi tin
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TCP RST (connection reset) va theo sau 1a mot TCP ZeroWindow size'*. Két
qua 1a ngudi dung s& khong thé giri thém mot yéu ciu nao nita dén cac may
tim kiém d6 trong mot khoang thoi gian nhét dinh.

Péi véi céc may tim kiém dat ngoai Trung Quéc, vi du nhu

www.google.com, thi cac két qua tim kiém ctia nguoi dung tai Trung Quoc

déu qua bd loc ndi dung tai cong Internet qudc gia va duoc cit bo di nhiing
muc nhay cam va khong lanh manh. Hon thé nita, cac dit liéu dugc cache tai
may tim kiém ciia google déu bi cAm khong cho phép truy cép tai nudc nay
(thong qua viée kiém soat yéu cau HTTP GET véi xau « search?q=cache »).

Nhu vy ta c6 thé thdy ring cac nhan xét va danh gia vé chinh sach, ky thuat,
nglt canh phép luat cling nhu phuong phap luan loc ndi dung trén Internet tai
Trung Qudc [China02, ONIChina] 1a rit c6 gia tri trong viéc lya chon phuong
an xay dung hé théng loc ndi dung trén Internet tai Viét Nam. Hon nira, du
rang van dé an toan — an ninh trén mang thuong mang yéu t6 bi mat quoc gia,
song néu thiét dit duoc quan hé voi cac co sd dao tao, nghién ctru cua Trung
Qudc, t6 chirc cac hoi thao khoa hoc vé ndi dung nay thi chung ta c6 thé tiép

thu duoc kinh nghiém tir Trung Qudc.

1.5. Mét sé nwéc khdc
1.5.1. Mt s6 nwée phat trién

Thang 7/1999, théong qua hoat dong cua CSIRO (Commonwealth
Scientific and Industrial Research Organisation), Chinh phti Uc da théng qua
diéu 18 dich vu quang ba (Broadcasting Services Act) cho phép kiém soat noi
dung thong tin truyén tai trén Internet. Vi lut ndy, tir 01/01/2000, ngudi dan
co thé khiéu nai vé ndi dung truc tuyén trén Internet cua mot td chuc, ca
nhan,... tai co quan ABA - Australian Broadcasting Authority. Vao thang 9-

2001, cac két qua khao sat danh gia vé mot s san phém loc Internet hoat

'* Tham khao thém tai trang http://www.ncsa.uiuc.edu/People/vwelch/net_perf/tcp_windows.html
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dong tai Uc da dugc tong hop trong [48GRTO1]. Céc tiéu chi dién hinh nhat
dé danh gia san pham loc Internet da duoc trinh bay trong cong trinh nghién
clru nay.
1.5.2. Mot s6 nwée dang phat trién

Céc nghién ctru cua The OpenNet Initiative vé€ loc Internet tai cdc nude
Singapore, Tunisia, A rap Saudi va Iran dugc trinh bay trong céac tai liéu
[ONIO5Sin, ONI04, ONIO5, ONIO5a, ONIO5Sb]. Cac nghién ctru nay cho théy
viéc trién khai van dé loc ndi dung trén Internet cua cac nudc la da dang nham
muc dich pht hop voi an toan — an ninh qudc gia.

Vao thang 3/2008, Nha nudc Indonesia ban hanh diéu luat vé viéc "bdt
cir ai bi két tdi truyén ba trai phép van héa pham doi truy, tung tin that thiét,
hodc phat tan cdc théng diép gdy chia ré sdc tdc, tén gido trén mang Internet

sé phai doi mdt véi an tii 6 nam, va khodn tién phat 100.000USD"".

1.6. Quan ly Nha nwéc Viét Nam vé loc néi dung trén Internet
1.6.1. Chinh sach Nha nudc

Nha truong ta chu truong khuyén khich moi t6 chirc, cd nhan khai thac
t6t nhat cac loi ich tiém tang tir Internet vao viéc hinh thanh cac thanh phan
trong nén kinh té tri thirc, dong gop vao cong cude hién dai héa dit nude. Nha
nudc rat quan tdm phat trién cong nghiép ndi dung sd, ma ndi dung sé trén
Internet dugc coi nhu mot thanh phan quan trong cta nganh cong nghiép nay.
Chuong trinh phat trién cong nghiép ndi dung sé Viét Nam dén nam 2010,
dugc phé duyét theo Quyét dinh sb 56/2007/QD-TTg ngiy 03 thang 5 nim
2007 ctia Thi tuéng Chinh phu, dit ra muyc tiéu tong quat 13 "phdt trién céng
nghiép néi dung sé thanh mét nganh kinh té trong diém, déng gép ngdy cang

nhiéu cho GDP, tao diéu kién thudn loi cho cdc tcfng [6p nhdn dan tié'p can

'3 http://www.vnmedia.vn/newsdetail.asp?NewsId=123867&Catld=34
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cdc san pham néi dung théng tin sé, thiic day manh mé sw hinh thanh va phdt
trién xd hoi théng tin va kinh té tri thirc" [VN56-07].
Van dé an toan — an ninh Internet, bao gém ca van dé loc noi dung,

nhan duoc sy quan tAm dic biét. Nghi dinh sé 55/2001/ND-CP ngiy 23-8-

2001 cua Chinh pht vé Qudn 1y, cung cdp va sir dung dich vu Internet da dé
cap vé van dé nay (Khoan 2 Diéu 2; Piéu 6; Khoan 3 Piéu 11; Khoan 3 Diéu
18; Khoan 8 Piéu 28; Diéu 33; Diéu 35; Muc 2e, Muc 5e, Muc 5¢g biéu 41 va
Diéu 45). Nhitng ndi dung hoat dong quan 1y Nha nudc vé Internet (Piéu 11,
cac khoan 7-8-9 Nghi dinh 55 [VN55-01]...)...

Nha nudce ta nghiém cAm "Loi dung Internet dae cho”'ng lai nha nuoc
Cong hoa xa hoi chu nghia Viét Nam; gay réi logn an ninh, trdt tu; vi pham
dao dirc, thuan phong, my tuc va cdc vi pham phdp ludt khac" (Diéu 11,
khoan 3, Nghi dinh 55 [VN55-01])

Mot s6 noi dung chi tiét hon duoc thé hién trong Quy dinh vé bién phdp
va trang thiét bi kiém tra, kiém sodt dam bdo an ninh quéc gia trong hoat
dong Internet ¢ Viét Nam cua BO NoO1 vu dugc ban hanh kém theo Quyét dinh
s6 848/1997/QD-BNV(A11) ngay 23.10.1997 (Muc 2 Khoan 3 Diéu 5, Khoan
3 Piéu 6). Quy dinh vé Dam bdo an todn, an ninh trong hoat déng quan Iy,
cung cdp, sir dung Internet tai Viét Nam duoc ban hanh kém theo Quyét dinh
s6 71/2004/QD-BCA (Al11) ngay 29 thang 1 nim 2004 ctua Bo truong Bo
Cong an quy dinh toan dién va chi tiét vé cac ndi dung dam bao an toan — an

ninh trén Internet cua Nha nudc ta.

1.6.2. Nghién ciru ciia ONI
Nhu d3 duogc gidi thiéu, ONI [ONIO7] d3 cung cip khai quat vé hién

trang loc ndi dung trén Internet cua mot s6 nudc trén thé gidi, trong do co
Viét Nam. Két qua nghién ctru nay mot cach xem xét vé hién trang loc nodi

dung ctia nude ta khi déi sanh véi cac nudc khac trén thé gidi (Hinh 4). Hé
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théng loc noi dung Internet cua Viét Nam thudc vao loai yéu, moi duoc thuc
hién tai mot so ISP, ¢é do nhdt qudn thap, khéng trong sudt, chwa quan tam
diing mike ti cdc ndi dung xd héi, chwa ré rang vé viéc ngan chdn cdc trang
web xung ddt va an ninh... Diéu dé cho thdy viéc nghién ciu dé ra cdc gidi
phdp nédng cdp hé thong loc néi dung & mirc quéc gia la can thiét.

Mot sb vi du kiém ching vé muc do yéu loc ndi dung xa hoi da duoc
trinh bay, bao gdm mot thuc té 1a ¢c6 hon 90 % ngudi dung Internet tré (90%)
da truy nhap céc trang web tinh duc xau. Két qua nghién ctru nay ciing phu
hop v6i mot thdng ké cua Google cho thay Viét Nam 1a mot trong 10 nudc
tim kiém cac thong tin lién quan téi tinh duc “sex” nhiéu nhat trén thé gidi (s6
cau lénh tim kiém chira "sex" xuét phat tir cac dia chi IP Viét Nam 1a nhiéu
nhét)m. Ngoai ra, ndi dung cua mot s6 tin trong chuyén muc xa hoi hodc phap
luat véi ndi dung tinh duc trén mot sb bao dién t&r c6 sy nhap nhéng vO1 noi
dung tinh duc.

T thuc té hé théng loc ndi dung moi chi trién khai & mtrc do nha cung
cép dich vu Internet cho nén, nghién ctru cia ONI mé1 quan tam xem xét van
dé nay ddi voi hai nha cung cép dich vu Internet 13 FPT va VNPT. Theo danh
gia cua ONI, hoat dong loc ndi dung cua FPT c6 mot s6 diém tién bo hon so
v6i VNPT. Pong thoi voi nhan xét danh gia hé théng loc ndi dung trén
Internet ctia nudc ta ¢ trinh do thap, chwa dap ung cac yéu cau ctia Nha nudc
song ONI ciing nhan dinh réng ky thuat, chiéu siu va tinh hiéu qua cua cac hé
thdng loc nay ngay cang duoc nang cao theo thoi gian.

Vé thw dién tir, theo théng ké ctua hang bao mat Symantec, nam 2008,
c6 khoang 349.6 ty thu rac duoc gui di trén khip thé gidi, chiém dén 94%
téng luong email duoc giri di va 90% trong sé d6 1a xuat phat tir nhing chiéc

may tinh bi hacker chiém mat quyén quan tri va bi kiém soat, di€u khién tir xa

' http://www tienphongonline.com.vn/Tianyon/Index.aspx? ArticlelD=99729&ChannellD=46. “10 nudc tim 'sex' trén Google
nhiéu nhat the giéi”
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dé guri thu rac. Thé gidi c6 khoang 9.4 triéu chiéc may tinh dang nay va gan
nhu toan b chil nhan ciia nhiing chiéc may tinh 4y khong hé biét rang ho da
bi mat quyén quan tri. Theo mdt bao cdo khac cia Google cho biét s luong
trung binh thu rac trong quy hai nam 2009 cao hon quy mot 53%.

Cudc chién chdng lai nan thu rac nhiéu khi khién cac cong ty Internet
“khén khd”. Co rét it cong ty c6 thé dinh lwong duge ho d3 ton bao nhiéu tién
cho cudc chién nay. Thuong thi mot ISP 16n phai tuyén dung tir 5-10 nhan
vién chuyén trach viéc theo ddi spam. Thém vao d6 13 cac co s& vat chat nhu
may chu, bd dinh tuyén, bo loc thu rac, phﬁn mém ngan chan tAn cong web,
thanh 1ap cac trung tdm tro giup khach hang va nhiéu loai thiét bi khac dé co
thé “tai” ndi lugng thu rac ngay cang khong 16.

Tai Hoi thao chéng thu ric qua hé thdng email ngay 19/03/2009,
VNCERT (Trung tim Ung ctru khan cip may tinh Viét Nam) trinh bay khao
sat mGi day nhat, 1ay y kién ctia hon 250 ngudi thuong xuyén s dung thu
dién tir. V&i 10 cau hoi khao sat vé thu rac bao gdm cac ndi dung: Thong ké
tinh hinh s dung email, ty 1€ thu rac va ty 1€ thu rdc c6 ndi1 dung tiéng Viét;
Hanh vi, cam nhdn ctia nguoi dung dbi véi thu rac; Cac bién phap ngin ngira
thu rac; Mong muén vé dinh hudéng bao vé ngudi dung cudi cua Nghi dinh vé
thu rac. Két qua cudc khao sat cho thay trong s6 250 ngudi thi 53% nhan dudi
15 email rac/ngay, 43% nhan trén 30 email/ngdy. Thu rac tiéng Viét hién
dang chiém khoang 20-50% luong thu rac & Viét Nam. C6 dén 90% sb lugng
ngudi diung email rat kho chiu dbi vé6i thu rac. Trong phan kién nghi c6 63%
ngudi ding mudn c6 quy dinh quan 1y thu rac; 64,7% ngudi dung thdy can co
don vi chuyén trach; 56% théy can nang cao nhan thirc cong déng vé thu dién
tu.

Hién nay, c6 nhiéu thach thirc d6i vé6i viéc chong thu rac. Viée giri thu
rac ¢6 thé thuc hién d& dang, nac danh va rat kho khéng ché hoan toan béng

ky thuat. Bén canh do, kién thirc nguoi dung cudi con thap, lai chwa c6 cac bd
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phan tiép nhan bao cdo va xur 1y thu réc. Vé mit luét phap van thiéu ché tai
hoic ché tai qua nhe d6i voi cac ddi twong vi pham. Trong khi do, cac to chirc
cung cép dich vu email chua dam bao ha tﬁng kiém soat SPAM hiéu qua;
Nguoi dung, nha cung cip dich vu email thd o véi SPAM; S6 dia chi IP b liét
vao Blacklist gia ting; Chua c6 t6 chitc chong SPAM chuyén nghiép

1.6.3. Tinh hinh phat trién Internet va vin dé web doc hai
Viéc phat trién manh Internet & Viét Nam sau khi Nghi dinh

55/2001/ND-CP ra do1 da khéng dinh 10 trinh phé cap va xa hoi hoa Internet
cua nha nudc da di dung huong. Nho nhitng chinh sach quan 1y hop 1y va phu
hop v&i xu thé phat trién v6i quan diém rat méi “quan 1y phai theo kip yéu
cau cua su phat trién”, Internet Viét Nam da phat trién véi toc do chong mat,
gia cudce Internet lién tuc duoc giam xudng, sd lugng ngudi sir dung Internet
gia tdng ngay cang nhanh.

Theo sb liéu thong ké cia Trung tdm Thong tin mang Internet Viét
Nam (VNNIC), tinh dén hét thang 04/2008, s6 luong thué bao Internet Viét
Nam d3 dat con sb 5,6 triéu thué bao, khoang 19,5 tri¢u nguoi st dung
Internet, dat mat d§ 23,12%. Mat do nguoi dung Internet tai Viét Nam da
vuot mat do trung binh ctia khu vyuc chau A 13 10,33%, va vuot trén ca mat
d6 trung binh cua thé gidi 13 16,02%. Tuy nhién song hanh véi su phat trién
ctia Internet 1a nhiing van dé tiéu cuc: cac hoat dong pham phap trén Internet
c6 anh huong x4u dén an ninh trat ty, an ninh qudc gia, vi pham luat phap va
van héa Viét nam ngady cang gia tang.

Do d6, dé kiém soat tot hon nita tinh trang nay, can phai két hop cac
giai phap k¥ thuat, hanh chinh, gido duc y thuec... Trong d6, giai phap k¥ thuat
duogc coi 1a giai phap trudc nhét. Cac ISP 1a cac don vi c6 trach nhiém & day.
Nhiém vu cua ISP chi yéu la giai phap k¥ thuat. Nhiéu y kién cho rang can

phat trién manh hon nita cac hé thong ngin chin web den ¢ ngay cong
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Internet qudc gia, yéu cau cac nha cung cap dich vu dudng truyén (IXP) va
cung cap dich vu Internet (ISP) thiét 1ap hé théng tuong lira hiru hiéu. Tuy
nhién, giai phap nay van khong du dé phong toa nhitng web den, von cuc ky
linh dong (thuong xuyén doi dia chi tén mién va dia chi IP..., vuot qua tuong
Itra). Mt khac, viéc chin tir cong qudc gia - noi tap trung luu luong thong tin
khong 16 qua lai - gdy anh huong dén tdc do cua hé théng, doi hoi phai dau tu

nang cap trang thiét bi.

1.6.4. Tinh hinh tai cac diém truy cip Internet cong cong
Céc dai 1y Internet cong cong dd dong gbp mot vai trd rat quan trong

trong viéc gdp phan phd cdp Internet rong rai toi cong doéng xd hoi. Tuy
nhién, bén canh vai tro 16n va yéu td tich cuc néu trén, hoat dong cua cac dai
1y Internet di boc 10 mot sé mit tiéu cuc nhu lién quan dén toi pham mang, dé
xdy ra tinh trang an cép mat khau, tai khoan truy nhap, st dung Internet dé
tién hanh cac hoat dong t01 pham nhu budén ban ma tiy, mai dam, cac hanh vi
vi pham trat ty x4 hoi. Chang han nhu tai thanh ph Pa Ning, qua thanh kiém
tra, cac co quan chirc ning di nhan thay phan 16n cac dai Iy Internet tai day
déu co sai pham (muc do sai pham va hanh vi sai pham c6 khac nhau). Hoac
tai Ha Noi, thanh tra S& Vin hoa thong tin (VHTT) d4 tién hanh cac dot thanh
kiém tra cac dai Iy Internet. Két qua cho thdy, nhitng vi pham chu yéu cua cac
dai 1y Internet 1a dé khach hang truy nhap vao nhiing noi dung ddi truy trén
mang. Nhirng hanh vi vi pham nay da va dang gay anh hudng nghiém trong
dén tang 16p thanh thiéu nién, dic biét 1a tré vi thanh nién, khién du luin hét
strc bure xtc. Trong thoi gian vira qua, cong tac quan 1y Internet ctia Viét Nam
dd dat dugc nhiéu két qua dang ghi nhan, nhung do su phat trién qua nhanh
cua Internet nén ning luc quan 1y cua cac co quan hién van chua theo kip yéu

cau.
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1.6.5. Hoat ddng ciia co’ quan quan Iy nha nuéc vé van dé chong truy cap
web doc hai
Céc co quan chitc ning rat quan tdm dén tinh hinh quan 1y ndi dung

truy cap Internet, lién tuc ¢ nhiing qui dinh vé quan 1y truy cap Internet. Cu
thé héa su quan tdm dé 1a Théng tu 02 (02/2005/TTLT-BCVT-VHTT-CA-
KHDT), c6 qui dinh "Quyén va nghia vu ctia dai 1y Internet": cac dai 1y can
cai dit chuong trinh phdn mém quan 1y dong thoi thuc hién cac giai phap ky
thuat dam bao ngan chin ngudi st dung truy cap dén cac trang web cd noi
dung xau trén Internet. Pai 1y Internet chi duoc cung cap ndi dung thong tin
vé ngudi str dung cho cac co quan Nha nude ¢6 tham quyén.

Thong tu lién tich s6 02/2005/TTLT-BCVT-VHTT-CA-KHDT vé quan
ly dai 1y Internet ra doi tao diéu kién thuc day phat trién dai 1y Internet theo
ding quy dinh cta phap luat, huéng dan ting cudng quan 1y viéc phat hanh,
khai théac, str dung thong tin qua Internet va cac hoat dong khac theo quy dinh
cua phép luat, ngoai ra gitp ngin ngura hoat dong vi pham phép luat thong
qua vi¢c st dung dich vu Internet tai cac dai ly Internet cong cong. Nhiém vu
dit ra & day cho cac co quan quan 1y 1a dam bao su phat trién, phat huy t6i da
hi€u qua cta Internet, mang tri thirc nhan loai phu vu cho su nghi¢p cong
nghiép hoa, hién dai héa dat nudc, dong thoi han ché thap nhét nhig anh
hudng tiéu cuc cia Internet. Van ban nay khi di vao cudc sdng s& co tinh hiéu
luc va hiéu qua quan 1y dai 1y Internet rat cao. Tuy nhién véi sy phét trién ciia
Internet Viét Nam viéc giam sat hoat dong cta cac dai 1y Internet néu khong

c¢6 cong cu k¥ thuat hiéu qua thi rat kho khan.

1.6.6. Van deé loc chin tai cac ISP
Hién tai do toc do phat trién nhanh cua Internet véi nhiéu két ndi bang

rong, nhu cau duong truyén qudc té gia ting, hé thong Firewall Gateway cua
cac ISP khong dap tmg dugc va thuong xuyén bi qua tai dan téi bé qua viéc

loc chin nhiéu trang web ddc hai. Van dé xu 1y hién tugng web ‘den’ bi Iot
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ludi 1a yéu cau birc xtic va 1a mbi quan tAm cia toan xa hoi va mot phan ciing
1a trach nhiém ctia nha cung cap dich vu Internet.

Trén thi truong ciing c6 nhiéu san phim hd tro ngudi dung cho muc
dich ngan chan truy cap Internet doc hai. Mt s6 san phém la cua nudc ngoai,
mot s6 13 trong nude déu c6 nhuoc diém 1a: hoic 13 gia ca qua cao va khong
phu hop véi dac thu Viét Nam, hoac chuc nang loc chan khong hoan thién,
hodc khong c6 mot chién lugc phat trién, hd tro va duy tri, cdp nhat thudong
xuyén dn t6i nhiéu bat tién cho nguoi dung.

Cung vo6i su phat trién Internet Viét Nam, nhu cau phai c6 mdt gidi
phap phan mém hd trg cho cic vi phu huynh bao vé con em minh khoi céc
thong tin doc hai, giup cho cac diém Internet cong cong cAm cac truy cap vao
trang web xau, ... 1a rat buc thiét. Ngay ca khi firewall gateway duoc nang
cip v6i ning lyc manh hon hién nay, giai phap nay ciing rat can thiét no co
thé giap ho tro loc chin cac trang web x4u con lai ma firewall gateway bod sot
hodc chua cap nhat kip thoi.

Hé thong phan mém ngin chin ngudi dung truy cap thong tin doc hai
v6i giai phap quy mo, duoc dau tu, xay dung va duy tri, cip nhat mot cach
lién tuc s& c6 hiéu qua ap dung vao thuc té rat 16n. Gop phan giai quyét birc
xtic ctia xa hdi vé van nan web den, thé hién trach nhiém cta nha cung cép
dich vu Internet ddi v6i ngudi dung, ning cao uy tin va thuong hiéu Internet

Viét Nam.
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CHUONG I

CO SO LY THUYET VA CAC GIAI THUAT LOC NOI DUNG
2.1. KHAI NIEM CO’ BAN
2.1.1. Mt s6 khai niém vé loc thong tin trén Internet

Loc noi dung Internet 1a mot thuat nglr dugc dung dé chi cac ky thuat
kiém soat thong tin trén Internet thong qua viéc phan tich ndi dung thong tin
yéu cau dé cho hoic khong cho nguoi sir dung Internet nhan dugc két qua tra
vé tir Internet hodc giri thong tin 1én mang Internet. Tty theo yéu cdu va ngi
canh, ngudi ta c¢6 thé st dung két hop mot hodc nhiéu cdch tiép cdn sau day:

- Loc cu thé (inclusion filtering): nguodi dung chi duge phép truy cap
nhirng thong tin d3 duoc cho phép, ndm trong mot danh sach duge hiéu
theo nghia “danh sdch tring”, thong thuong 1a mot danh sach cac dia
chi web dugc phép truy nhap. Nhiing thong tin nim ngoai danh sich
nay déu khong dugc phép truy cap.

Do tinh toan ciu cua Internet, rat kho c6 thé c6 mot tap diéu kién dugc
chap nhan rong rai. Hau hét néu khong mudn noi rang tat ca cac nén
van hoéa déu dong thuan rang nhitng ndéi dung nhu lam dung tinh duc tré
em nén bi cAm vé6i khong chi tré vi thanh nién ma ca ngudi 1on. Tuy
nhién céc nén vin hoéa khic nhau c6 nhimng cich nhin nhan khac nhau.
Mot vai nha cung cap con cho phép nguoi dung tuy bién danh sach
trang cua ho.

Diém han ché nhét cta loc bao gom 13 ta can c¢6 mot danh sach dai cac
trang web do sb luong thong tin trén Internet. Tai thoi diém thang 3
nam 1999, sé luong trang Web c6 thé danh chi sd da 1én téi 800 ti
trang, nén vao khoang 15 terabytes thong tin hay khoang 6 terabytes
sau khi d4 loai bo cac thé HTML, céc 101 binh luan hodc khoéang tring.

Vi s6 luong trang tot bao gid ciing nhiéu hon cac trang x4u, vi thé danh
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sach bao gom s& 16n hon danh sach loai trir dwoc xem xét trong phan
sau.

Yaholigans 13 mot trong s nhitng “danh sach bao gdm” dién hinh da
dugc cong bd véi 3000 dia chi web — mot phﬁn rit nho cua Internet
“thuc”

Loc loai trir (exclusion filtering): nguoi dung s& bi chin ludng thong
tin ndm trong mdt danh sach, goi 1a “danh sdach den”, thong thuong la
mot danh sach cac dia chi web khong dugc phép truy nhap. Tt ca
nhirng thong tin khong lién quan dén danh sach nay déu duoc phép truy
cap.

Vén dé chinh véi loc loai trir 13 né phu thudc vao céc danh sach den —
cac danh sach nay can c6 do phi rong va cap nhat thuong xuyén. Mot
vai danh sich den nhu danh sach Bess cia N2H2 c¢6 dd phu 16n véi
130000 trang trén 40000 méay chu. Hau hét nhitng nha cung cap hd tro
cac san phém loc loai trur trén co s& nhiing nd luc t6i da cho mot do bao
pht rong.

Loc dwa theo phan tich ndi dung: han ché va ngin chin ngudi dung
nhirng thong tin chira nhitg ndi dung cdm theo nhimng tiéu chuin da
duoc dé ra.

Chiing ta c6 thé nhan thay rang hai cach tiép can dau cho kha ning thi

hanh don gian néu cho trudec mot danh sach tréng hoac mot danh sach den.

Tuy nhién, trong thyc té thi kho khin gip phai chinh 1a bai todn xac dinh

chinh xdc ciac danh sach nhu vady va luon dua dén mot két qua hodc 1a loc

khong day du (xudt hién lién tuc cac trang web “den” mdi trén Internet) hodc

han ché mién truy cap thong tin Internet (danh sach “tring”qua han ché,

khong twong thich véi su ting truong khong nging cua Internet). Cach tiép

can loc théng qua phén tich ndi dung duoc tién hanh nho cac ky thuat “hiéu”

ndi dung cua thong tin trén web dé ngan chdn céc thong tin c6 ndi dung xau.
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Cong viéc “hiéu” va danh gia théng tin duoc tai vé cho phép viée loc Internet
c6 tinh cong phu va hoan hao hon nhung lai doi hoi khdi luong tinh toan 16n
dé xem xét timg nodi dung duogc tai vé hodc guri di. Tuy nhién, do tinh chat
cong phu cia cach tiép can loc ndi dung va sy ting truong khong ngimg vé
ning luc tinh todn ma cach tiép can loc théng qua phén tich ndi dung ngay

cang duoc phat trién manh.

2.1.2. Phan loai quy mo lgc thong tin
Viéc trién khai cac hé théng loc thong tin phuy thudc rat nhiéu vao ngir

canh va vi tri tién hanh. Tuy thudc theo nhitng yéu cau cu thé ma muic do loc
thong tin cling nhu quy mo cta né cé thé duge cai dat khac nhau. Chung ta c6
thé chia 1am ba mic loc théng tin chinh sau:

- Mikc cuc bé: mirc nay dugc thé hién théng qua cic phan mém cai dat
trong cdc may tinh c4 nhan v41 mot muc dich st dung trong mot pham
vi nho nhu gia dinh, cong ty c6 quy mo nho v.v. (bd loc mirc nay dugc
goi la client-based filter).

- Mikc t6 chirc: mic ndy can dén nhing giai phap loc ndi dung cho mot
mang cO vua, vi du nhu mdt mang intranet trong mot co quan, mdt
truong hoc, mot cong ty c¢d 16n, v.v. (b loc mic nay dugc goi la
server-based filter).

- Mikc quéc gia: yéu ciu & mirc nay doi héi rat nhiéu yéu t6 khac nhau vé
cong nghé va ky thuat dé dat duoc kha ning loc ndi dung & mang
xuong song (backbone) cua viée truy cp Internet ciia ca mot qudc gia.

Tuy theo tirng murc loc thong tin néu trén, viéc loc thong tin sé dugc thuc hién

tai nhirng diém sau:

2.1.2.1. Loc tai may tinh ciia nguwoi dung cudi
Ngudi ding cudi cé thé duge hd trg boi cac phin mém trén may tinh

riéng cua ho, phan mém nay s€ kiém tra nhitng yéu cau cua nguoi dung theo
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mot danh siach chdn hay danh sach tréng duoc cho trude. Yéu cau cua nguoi
dung hodc s€ dugc cho phép hoac s€ bi chan. Qua trinh nay dugc md ta nhu
trong Hinh 2.1. Nguoi dung cé trach nhiém cdp nhat danh sach dinh ki tir nha

cung cap phan mém.

o | = o
NS | DIALUPLNE 7
! | »

| '~ or CABLE MODEM E ' QTERNET

: , _

| : ISP

HOME or SCHOOL

Hinh 2. 1. Loc thong tin tai may tinh cua nguoi dung
2.1.2.2. Loc thong tin tai ISP
Véi loai loc thong tin nay, yéu cau cia nguoi dung dugc kiém tra boi
ISP, bang cach so sanh nd voi mot danh sach chin, nhu duoc mé hinh trong

Hinh 2.2.

]

. i ] i .//-- -'ﬂ
00 DIALUPLINE | o4 !

+ > -« | INTERNET)
or CABLE MODEM | L !

o : : -/

HOME or | ISP ;
SCHOOL e e e X

Hinh 2. 2. Loc thong tin tai ISP

Cong ty xdy dung phan mém loc cung cip danh sach loc cho ISPs
nhung d6i khi nhitng danh sach loc nay c6 thé dugc cung cip boi bén thir ba
(Hinh 2.3). Dt v6i md hinh cung cip nao thi danh sach loc d6 ciing phai duoc

cap nhat thudng xuyén — 1y tuong nhét 1a cap nhat hang ngay — dé phat hién
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sy xuat hi¢n cua cac trang mdi hoac trang mdi1 duge doi tén. Cac danh sach
loc ctia bén ba 1a tai san qui gia va can dugc bao v¢, vi thé chung thuong dugc

ma hoa

z

| |
| ~ | I
L | =N | :
— «—ElY | «— | NTERNET )+— H
i ! !
' |
| !

BLOCK LIST

HOME or L ISP
SCHOOL T , MANAGER
................. |
L FILTERUSTUPDATES |

Hinh 2. 3. Danh sach loc cua ISP dvwoc cdp nhdt thuong xuyén boi bén thir ba

2.1.2.3. Loc thong tin tai bén thir ba
Trong luge d6 nay, thong qua ISP, yéu ciu cua ngudi dung duoc

chuyén truc tiép dén mét bén thir ba xac dinh, & do yéu cau duoc kiém tra
theo mot danh sach loc. Bé c6 thé dat duoc hiéu qua trong luge d6 nay, trinh
duyét cua ngudi dung cudi phai duoc cdu hinh dé tro toi trang web cua bén
thir ba v6i bat ctr yéu cau nao — khong thé truy cap vao Internet ma khong

thong qua trang cua bén thir ba. Luoc d6 nay dugc mé ta trong Hinh 2.4.

B
r

) — -9

CONTENT
. MANAGER

e

L)
.
e —
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HOME or
SCHOOL

Hinh 2. 4. Loc thong tin tai bén thu ba
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Uu diém cia luge d6 nay 13 ta ¢6 thé c6 nhiéu tiuy chon vé phuong
phap Loc thong tin bao gém ca phuwong phap loc loai trir, loc bao gom hay
gi61 han truy cép dén mot sb noi dung xéc dinh.

Ciing Loc thong tin do bén thit ba nhung ta c6 thé sir dung mot luoc dd
khac twong tu (nhu duoc mé ta trong Hinh 2.5), trong d6 ¢6 yéu cau phai tai
phan mém vé may ngudi ding. Phin mém dugc tai vé (c6 thé bao gdm mot
trinh duyét thay thé) s& thao tic voi danh sach loc trén webserver cta trinh
quan 1y ndi dung. Trong truong hop ndy, bén thir ba sé& giit diéu khién hoan

toan nhiing truy cap cua nguoi dung.

) Eﬁ N ™
' r—_- { |\
-— E - i} INTERMNET j'
. o
ISP -

HOME or CONTENT
SCHOOL .. MANAGER
‘ " - } -------

Hinh 2. 5. Loc théng tin tai bén thir ba, giao tdc véi phan mém ciia ngueoi

dung

2.1.3. Cong cu loc ngi dung

Cong cu str dung dé loc ndi dung bao gdm ca phan cting 1an phan mém,
trong d6 nong cdt 1a cac ung dung phan mém. Lori Bowen Ayre [2.1] va
©2005 TopTenREVIEWS, Inc.'” da cung cdp danh sach cac san phadm phan
mém loc Internet thong dung nhéat. Déng thoi, viée thiét dit co ché an ninh
mang, & murc cao hon 1a co ché loc ndi dung Internet, ciing da duoc tién hanh
trén cac thiét bi phan cimg, c6 thé ké dén cac thiét bi Draytek Vigor2900,
Planet VRT-311, mét s6 san pham CISCO...

17 http://internet-filter-review.toptenreviews.com/
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2.1.4. Cac ky thuat lgc thong tin trén Internet
2.1.4.1. Loc dua trén tir khoa

K¥ thuat loc thong tin theo tir khéa dugc xem nhu mot phuong phap
don gian va twong ddi hiéu qua trong viéc phat trién cac hé thong loc. Véi
phuong phéap nay, hé théng loc sé& sir dung danh sach den, trang, hoat két hop
ca hai dé thuc hién viéc loc. Tur nhiing danh sach do6, ndéi dung thong tin s€
dugc quét dé tim nhimng tir da liét ké trong danh sach den/trang ngay khi no
dang duoc tai vé may ngudi dung. Néu cé tir khoa trong danh sach den, noi
dung thong tin d6 s& bj hé thong ngin chin, khong tra vé cho ngudi dung.
Trong trudong hop st dung danh sach tring, chi nhitng ndi dung cé tir khoa
trong danh sach nay méi dugc tra vé cho ngudi dung.

V6i ky thuat nay, van dé mau chét dé phat trién hé thong chinh 1a viéc
xay dung cac danh sach trang va den. D6i v6i danh sach den, nhiing tir khoa
duoc chon phai phan anh dung nhitng ndéi dung ma hé théng mudn loc (vi du
nhiing thong tin ¢6 ndi dung kich dong bao luc, khiéu dam, xuyén tac sy that,
khang bd....). P6i v6i danh sach tring, viéc xay dung s& can phai c6 nhitng
phan tich va lgya chon nhiing tir khoéa that than trong. Cac tir khda nay phai
dam bao dugc nhitng thong tin chira tir khoa do phai 1a nhitng thong tin c6 ndi
dung lanh manh, khong dnh hudng dén cac tiéu chi loc thong tin cta hé thong.
Nhin chung, v6i k¥ thuat loc theo tir khéa, hé théng loc can it cac tinh téan
phu troi, tbc do thuc hién qué trinh loc cao.

Tuy nhién, phuong phap nay c6 mot sé nhuoc diém nhu sau:
e Chi kiém tra van ban, nén nd khoéng chin dugc nhitng hinh anh
XAu.
e Théng tin ngir canh khong duoc tinh dén. Mot vi du dién hinh 1a
tr khoa “breast cancer”, c6 thé bi chin véi hé théng loc tir khoa do
tir “breast”, s& dan dén viéc chan toan bod trang. Mot vi du khac 1a

khi céc tir trong danh sach den nam trong céc tir khac — vi du mot
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bo loc tir khoa vt “sex” trong danh sach den s€ chédn cac tai li€u
chtra cac tur “middlesex”.

e KJ¥ thuat loc nay phu thudc hoan toan vao ngon ngir duoc st dung
dé thé hién thong tin. Chinh vi thé cac danh sach tring/den bat
budc phai dugc cap nhat thuong xuyén dé tranh lac hau so véi su

tién trién ctia ngdn ngir st dung.

2.1.4.2. Loc goi tin (packet filtering)
K§¥ thuat loc thong tin theo hinh thuc phan tich cac goi tin dugc su

dung dé truyén thong tin d6 12 mot k¥ thuat duoc thyc hién dya theo nguyén
tac hoat dong mang Internet. That vay, thong tin duogc luu chuyén trén mang
thong qua viéc giri cac goi tin giita noi giri va nhan. Vi mang Internet, moi
g6i tin c6 dia chi IP ctia mdy dich cling nhu dia chi IP ctia may ngudn ngoai
nhiing dir liéu dugc dong goi kem theo trong goi tin do.

K¥ thuat loc dya trén phan tich goéi tin chu yéu dua trén viéc kiém tra
cac dia chi IP va cong nguodn va dich dé tir d6 c6 thé xay dung cac luat s
dung trong cac hé théng loc. Thong thuong, viéc loc cac goi tin duge thuc
hién tai cac router. Cac router 13 nhitng mdy tinh chuyén dung, phan phdi cac
g6i tin trén Internet tir ngudn dén dich: ching tao thanh duong backbone cho
Internet

Cac routers tot co thé tién hanh loc goi tin ma khong 1am giam hiéu
suat mang, vin dé chinh ctia phuong phap nay 13 né khong duwoc min. Mot dia
chi IP 1a dai dién cia mot may tinh — khong phai 1a cia mot website — va mat
nd lyc nham loc mot trang bfing cach str dung dia chi IP c6 thé s& chin ludn
mot sd luong 16n cac trang hop 1& cung dugc dit trén may cha do.

Vi nhitng van d& nay, loc géi tin khong dugc st dung rong rai nhu 1a

mot thanh phan co ban trong cac san pham loc
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2.1.4.3. Loc dua trén URLs va PICS
Pay 1a phuong phap loc phd bién nhét, viéc loc cac trang duoc dua trén

URL (hay dja chi trang), cung cdp mot phuong thirc “min” hon so véi loc goi
tin (chan dia chi), do mot URL c6 thé xac dinh mot trang trong mot trang 16n
hon, thay vi bét budc phai chan tat ca cac trang tai cung mot dia chi IP. Cac
hé thong loc dua theo URL c6 thé két hop voi ki thuét loc theo tir khoa dé
nang cao hi¢u nang cua h¢ théng loc

Mot luong 16n URLs c6 thé duge loc theo phuong phap nay bang cach
cho phép cac ki tu dac biét (wildcard) trong cac URLs, vi du: danh sach loc

c6 thé chua thuat ngit dang nhu http://www.pornosite.com/*.* | & day *.*

khop véi tat ca cac trang trong mot domain xac dinh.

Mot van dé ctia loc URLs 1a nguoi ta phai mat nhiéu cong sic hon
trong viéc do vét nhimg thay doi vé mit td chirc ndi dung. Céc to chirc thuong
xuyén thay doi lai cac trang web, trong khi dia chi & mirc cao c6 thé khong
thay doi thi URLs cta cac muc thip hon c6 thé thay ddi twong ddi thuong
xuyeén.

Mot phuong phap khéc ciing can dugc dé cap dén 1a loc dua theo
nhirng thong tin di dugc gan nhan danh gia, phan hang tai cdc nha cung cip
ndi dung thong qua chuan PICS (Platform for Internet Content Selection —

1999, http:// www.w3c.org/PICS). Nguoi dung hoac cac nhom nguoi dung cua

PICS c¢6 thé xac dinh thang danh gi riéng cho minh theo chuan PICS.
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Hinh 2. 6. Lwa chon noi dung theo chudn PICS

Céac ndi dung cung cap trén Internet boi cac nha cung cip thong tin khi
str dung chuan PICS sé& phai chil y dén nhiing tiéu chi sau day:
- Tu xép loai thong tin cung cdp va gan nhin cho nhiing trang thong tin
d6 trude khi phan phoi.
- €6 thé cho phép mot co quan khac thuc hién viéc xép loai va gan nhén
nhitng trang thong tin do
- €6 thé cho phép phu huynh/ gido vién thyc hién cac thao tac phan loai
va gan nhan thong tin.
Viéc loc thong tin theo cac nhin d3 dugce gan theo chuan PICS, lac bay gid sé

tro nén don gian va tang hi¢u qua cua h¢ thong loc.

2.1.4.4. Loc theo n¢i dung
Cac hé thong loc thong tin str dung cac ky thuat vira dé cap ¢ cac phan

trén déu boc 16 rat nhiéu nhuoc diém. Qua trinh loc thong thuong véi cac ki
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thuat nay thuong chiu anh hudng 16n tir khau xac dinh/danh gia ndi dung can
loc v6i hinh thire tha cong va nhiéu khi mang tinh chii quan.

K¥ thuat loc thong tin dua trén phuong phép phan tich ty dong ndi dung
thong tin d6, danh gia xép hang va tir 46 tu quyét dinh tra vé hay khong cho
nguoi str dung cho phép giai quyét tot va khic phuc nhitng nhitng nhugc diém
cua cac phuong phép trén.

Viéc loc ndi dung van ban thuong dya trén nhitng thuat todn trong khai
pha vin ban va xtr Iy ngén ngit tw nhién. Do dic thu ctia mdi ngdn ngit, viéc
loc ndi dung vin ban trong cac thir tiéng khac nhau can phai dugc tach biét.
Pbi v6i mdi ngdn ngi, tiy theo két qua nghién clru va thir nghiém co thé sir
dung cac phuong phap khac nhau. Mot s6 phuong phap dién hinh 1a dua trén
biéu dién bag-of-words va dua trén hoc may.

o Phirong phdp bag-of-words (tii tir): biéu dién van ban dudi dang
bag-of-words két hop vé6i loai bo tir dirng va 1ay céc tir goc. Viéc
danh chi muc cac thuat nglr dugc luc chon thong qua ngudng tdi
thiéu dbi véi tan suat vian ban (document frequency) trong corpus
huén luyén. Ta c6 thé sir dung cac do do tuong ty nhu do twong
tir vector cosine, entropy chéo... dé danh gia mtc do twong tu cua
mot tai liéu moi véi tap tai lidu da bi chan dé dua ra quyét dinh
xem tai liéu nay c6 nam trong mot trong cac 16p tai liéu bi chin
hay khong.

o Phwong phdp dua trén hoc mdy: Véi phuong phap niy ta can phai
tao ra mot corpora cho timg loai van ban can chin d6i mdi ngén
nglr dich, c6 thé két hop véi lya chon mét tap cac tir chinh xéc
(bang tay va phuong phép thong ké) dé cung cap nén tang cho cac
nhiém vu loc. Tiép do, ta trich rat ra cac mau ngit canh tir cac tai
liéu hoc va két hop voi mot phuong phap hoc may nhu ANN,
SVMs, CRFs,... dé xac dinh ra dic trung cua moi 16p tai liu. Céc
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thong tin ngir canh dugc quan tam khong chi 1a cac tir khoa, tir gdc
ma c6 thé két hop ca cac thong tin ngit phap (POS) hay nhan thyc
thé (NE) nhu tén nguoi , tén dia danh, tén td chie, ... V&i moi tai
liéu moéi1 khong nam danh sich loc, hé théng cling trich rat cac
thong tin nglr canh theo céach thic twong tu va sit dung mo hinh
d3 duoc huan luyén dé quyét dinh xem tai liéu méi ndy c6 nam
trong cac 16p can chin hay khong.

V6i myc dich loc duge nhiéu ngdn ngir, viéc nhan dang ngén ngit trong
mot van ban ciling 1a cong viée can phai thuc hién trudce khi tién hanh phan
tich ndi dung. Thong thuong nguoi ta co thé sir dung mo hinh théng ké don
gian 13 n-gram ciing ¢ thé dem lai hiéu qua cao.

Vi loc ndi dung thoi gian thuc, trude khi co thé phan tich va xac dinh
xem ndi dung d6 13 tét hay xau, phan 16n ndi dung can phai dugc iy vé.
Trong lac d6, mot phﬁn hoac tat ca trang d6 da dugc hién thi 1én man hinh cua
ngudi dung, day 1a hiéu tmg khong mong mudn néu trang ndy chira ndi dung
doc hai. Vi ly do nay, loc dua trén ndi dung thuong dugc dung két hop voi
cac phuong phap khac nhu loc URL, va dugc st dung dé danh gia noi dung

ctia nhitng site chua nam trong danh sach loc.

2.1.4.5. Loc hinh anh
Viéc loc thong tin dya trén cac k§ thuat phan tich ndi dung hinh anh

cling 13 mot trong nhitng phuong phép quan trong trong cac hé thong loc noi
dung. Cach tiép can chinh cta van dé nay ciing twong tu nhu van dé loc vin
ban text: phan loai, nhan dang dnh dua trén cac k§ thuat hoc may va théng ké.
Co6 rat nhiéu k¥ thuat khac nhau dugc dé xuat cho viéc phén loai cling nhu
nhan dang loai anh, chéng han:

e Loc dua trén mau sac: dbi twong can xac dinh trong trudng hop

nay 1a cac hinh anh khoa than, c6 mau va két cau chung. Khi d6
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can phai xac dinh ving diém anh twong mg véi da ngudi ciing
nhu phan bd mau sac va két cau.

Loc dua vao mau sic, van ban va st dung tri tu¢ nhan tao: K¥
thuat nay yéu cau phai c6 budc hoc ty dong dac trung tir cac mau.
Khi ¢6 anh méi, cac dic trung cua nd s& duoc chit loc va so sanh
v6i cac mau dé quyét dinh loc hay khong. Dong thoi, viéc phan
tich van ban kém theo trang web va két hop ca hai phan tich lai
cling s& gop phan lam tang hiéu qua ciia qua trinh loc anh.

Loc dwa vao mau sic va hinh dang: k¥ thuat nay két hop cac dic
diém cia ca hinh dang va mau sic dé phat hién anh c6 noi dung

khong lanh manh.

2.1.5. Panh gia mot so hé thong loc Internet

Hinh dudi day 1a xép hang danh gia mot s6 hé thong loc thong tin trén

Internet

dugc thuc hién bdéi  TopTenReview  (http://internet-filter-

review.toptenreviews.com/) nam 2008. Mot s6 tiéu chi danh gia duoc dua ra

bao gom:

Ease of Use — thudc tinh dau tién mot phén mém loc thong tin c6 thé

cung cap 1a tinh “dé dang st dung”, ngudi dung du & mtc do thanh

thao may tinh nao cling c6 thé d& dang cai dit va st dung bo loc véi

tinh nang cao nhat ctia no.

Loc hi¢u qua - Céac san pham lgc nam trong top ndy cung cap mot sy

can bang gitra vi¢c loc cac tai liéu khong duoc phap va khong loc qué

nhiéu noi dung. Khia canh quan trong khac d6 1a tinh nang tiy bién bo

loc cho nhitng d6i twong khac nhau.

HEENE Escellent
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[ [ | Good Q%@ é @ Q.
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Hinh 2. 7. Ddanh gid mét so hé thong loc théng tin
= Thuét toan loc — Cac chuong trinh loc tét nhat st dung su két hop cac
phuong phép loc nhu loc URL, loc tir khoa, ...
= Bio c4o hoat dong — Cac phan mém loc Internet hitu ich cling dua ra

béo cao vé nhimg hoat dong ma mot nguodi dung thuc hién trén may
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tinh (bao g@)m duyét web, cac hoat dong trén chat room...) — hitu ich
cho viéc quan 1y cha me ddi véi con cai.

= Loc dua trén Client-Server — mém déo dbi véi platforms, cho phép
nguoi dung thyc hién cac giai phap loc ¢ client-based (mdy ¢ nha) hay
server —based (Proxy hay ISP) hay 1a két hop cta ca hai phuong phap
do.

= Loc ngdn ngir nuwdc ngoai — Loc trén nhiéu ngdn ngir (it nhat 13 tiéng
Anh va mot ngon ngir dia phuong).

= Loc va chan céng — Cac chuong trinh loc c6 thé chin va thao tac voi
hau hét cac giao thure trén Internet nhu truy cap web, chat rooms, email,

mang ngang hang va cac ctra so6 popup.

2.2. Bai toan phan Iép van ban
Phéan 16p van ban la mdt linh vyc nghién ctru dugc nghién ctru kha ky,

bat dau tir nhimg nim 1980. Ngay nay, véi téc do phat trién cta Internet va
tAm quan trong cua cic may tim kiém, bai toan phan 16p van ban ngdy cang
dugc quan tdm hon. Qua trinh phan 16p van ban dugc tdp trung nghién clru
nhiéu.

Phan 16p van ban 1a qua trinh chia mdt tap hop cac tai li€u vao hai hay
nhiéu 16p cho trudc [2.133]. Ngay nay véi su phat trién khong nging cua
mang Internet da tao ra mot khdi lugng khé)ng 16 céc tai liéu dién tur, do d6 1a
dong luc cho sy phat trién cua bai toan phan 16p van ban tuy dong. Su phat
trién ctia phan cig may tinh da tao ra sitc manh tinh toan, cho phép qua trinh
phan 16p vin ban tr dong duoc str dung trong cac tmg dung thuc té. Bai toan
phan 16p vin ban dugc st dung rong rii dé loai bo thu rac, phan loai céc tap
hop van ban vao cac cha d& cho trude, quan 1y tri thire va tim kiém thong tin
trén Internet. Qua trinh phan 16p tu dong van ban duogc chia thanh hai giai

doan chinh sau:
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1. Giai doan tim kiém thong tin, 1a giai doan ma dir li€u sb6 duoc trich rat
tor nd1 dung céc van ban
2. Giai doan phan 16p, 1a giai doan ma mot thuat toan xu 1y dir liéu duoc
str dung dé dua ra quyét dinh vé chii ¢& ma van ban thudc veé.
Céc giai doan khéac c6 thé duoc thém vao qua trinh phén 16p [2.117] dé
lam giam chi phi tinh todn va huin luyén cac thuat toan véi du liéu huin

luyén trudce khi phan 16p chinh thirc cac van ban (Hinh 2.8).

—

Lam giam thude tinh
X1i¥ I¥ ngdn ngly ty nhign :

Hudn luvén

8 8 8
L o

Hinh 2. 8. Luwoc d6 qud trinh phén 16p tai liéu vin ban

Giai doan trich chon thudc tinh dugc str dung dé lﬁy ra cac thuQc tinh
dic trung cho vin ban [2.133]. Thudc tinh hay duoc st dung nhat trong bai
toan phan 16p ty dong vin ban 1a phan b tan sé xuat hién cua cac tir khoa
hoic cac cum tir khoa trong ndi dung van ban, chang han [2.28]. Néu chiing ta

c6 thé phat hién ra bat ki loai cau truc nao xuat hién trong ndi dung van ban
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dugc phan 16p (Vi du cAu trac HTML), cac thudc tinh cua cAu trac déy 6 thé
duogc trich rut va dua vao cac thuat toan phan 16p [2.29, 2.160].

Qua trinh xir 1y ngdn ngi ty nhién ciing c6 thé duge sir dung theo cac
cach trong d6 bao gdm ca qua trinh trich rat cac thudc tinh va lam giam thudc
tinh; vi du, cdc tién ich c6 thé duogc sir dung dé trich chon dic trung (xac dinh
cac tu khoa) [2.147] tr mdt van ban hoac tham chi tao ra mot téng hop ban
cAu tric cia noi dung van ban d6. Cac thudc tinh duogc trich rut ra tir ndéi dung
duoc tong hop ndy cua tai liéu gbe sé thuc sy 1am giam sé chiéu cua vector
biéu dién ma khong 1am giam hiéu qua ctia qua trinh phén 16p.

Qua4 trinh trich rat cac cum tir khoa dugc mo ta & trén va cac phuong
phéap 1am giam thudc tinh duoc mo ta ¢ dudi day déu sir dung cac tri thuc tir
khoa hoc vé ngon ngit va xir Iy ngdn ngi ty nhién. Tuy nhién viéc cang ngay
cang c6 nhiéu su hop tic gitta cac nha ngdn ngit hoc va cac nha khoa hoc
nghién ciru vé bai toan phan 16p tu dong van ban c6 thé mang lai cac phuong
phap méi cho qua trinh tich hop céc tri thirc vé& ngdn ngit vao qua trinh thiét
ké chuong trinh trich rat thudc tinh, lam gidm thudc tinh va tham chi 1a bd
phan 16p.

Phuong phap biéu dién tai liéu dya trén tin suat xuat hién cac tir khoa
s& tao ra cac vector biéu dién véi sd chiéu rat 16n, ¢ thé lén téi hang tri¢u
thanh phan [2.115]. D phirc tap tinh toan sé& ti 1& thuan véi kich thude cua
vector biéu dién [2.19, 2.59], do vay bat ky mot phuong phap lam giam kich
thudc cua vector biéu dién ma khong anh hudng nghiém trong dén chat lugng
clia qua trinh phan 16p s& rat co y nghia trong cac ing dung thuc tién. Bén
canh d0, c6 mot sb tir dic biét trong mot s6 ngdn ngir gy ra nhidu trong qua
trinh tinh todn, vi vay viéc loai bo chiing ra khéi vector biéu dién s& thuc sy
1am tang sy hiéu qua cua qua trinh phan 16p [2.59]. Hau hét cac phuwong phap
giam thudc tinh 13 sy két hop cua ba cach tiép can sau [2.79]:

- Loai bo tir dung,
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- Lay tir gbc,

- Loc thng ké.

Tu dung (Stop words) 1a nhitng tr khong mang nghia, nhung mang
chtrc ning ngir phap cua ngdn ngir. Co thé thdy rang trong hau hét cac ngdn
ngit, mot tir gdc ¢ thé c6 nhiéu thé hién. Do vay ching ta co thé thay thé cac
thé hién nay bang tir gbc tuvong tmg cia ching. Vi du, néu mét tai lidu co tir
khoa “house” xuit hién 7 lan, tir “houses” xuét hién 3 1an va tir “housing”
xuat hién 2 1an, khi d6 ba tir riéng biét nay c6 thé dugc thay thé bang mot tir
gbc chung cua ching, d6 13 “house” v6i sb 1an xuét hién 1a 12 1an (7+3+2).
Thong thuong thudt toan cua Porter [2.61] van dang duogc sir dung dé thuc
hién qua trinh 14y tir gbc trong tiéng Anh va cac thuit toan khac [2.8, 2.134]
duogc phat trién cho cac ngon ngi khac.

Cac ky thuat loc théng ké dugc sir dung dé 13y ra cac tir khoa co ¥
thong ké cao. C6 rat nhiéu phuwong phap thong ké khac nhau dang duoc
nghién ctru va str dung cho bai toan lgc vector thudc tinh, nhung sy khac nhau
giita cac phuwong phap cha yéu 1a vé luong thong tin vé dir liéu ngudn dugc sir
dung trong thuat toan. Mtc d6 y nghia vé mat thong ké cua mot tir khoa cé
thé duogc tinh toan théng qua su khac nhau gitta tan sb sir dung cta nd trong
céc tai lidu khac nhau, tuy nhién cac thuat toan phirc tap hon c6 thé sir dung
nhan dugc gan cho céc tai liéu do va qua do tinh toan mirc do y nghia ctia cac
tir khoa mot cach hiéu qua trong cac thé loai.

Cac phuong phap tiép can cho bai toan loc thong ké méi nhat 1a ti 1¢ bat
thuong (odds ratio), do do tuong hd (mutual information), entropy chéo (cross
entropy), do do thong tin 1dy dugc (information gain), trong s6 cua chimg cir
(weight of evidence), kiém chimg X2 (X2 test), hé sé twong quan (correlation
coefficient [2.125], cuc dai thong tin twong hd co diéu kién (conditional
mutual  information  maximin  [2.129], tiéu chudn hop Iy

(conformity/uniformity criteria) [2.23], Yang [2.168] va Mladenic [2.107,
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2.108]. Mot cach don gian, hau hét cac cong thic s& gan trong sd cao cho cac
tir khéa xuat hién nhiéu lan trong mot thé loai va cac tir xuat hién véi tan s6
thip & bén ngoai mot thé loai (conformity) hodc nguoc lai (non-conformity).
Ngoai ra trong sd cao ¢ thé duge gan cho cac tir khéa xuét hién trong hau hét
cac tai liéu ctia mot thé loai nhat dinh (uniformity).

Mot cach khac dé giam vector thudc tinh 13 thong qua viée sir dung
thuat toan di truyén [2.169]. Tuy nhién, trong hau hét cic tng dung viéc sir
dung thuat toan di truyén s& ton nhiéu tai nguyén, do d6 qua trinh lam giam
thudc tinh co thé trong trang thai khong hoat dong trong qué trinh hé thong
chay.

Sau qua trinh ing dung cac thuat todn lam giam thudc tinh chung ta co
thé hi vong rang kich thudc thong thudng cia vector thudc tinh c6 thé giam tir
hang trim ngan chidu xubéng con mdt vai ngan [2.21]. Tuy nhién mot s6
nghién ciru [2.109] chi ra rang trong qué trinh 1am giam thudc tinh mot s6
thong tin hiru ich cho qué trinh phan 16p c¢6 thé bi loai bo.

Qua trinh xir Iy ngén ngit ty nhién cé thé dugc ap dung cho ca giai
doan trich chon thudc tinh va lam giam thudc tinh ctia qua trinh phan 16p van
ban. Cac thudc tinh ngdn ngit c6 thé duoc ldy ra tir ndi dung van ban va duoc
st dun nhu 12 mot phan cua vector thudc tinh [2.62]. Vi du nhu cic phan noi
dung dugc viét theo 16i truong thuét truc tiép, d6 dai cua cac ciu, cdc ti 16
gitra cac churc nang ngoén nglr khac nhau trong céc cau (vi du nhu cac cum
danh ttr, giéi tor hodc cum dong tir) co thé dugc phat hién va sir dung nhu la
mot vector thudc tinh hoac 1la mot phén bo sung cho vector thudc tinh céc tan

suat xuat hién cac tir khoa.

2.2.1. Phan 16p dua vao thong ké
Hién nay ton tai rat nhiéu thuat todn phan 16p van ban, nhung phuong

phap phan 16p duoc st dung rong rai nhit 13 phuong phap phan 16p Bayesian.
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Trong sd cac phuong phap phan 16p dua vao théng ké [2.148], bd phan 16p
Bayesian 1& don gian nhat, nhung van rat hiéu qua. Do tinh don gian ctia n6
nén Bayesian 12 bo phan 16p thuong duoc st dung dé nghién ctru, nd xuét
hién trong hau hét cac bai bao lién quan dén cac phuong phap phéan 16p vin
ban. Thuit toan Naive Bayesian gia st rang cac dic trung cia vector dic
trung 13 doc 1ap [2.110, 2.115]. Rat nhiéu nghién ctu [2.26, 2.111, 2.149] da
dé xuat cai tién nham nang cao do chinh xac cta thuat todn Naive Bayesian.
Naive Bayesian ciing duoc coi 1a bd phan 16p chuan [2.110] ma moi huéng

tiép can vé phan 16p vin ban déu kiém tra thuat toan nay dau tién [2.117].

2.2.2. B phan 16p chirc nang
Néu ching ta xem vector dic trung c6 mot toa do nao déy thi moi tai

lidu ¢ thé duoc biéu dién nhu mot diém trong khong gian, trong d6 sd chiéu
ctia khong gian bang sé dic trung cua vector. Cach hiéu nay cho phép chiing
ta st dung phuong phép hinh hoc dé biéu dién bai todn mot cach tryc quan
hon.

Mot trong nhirng thuat toan hinh hoc (hodc chirc ning) don gian nhat 1a
k nguoi lang giéng gan nhat (kNN) [2.74]. Y tudng cua bd phan 16p nay rat
don gian — trong khong gian nhiéu chiéu, chung ta tim diém biéu dién tai liéu
duoc phéan 16p va tim kiém xung quanh nhimng diém gan voi diém biéu dién
tai liéu d6. Chi k lang giéng gan nhat duoc xem xét. Néu chung cung thudc
mot 16p thi tai liéu méi ciing duoc phan vao 16p d6. Néu khong, ta xem xét
phan phdi 16p cia k ngudi lang giéng d6 dé tinh xac suat tai liéu méi thude
vao 16p nao. Néi cach khac, néu trong 5 lang giéng gan nhat, 4 lang giéng
thudc 16p A va 1 lang giéng thudc 16p B thi tai liéu méi duoc phan vao 16p A
v6i d6 tin cdy 1a 80%. Co thé cai tién thuat toan nay bang cach tinh khoang

cach t6i cac hang xom dé quyét dinh 16p cua tai liéu méi. Mic du thuat toan
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rat don gian nhung n6é dem lai hiéu qua rat ngac nhién va ciing nhan duoc
nhiéu sy quan tdm cua cac nha nghién ctru [2.133].

Hién nay, mot trong s nhirg bo phan 16p dugc nghién ctru nhiéu nhat
12 bo phan 16p may vector hd tro (Support Vector Machine, SVM) [2.127,
2.146]. Néu ta coi mdi tai liéu 1a mét diém trong khong gian, ¥ tudng cua
thuat toan SVM 1a tim mot siéu phiang phan tach nhitng diém nay thanh hai
phan. Pinh nghia bién M cta bd phan 16p 1 khoang cach giita cac siéu phing
va cac dir liéu hoc gan nhat. Siéu phang ti uu nhat 1a siéu phang c6 bién 16n
nhat, diéu d6 c6 nghia 1 ching ta can tim siéu phang sao cho khoang céach tir
siéu phang dén nhitng diém gin nhét 1a 16n nhat. Nhitng diém nam trén hai
duong bién nay goi 1a cac vector hd tro. VE mit toan hoc, bang cach 1ay trung
binh hai vector hd trg cua hai 16p, chiing ta co thé xac dinh dugc mot vector
nam gitta hai 16p va vector ndy c6 thé dugc sir dung dé phan 16p cac tai liéu
moi.

C6 nhiéu phuong phap khac nhau dé xac dinh tip cac vector hd tro.
Hién nay lua chon kernel tdi wru va thiét 1ap cac tham sé phu hop cho kernel 14
mot trong nhitng thach thirc 10n nhat cia SVM. Bo phan 16p SVM [2.52,
2.142] nhan dugc nhiéu sy quan tim cta cac nha nghién ctru trong linh vuc

phén 16p van ban.

2.2.3. B§ phan 16p mang noron
Mang noron 1a mot by xur Iy phan tan song song quan trong, dugc tao bdi

nhiéu don vi xtt Iy don gian (noron). Mdi noron chia tri thirc, tri thirc nay thu
dugc tir qua trinh hoc. Vé mit ly thuyét, st dung mang noron cé thé gidi
quyét bat ky bai toan phan 16p nao. Tuy nhién, van dé co ban trong viéc sir
dung mang noron la thiét ké mot mang thuc su. Vé mit ly thuyét, 6 thé xay
dung mang noron c6 do phuc tap bat ky; nhung rat kho c6 thé du doan vé mit

todn hoc néu cho trudc mot mang noron, mang dé cho dd chinh xac cao véi
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nhimg van dé cu thé ndo. Vi thé, cac nha nghién ctru thuong tap trung vao
thiét ké cac mang noron don gidn va cé thé du doan dugc cho hiu hét cac bai
toan thuc té trong linh vuc phan 16p van ban; va chi st dung thiét ké phurc tap
hon trong cac linh vuc méi va phtic tap trong xt 1y anh va nhan dang tiéng
noi.

Céac mé hinh chuin duogc st dung khi c¢ it tri thirc vé van dé can giai
quyét, nhung doi khi mot s6 kién thirc ctia chuyén gia vé dir liéu hodc vé cu
triac cac 16p c6 thé duoc két hop dé thiét ké bo phan 16p. Vi du, néu chung ta
can phan 16p mot sb luong 10n cac bai bao vao mot ciu trac phan cip chu dé
cho trudc, thi bo phéan 16p phai duoc thiét ké dé thich tmg véi ciu tric do.

Nghién ctru chi ra rang, v6i bai toan phan 16p phan cip, mot hé théng
perceptron phan cap [2.21] thu duoc két qua tét hon (d6 do F cao hon) so voi
mot perceptron don hoic phuong phap Bayesian. Phan 16p phan cip van ban
theo chién lugc top-down dinh hudng vio bai toan phan 16p 16n ban dau theo
phuong phép chia nho va dé quy. Vi phuong phap ndy, ta can xdy dung
nhiéu bo phan 16p va phan 16p mot tai liéu méi duge thuc hién bang cach bat
dau tir géc va duyét qua cay phan cap cho dén khi tim duoc cac 16p phu hop.
Dé quy tai mdi nit, va cac bd phan 16p tai cac nit trong s& quyét dinh nhanh

nao, canh nao ctia cdy phan cp s& duoc di xudng sau hon [2.49, 2.129].

2.2.4. Panh gia bo phan lép.
Hai phuong phép chinh dé hoc bd phan 16p 1a hoc giam sat (hoc cd

thay) va hoc ban giam sat.
- Hoc c6 giam sat: 1 phuong thirc hoc may truc tiép nhat, dugc nghién
ctru nhiéu hon ca. Hé théng hoc dugc cung cip tip vi du huin luyén
truc tiép. Sau do, hé théng phai c6 kha nang cho két luan khi nhan duoc

cac dir liéu maéi
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- Hoc ban giam sat: Qua trinh hoc sir dung ca dir liéu huin luyén duogc
gan nhan va tap dir liéu rat 16n gdm cac tai liéu chua dugc gan nhin.
bé danh gia tinh hi€u qua cua thuat toan, cach truc tiép la ap dung do

hoi tuong (recall) va &6 chinh xac (precision) [2.53]

Dir liéu thuc

Lép C; Khong thudc 16p
Thuoc 16p C; c
Thuéc lé'p C, TPI TN1

Dw doan | Khong thudc 16p
G

FP; FN;

Trong do
a. TP; (true positives): s6 luong vi du duong dugc thuét toan phan dung
vao C;.
b. TN; (true negatives): sé lugng vi du 4m duoc thuat toan phan ding
vao C;.
c. FP; (false positives): s6 luong vi du duwong dugc thuat toan phan sai
vao C;.
d. FN; (false negatives): s6 lugng vi du am dugc thudt todn phan sai vao
C..
D0 chinh xac Pr; cua lép C;la ty 1€ s6 vi du duong dugc thuat todn phan
16p cho gia tri dung trén tong sb vi du duoc thuat todn phan 16p vao 16p C; :
TP,
D6 hdi tudng Re; cua 16p C; 1a ty 16 sé vi du duong dugc thuit toan
phan 16p cho gia tri dung trén tong sb vi du duwong thuc sy thudc 16p Ci:

TP,
Re, = !
TP, + FP,
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Ngoai ra, nguoi ta con st dung la do do F; [2.40] n6 1a d0 do don gian dugc
tinh tir d6 chinh xac va d6 hoi tuong

Nam 2006, nhom tac gia Rich Caruana va Alexandru Niculescu-Mizil
thudc bd mon Khoa hoc may tinh, truong Pai hoc Cornell, Ithaca, NY 14853
USA d4 tién hanh thuc nghiém dé so sanh giita 10 thuét toan hoc giam sat
dién hinh: SVMs, Neural nets, Logistic regression, Naive Bayes, Memory-
based learning, Random-forest, Decision Tree, Bagged Trees, Boosted trees,
boosted stumps [2.113]. MJi thuét toan hoc trén duoc tién hanh thuc nghiém
trén 11 tap dir liéu nhi phan dugc mé ta chi tiét & Bing 2.1.

Bang 2. 1. Tap dir liéu nhi phdn dwoc sw dung trong thuc nghiém cua Rich et.

al.[2.113]
PROBLEM #ATTR TRAIN SIZE TEST SIZE % POZ
ADULT 14/104 H000 35222 25%
BACT 11/170 K000 34262 69%
CcoD 15/60 K000 14000 50%
CALHOUS 9 5000 14640 52%
COV_TYPE 54 5000 25000 36%
HS 200 H000 4366 24%
LETTER.P1 16 5000 14000 3%
LETTER.P2 16 5000 14000 53%
MEDIS 63 5000 8199 11%
MO 124 5000 12807 17%
SLAC 59 5000 25000 50%

Bang 2. 2. Tap dir lieu nhi phdn dwoc su dung trong thuc nghiém
cua Rich et. al.[2.113]

Két qua thuc nghiém duoc danh gia dua trén 8 tiéu chi sau: Accuracy,
F-Score, Lift, ROC Area, Average precision, Precision/recall, Break-event
point, Squarred error, Cross-entropy.

Két qua thuc nghiém (Bdng 2.2) cho thay néu khong thuc hién

calibration thi phuong phdp bagged trees, random forests, va mang neural 1a
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hiéu qua nhat. Néu thyc hién calibration bang phuong phap Platt, phuong

phap boosted tree s& 1a phuong phap hoc tot nhat. Thuat toan Naive Bayes va

memory-based learning 12 hai phwong phip hoc kém hiéu qua nhit. Tuy

nhién, Rich et. al. ciing khang dinh rang khong co thuat toan nao 1a t6i wu cho

moi bai toan. Mot vai thuat toan cé thé dugc sir dung hiéu qua trong bai toan

nay nhung trong bai toan khéc thi n6 lai khong thuc sy hi€u qua (Bdang 2.3).

Badng 2. 3. Két qua thire nghiém ciia cdc thudt todn hoc gidm sat (Cé thire

hién calibration hodac khong) theo tung do do [2.113].

MODEL CAL ACT FSC LFT ROCHC APR BEP RMS MXE MEAN OPT-SEL
BST-DT PLT B43* TTO 039 D63 038 .020% LBEO BO6 LB06 917
RF PLT BT2¥ B05 A34% 957 09351 L8330 851 BB 502 B0
BAG-DT = B4G .T81 38% 962% 937% a1 B45 BT2 BRTF LE09
BST-DT 150 B2E* BEDF 920% 952 921 .925% Bh4 815 JBBS O1T*
RF S BT2 .TO0 034% 957 0351 L0330 B2 JBE0 BE4 B00
BAG-DT PLT B4l TT4 38% 962% 937% a1 B36 852 BBZ LBO5
RF 180 BEL* LB61 923 948 O10 925 B36 TTE JEB0 LBO5
BAG-D'T 180 B26 B43% .033% 954 921 15 BE2 701 BTT B04
SWVM PLT B4 TEO LBO5 0358 BO08 813 BEL B36 BEZ JEB0
ANN = B03G .TB2 A10 036 802 LB0D B11 B2l .B54 JBBS
VM 180 B13 B36* 802 025 BEZ 011 Bl4 744 .B52 BB2
ANN PLT B15 .T48 A10 036 802 LB0D TE3 TBE LB46 BTS
ANN 180 B03G B36 08 024 BTE BO1 TTT T18 842 BE4
BST-DT S B34* 816 039 D63 38 .020% 508 605 B2 .B51
KNN PLT 76T Tov BEO A1s BT2 BT2 742 764 BL5 BAT
KNN S .Th6 TES BEO 018 BT2 BT2 TZO T18 B10 B30
KNN 180 .Th5 THES BB2 007 .B54 BGD TE8 06 B09 Ba4
BST-STMP PLT T24 651 BTE 008 .B53 B45 T16 754 .Tol BO8
SWVM = BT B4 LBO5 0358 B00 813 ABl4 ABT .T81 L0
BST-STMP 180 To9 Td44 BT3 BO0 B35 B40 605 46 .TBO B10
BST-STMP S T4l G54 BTE 08 .B53 B45 G304 382 .T10 T26
DT 180 G4AE 654 BEl1E BEE .7T56 TTE LS00 5EO .T09 TT4
DT S 64T G300 824 B43 TH2 TTT 562 B0T .TO8 .TH3
DT PLT 651 G138 824 B43 TH2 TTT ATE gt .TO6 Th1
LE = 656 545 B23 852 743 T34 G20 645 .To0 T10
LE 180 G2T 56T B18 B4T T35 742 B0E L5E0 G602 T3
LE PLT G300 a00 B23 852 743 T34 503 604 GRS G605
NBE 150 .5TD 468 TT9 820 T2T 733 BT2 555 654 G661
NBE PLT AT 448 TBO B24 T8 T35 AET 550 LG50 654
NBE = 406 a62 .T8B1 825 .T38 T35 347 -.633 481 489
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Bang 2. 4. Két qua thue nghiém ciia cdc thudt todn hoc gidm sdt (C6 thue

hién calibration hodc khong) trén cdc tap dir liéu mau [2.113]

MODEL CAL COVT ADULT LTR.P1 LTR.P2 MEDIS SLAC HS MG CALHOUS COD BACT MEAN
BST-DT PLT 938  8H7 959 976 .T00 .869 933 .855 .9T4 .915  .8TR* .BO6*
RF PLT 876 930 897 941  .810 .907* 884 883  .937  .003% 847 892
BAG-DT 878 O44% 883 011 762 .898* 856 898 048 856 .926 BETH
BST-DT IS0 .922% 865  .901* 969  .692* 878 927 845 065 .912*% 861 B85%
RF BT6 946 883 922 785 912% 871 .891*% 941 874 824 884
BAG-DT PLT 873 931 S8TT 9200 752 885 863 884 944 865 912% .882
RF 180 865 934  .851 935 .767* .920 877 .876  .933  .897* 821 880
BAG-DT 150 .867 933 840 915 749 897 856 884 940 859  .907* 877
SVM PLT T65 886 936 962 733 866 913* 816  .897  .900* 807 862
ANN 764 884 913 901 .791* 881 .932% 859 .923 667 882 854
SVM IS0 758 882 899 .954  .693*% 878 007 827 897 .900* 778 .802
ANN PLT 766 872 898 894 775 871 929% 846 919 665 871 .846
ANN 150 767 882 821 891 .7T85% 805  .026* .841 915 672 862 .842
BST-DT 874 842  .87H 913 523 807 860 .T8) 933 830 838 .828
KNN PLT .819 785  .920 937 626 .777 .803  .844 827 774 .855 815
KNN 807 780  .912 936 598 .800 .801 853 827  .7T48 852 810
KNN 150 814 784 879 935 633 791 794 832 824 7T 833 .809
BST-STMP | PLT 644 949 .T6T GRS 723 .806  .800  .862 923 .622  .915* 791
SVM 696 819 731 860  .600  .859  .7T83 776 833 864 763 781
BST-STMP | ISO 639 941 700 681 711 807 793 862 912 632 902* 780
BST-STMP 605 865 .540 615 624 779 683 .T99 81T 581 .906* 710
DT 150 671 869 720 .7T60 424 777 622 815 .832 415 .884 709
DT 652 872 723 .T63 449 769 609 829 831 389 .899%* 708
DT PLT 661 863 T34 .T36 416 .TT9 607 822 826 .407  .890%* 706
LR 625 886 .195 448 TTT* 852 675 L8489 838 647 .905%* 700
LR 150 616 881 229 440 763* 834 650 827  .833 636 .889%* .692
LR PLT 610 .870 185 446 738 835 667 823 832 633 .895 685
NB IS0 074 904 674 557 .709 .724 205 .68T  .708 633 770 654
NB PLT D72 892 .648 061 694 732 213 690 755 632 756 .650
NB 652 0843 534 556 011 714 -.654 G55 .7H9 636 688 481

2.3. Bai todan phan I0p trang web
Phén 16p trang Web, vi du nhu t6 chtic cac trang web hodc cac két qua

trd vé ciia may tim kiém dudi ciu tric cdy thu muc [Yahoo!, DMOZ]. Bai
todn phan 16p trang Web 1a mot truong hop dac biét cia phan 16p van ban do
¢ sy ton tai cia cac siéu lién két. Cac siéu lién két nay s& cung cap mot
ngudn thong tin hiru ich, vi chiing c6 thé dugc hiéu nhu 1a sy khang dinh vé
su lién quan cia cac trang duoc lién két t6i véi cac trang lién két. Nghién ciru
trong nganh khoa hoc vé ndi dung va thong tin da chi ra rang cc phan tich
dinh luong ctia cc chi dan t6i sach, tai lidu khac (siéu lién két) c6 thé hiru ich
trong qua trinh quyét dinh su lién quan cua ndi dung. Viéc phan tich ndi dung

cac trang Web kho khan hon rat nhi€u so véi viéc so sanh ndi dung van ban
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chuan, vi mot vai 1y do nhu ndi dung céc trang web thuong st dung ngdn ngir
goi ta thay vi ngdn ngir miéu ta, sy xuat hién nhidu). Do vy can thiét phai st
dung céc k¥ thuat phirc tap dé dat duoc murc hiéu qua hop 1y. Chung ta c6 thé
tan dung cac tri thirc san co trong cac trang Web, vi du nhu sir dung nhan cia
cac trang web lang giéng theo nghia siéu lién két nhu 1a cac thudc tinh va s
dung k¥ thuit lip gan nhédn 16ng néu cac nhin nay khong duogc biét trude

[2.15].

2.3.1. Cac irng dung cta bai toan phan 16p trang Web

2.3.1.1. Qua trinh xay dyng, duy tri va m¢ rong cac thw muc Web (Cau
triuc phan cap cac trang Web)
Cac thu muc Web, vi du nhu cua Yahoo! (2007) va du an thu muc mé

dmoz (ODP) (2007), cho phép duyét cac thong tin trong mét tap hop cac thé
loai cho trudc mot cach tién lgi nhat. Hién tai nhiing thu muc nay duogc xay
dung va duy tri cha yéu bang cong stc lao dong cua nhitng ngudi bién soan.
Theo bao cao vao thang 7 nam 2006, c6 khoang 73,354 nguoi bién soan lam
viéc cho dy an ODP dmoz. Do su phat trién qué nhanh cua Internet nén
phuong phép tiép can thu cong s& kém hiéu qua. Mot bo phan 16p tu dong cac
trang web c6 thé duoc sir dung dé tu dong cap nhat va mé rong cac thu muc
nay. Vi du, mot phuong phap tiép can da dugc dé xuat dé xdy dung bod phan
16p tir kho dit liéu Web dua trén cac cau trac cdy phan cip duge xay dung bai

nguoi dung [2.59, 2.60].

2.3.1.2. Qua trinh ning cao chit hrong két qua tim kiém
Su nhdp nhing trong ciu truy van la mot trong nhiing van dé quyét

dinh dén chét luong ciia cac két qua tra vé ciia may tim kiém. Vi du tir “bank”
c6 thé mang nghia 13 bo bién hodc ngan hang. Nhiéu phuong phap tiép can da
dugc dé xuat dé nang cao chét luong tim kiém bang cach phat hién sy nhap

nhang cua cic tir khoa tim kiém. Cac phwong phap phan 16p trang Web da
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dugc nghién ciu nhiam muc dich nang cao d6 chinh xac cua qua trinh tim
kiém trang Web [2.18]. Mot bo phan 16p thdng ké, dugc hoc tir cac thu muc
web san co, dugc su dung dé phan loai cac trang web mdi va tao ra mét danh
sach c6 thir ty cua cac thé loai ma nod thude vé. Cac két qua tra vé thuong
duoc hién thi theo mot danh sach dugc xép hang. Tuy nhién, viéc hién thi
theo thé loai, hodc theo cac cum tai liéu, s& thuc sy hitu ich hon cho nguoi
dung [2.19]. Bai todn phan 16p web con dugc sur dung trong cac thuét toan
xép hang cac trang web tra vé boi may tim kiém [2.55, 2.92] dya trén thuat

toan PageRank [2.98, 2.126].

2.3.1.3. Ung dung trong cac hé thong tra 1oi cAu hoi
Qua trinh phan 16p web da dugc sir dung trong giai phap tim cau tra 101

cho céc cau hoéi danh sach (La cau héi ¢o6 cau tra 101 1a mdt danh sach céac thuc
thé, vi du nhu “Tén cua tdt ci cdc mede & Chau Au”) [2.136, 2.137]. Cac
trang web két qua dugc phan 16p boi mot bo phan 16p dua trén cay quyét dinh
vao mot trong bon thé loai sau: “Cac trang chira danh sach cac nudc”, “Cac
trang chtra mgt cau tra 161, “Céc trang lién quan”, va “Cac trang khong lién
quan”. D¢ ting do tong quat, s& co thém nhiéu “trang web chtra cu tra 10i”
duoc thém vao bang cach di theo cac lién két ra tir cac “trang web chira danh
sach cac nudce”.

Ngoai ra d c6 rat nhiéu phuong phap tiép can dé tang do chinh xac ciia
cau tra 101 bang cach phan loai cac cau hoi [2.56, 2.73, 2.145].
2.3.1.4. Qua trinh xdy dung b crawler tap trung hoic may tim kiém doc

(theo mién)
Khi cac cau truy van chi lién quan dén mét chu dé nao do, viéc do tim

tat ca cac trang web trén mang Internet 1a khong hiéu qua. Dé khac phuc van
dé nay, qua trinh do tim (duoc goi 1a bo do tim tap trung) chi nhimg tai liéu

nao lién quan dén mot tap hop duogc dinh nghia trudc cac chu dé méi duoge
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quan tdm va tai vé [2.17]. Trong trudng hop nay, mot bo phan 16p s& dugc sir
dung dé danh gia sy lién quan ctia mot trang web tGi cac chi dé cho trudc dé

hudéng dan qua trinh do tim (crawling).

2.3.1.5. Bai toan lgc ngi dung trang web
Viéc 4p dung k¥ thuat phan 16p van ban va phan 16p web vao bai toan

loc nd1 dung trén trén mang Internet dd dugc nghién ctru va trién khai thanh
cong [2.54, 2.116]. BO phan 16p stt dung mang noron nhan tao da dugc xay
dung dé loc cac trang web khiéu dam [2.151]. Cac tac gia da sir dung mot tap
hop cac trang web khiéu ddm va trang web khong c6 ndi dung khiéu dam dé
huin luyén mang noron nhén tao. Tuy nhién phuong phap nay yéu cau khdi
luong tinh toan 16m, do d6 khong phii hop cho cac ung dung thuc té. Ngoai ra
mot hé thdng loc cac trang Web c6 ndi dung khiéu dam ciing da dugce xay
dung dua viéc cai tién cong thuc tinh do do do tuong ty gitra hai trang web
[2.100, 2.106]. Phuong phap nay cho két qua nhanh hon va chinh xac hon két

qua tir phuong phap ctia Lee va cac dong nghiép.

2.3.2. Cac dac trung (thudc tinh) cia trang web
2.3.2.1. Sit dung cac thudc tinh cta chinh trang web

Noi dung van ban web la dac trung dau ti€n can phai xem xét trong qua
trinh phan 16p web. Tuy nhién, do cac thuong cé rat nhiéu nhiéu xuat hién
trong cdc trang web, nén viéc st dung biéu dién tui cac tir khoa s& khong thu
duoc hiéu qua cao. Mot trong nhitng phuong phap phd bién dé ting tinh hiéu
qua 1 qua trinh loc, chon thudc tinh. Phuong phéap biéu dién N-gram 1a mot
phuong phap to ra hiéu qua. Nam 1998, Mladenic d3 dua ra mot phuong phap
tiép can dé tu dong phan 16p web dua trén cau triic phan cdp Yahoo!. Trong
huéng tiép can nay, mdi tai liéu dugc biéu dién bang mot vector cac thudc

tinh, trong d6 khong chi bao gém cac tir khoa don, ma con chira nhiing cum
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tir ¢ d6 dai t6i da 12 nam. Viée sir dung biéu dién N-gram cho phép thu nhan
dugc nhitng khai niém dugc thé hién bfing mdt chudi cac tu.

Mot dac trung chi xuét hién trong céc tai liecu HTML ma khong Xuét
hién trong cac tai liéu vin ban 1a cac thé HTML. Nhitng dic trung ndy co thé
duoc str dung dé nang cao tinh hiéu qua ctia qua trinh phan 16p. Cac ndi dung
van ban trong cac thé khac nhau co thé duoc gén cac ddu hiéu nhan biét khac
nhau[2.50]. Bon loai thé khac nhau di duoc cac tic gia sir dung, d6 1a thé
title, headings, metadata va main text. Két qua cho thiy rang két qua thu duoc
s& tot nhat khi két hop tuyén tinh bdn phan tir trén mot cach hiéu qua. Kwon
va Lee [2.74, 2.75] da dé xuit mot phuong phap phan 16p web sir dung thuét
toan k-NN, trong d6 cac tir khoa trong cac thé khac nhau dugc gan trong sd
khac nhau. Ho di chia cac thé¢ HTML vao ba nhém va gan mdi nhém mot
trong s6 ngau nhién.

Do vay, viéc st dung céc thé nay co thé tan dung dugc thong tin vé cau
trac ton tai trong tép HTML. Tuy nhién, boi vi hau hét cac thé HTML thuong
huéng téi viéc biéu dién (thé hién) hon 13 ngit nghia. Do vay, viéc st dung
thong tin vé cac thé HTML trong bai toan phan 16p c6 thé chiu anh hudng cua
cac thong tin khong thdng nhit trong tai lieu HMTL.

M&dt ban tém tit cd chat luong tdt cta tai lidu c6 thé biéu dién cac chu
dé chinh xuét hién trong mot trang web. Nam 2004, Shen va cac dong nghiép
da dé xuat phuong phap phan 16p trang web thong qua qua trinh téng hop vin
ban, va thu duoc két qua tot hon 10% so vé6i nhiing bo phan 16p dua trén noi
dung ban dau cia trang web.

Thay vi 15y thong tin tir ndi dung trang web, mot trang web co thé duoc
phan loai dya trén chinh URL ctia né [2.67, 2.68]. Mac du n6 khdong dugc
chinh xac tuyét ddi, nhung phuong phap nay khéng can phai tai ndi dung
trang Web vé. Bai vay noé thyc sy hitu ich khi viéc tai ni dung trang web vé

ton nhiéu thoi gian.
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2.3.2.2. Str dung cac dic trung ciia cac lang giéng
Madc du céc trang web chtra cac dac trung hitu ich nhu da dugc thao

luan ¢ trén, tuy nhién trong mot s6 cac trang web cu thé nhitng dic trung nay
thuong bi thiéu, hodc khong thé phat hién duoc vi rat nhiéu li do. Vi du, mot
s6 trang web chtra cac anh kich thudc 16n hodc cac ddi tuong flash nhung lai
chtra rat it ndi dung van ban.

Dé khic phuc diéu nay, cac dic trung c6 thé dugc ldy tir cac trang web
lang giéng c6 lién quan & mot cach nao ddy tdi trang web dang duoc phan
16p. C6 rat nhiéu cach dé thu dugc cac mdi quan hé giira cac trang web. Mot
trong nhimg mbi quan hé d6 1a siéu lién két.

Trong qua trinh sir dung cac dic trung cta lang giéng, c6 mot sd gia
thuyét phai duoc chdp nhan. Thong thudng, ngudi ta gid s rang néu trang
web pa va pb thudc vé ciing mot thé loai, cac trang web lang giéng cta ching
trong do thi web s& c6 chung cac dic trung. Gia thuyét nay khong yéu cau cac
trang lang giéng thudc vé cung mot thé loai nhu cua pa va pb. Gia thuyét nay
duogc goi 1a gia thuyét yéu.

Trong qua trinh phan 16p theo chi dé, mot gia thuyét manh hon phai
duoc thda méin d6 13, mot trang web ¢ cac trang lang giéng cha yéu thudc vé
cung mot chu dé. Noi cach khac, sy xuét hién cua nhiéu trang web “sports”
trong cac trang lang giéng cua pa sé lam ting kha ning pa thudc vé chi dé
“sports”. Cac trang web duoc lién két t6i thudng co cac tir khoa giéng nhau
[2.27]. Céc trang web co xu hudng lién két t6i cac trang web khac ¢ cung
chu dé [2.16]. Tuong tu, gilra cac lién két va ndi dung céc trang web ton tai
mobi lién hé mat thiét v4i nhau [2.83]. Gia thuyét manh da duoc chimg minh 1a
thue su hiéu qua trong bai toan phan 16p theo chu dé trong cac chu dé rong.
Tuy nhién dau hiéu cho sy diing dan ctia né cho cac chu dé cu thé (hep) thi

van con thiéu. Dudi gia thuyét manh ndy, ngudi ta c6 thé xdy dung cic bo
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phan 16p dé dy doan chu dé& cho mét trang web don gian dua vao chu dé
chiém phan da trong cac trang lang giéng cta né.

Mot cau hoi khac dugc dat ra khi st dung cac dédc trung cua cac lang
giéng 13 nhitng lang giéng nao s& dugc st dung. Cac nghién ctru hién tai déu

tap trung vao cac trang lang giéng voi ban kinh bang 2 tinh tir trang web dang

dugc phan 16p.
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Hinh 2. Céc trang web léng giéng trong pham vi bén kinh bang 2
Hinh 2. 9. Cdc trang web lang giéng trong pham vi ban kinh bang 2

Nhin chung, vi¢c tich hop cac ndi dung tir cac trang cha va trang con
vao trang dich s& phan nao lam giam tinh hiéu qua vi cac trang web cha va
con nay thuong chira nhiéu chii d& hon trang web dich dang dugc phan 16p

[2.15, 2.47, 2.139]. Tuy nhién, diéu nay khong c6 nghia la ndi dung cac trang
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web cha va con 13 khong hitu ich. Nhiéu ton tai trong cac lang giéng c6 thé
dugc loai bo bang it nhat hai phuong phép: sir dung mot s lugng phi hop céc
lang giéng, va sir dung mot phan thich hop ctia ndi dung céc trang lang giéng.
Ca hai phuong phap nay déu to ra kha hiéu qua.

Viéc sir dung tiéu d¢, cac text lién két, va mot phan cia vian ban xung
quanh text lién két trén trang cha trong qua trinh phén loai trang dich da dat
duoc két qua rat kha quan [2.6]. Cac dic trung trén trang web cha nhu text
lién két, 1an can cua text lién két, va cac dau dé phia trude lién két trong qua
trinh phan 16p dd dugc sir dung trong qua trinh phan 16p web va thu dugc két
qua tot hon so voi két qua ciia bd phan 16p chi sir dung ndi dung vin ban trén
trang dich [2.37]. Sau d6 vao nam 2001, mdt phuong phép tiép can tha vi da
dugc dé xuit boi Furnkranz, trong d6 ndi dung van ban trén cac trang cha
xung quanh lién két duoc st dung dé huén luyén bd phan 16p thay vi sir dung
ndi dung cua chinh trang web nay. V&1 phuong phap nay, mot trang web sé
duoc gan v6i nhiéu nhin, mdi nhan cho mot lién két vao. Nhimg nhin nay sau
d6 duoc két hop bang luge d6 bo phiéu dé dua ra quyét dinh cudi cung vé
nhan cua tai liéu nay [2.38]. Rat nhiéu phuong phap tiép can cho bai toan
phan 16p trang web dd duoc nghién ciru. Két qua nghién ctru da chi ra rang
viéc x4c dinh cac quy tic siéu lién két va phuong phap biéu dién thich hop 1a
thiét yéu cho tinh hiéu quéa ctia bai toan phan 16p web [2.139]. Tuy nhién cac
két qua nghién ctru d6 ciing cho thiy rang rang  cac thuit toan tip trung vao
qua trinh ty dong kham pha cac phan c6 lién quan ciia cac lang giéng siéu lién
két s& con mé ra rat nhidu kho khin va trién vong hon so véi phuong phap
tiép can thong thuong”. BO phan 16p SVM sir dung ndi dung vin ban cua
trang dich, tiéu dé trang, va text siéu lién két tir cc trang cha c6 thé nang cao
tinh hi¢u qua cua bo phan 16p [2.123]. Tuong tu viéc st dung cac text si€u
lién két va cac 1an can xung quanh ching tir cac trang web cha c6 thé lam

tang d0 chinh x4c cua bd phan 16p [2.49, 2.128].
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Céc trang web em lién ké tham chi con hitu ich hon cic trang web cha
va trang con [2.15, 2.104]. Cac quan hé anh em lién ké nhu vdy con c6 thé
hitu ich trong qua trinh hoc quan hé giita cic chu dé vé chirc nang [2.121].

Viéc str dung nhiéu kiéu lang giéng c6 thé cung cap thém nhiéu loi ich.
Viéc str dung cac do do tuong tu gitta cac siéu lién két trong bai toan phan 16p
web ciing da duoc nghién ciru, trong d6 do do vé su tuwong tu giita cc siéu
lién két duoc tinh toan tir cac lang giéng duoc lién két theo hai bude. Su két
hop hop 1y giita @6 twong tu cua cac siéu lién két va bo phan 16p dua trén noi
dung van ban co thé tao ra su cai thién 16n vé do chinh xac cta bod phan l6p
[2.11].

Nam 2006, mot phuong phap [2.104] di duoc dé xuat dé cai thién do
chinh x4c cua qué trinh phan 16p web bang cach tin dung thong tin vé ndi
dung va 1op tir cac trang lang giéng trong do thi lién két. Cac chu dé thé hién
bai bdn loai lang giéng duge két hop dé tro gitp qua trinh phan 16p. Mic du
cac nghién ctru di chi ra rang céc trang em lién ké 13 hiru ich nhat dé sir dung,
nhung cac loai lang giéng khac ciing dong mot vai tro nhat dinh [2.104].

Thay vi viéc xem xét mdi trang dich cung véi cac lang giéng cta nod,
mot s thuat toan co thé xem xét mot cach ¢6 chon loc cac nhin cua tat ca cac
nat trong d6 thi. Y tuong st dung thong tin tir cac lang giéng cling co thé
duoc ap dung trong bai toan hoc khong c6 giam sat. Cac cong dong ngudi
dung trong dir li€éu dugc lién két 6 thé duoc tim ra béng viéc st dung ma tran
do do tuong ty dya trén cac quan hé déng trich dan cling nhu sy tuong tu vé
noi dung [2.32]. Mot phuong phap tiép can [2.5] cho bai toan phan cum céc
tai liu duoc lién két di duoc dé xuat bang phuong thire lap 16ng 1éo qua trinh
gan vao cac cum trén do thi lién két.

Nhu da dé cap ¢ trén, c6 rét it nghién ctu vé anh hudng cta cac trang
web nam ngoai ban kinh bang hai tinh tir trang web dich. C6 it nhét hai 1y do

giai thich cho viéc nay: thi nhat, vi s6 lugng cac trang lang giéng phét trién
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rat nhanh cho nén viéc sir dung cic trang lang giéng qua xa sé& rat ton kém;
thir hai, cac trang lang giéng cang xa, thi né cang chira it chu dé lién quan dén
cac chu dé ton tai trong trang web dang duoc phan loai [2.16], do d6 ching

khong hiru ich nhiéu trong qua trinh phan 16p.

a) Lua chon cdc ddc trung trén cdc trang lang giéng

Céc dic trung da duoc sir dung tir cac trang lang giéng bao gdm cac
nhan, mot phan ndi dung (text lién két, ving vin ban 1an can xung quanh text
lién két, tiéu dé, dau dé), va toan bo nodi dung.

Nhiéu nha nghién ctru da tan dung céc trang lang giéng da duoc gan
nhan bdi con nguoi va st dung cac nhan trong qua trinh phan 16p web [2.15,
2.121, 2.11]. Piém noi bat ctia phuong phap sir dung nhan tryc tiép nay 13 su
chinh x4c ctia qua trinh gan nhin dugc thuc hién boi con nguoi 1a ot hon so
v6i bo phéan 16p tu dong. Piém yéu cia phuong phap nay 1a nhitng nhin nay
thuong khong co san. (Cac trang dugc gan nhin boi con ngudi cé san trén
mang Internet thudn chi chiém mot phan rat nho). Khi cac nhan khong sén co,
nhitng phuong phép tiép can nay s& phai d6i mat vdi do bao phu (Khong thé
dua ra quyét dinh cho mot sb trang) hodc lam giam tinh hiéu quéa ctia bo phan
16p dua trén ndi dung.

Co thé thay rang text lién két 1a mot loai ndi dung cuc bo trén céac trang
cha, thuong c6 kha ning md ta c6 dong ndi dung cua web dich [2.28, 2.27].
Day 1a nhitng thong tin thuc sy hitu ich trong qua trinh phan 16p trang web
cling nhu tim kiém web. Tuy nhién céc text lién két thudng ngin, do d6 né co
thé khong chira du cac thong tin can thiét cho bai toan phan 16p [2.49]. Diéu
nay c6 thé dugc khic phuc bang viée sir dung cac ving nodi dung van ban
xung quang text lién két ndy, bao gébm ca ndi dung text lién két [2.49, 2.24].
V61 nhitng trang web duoc tao mdt cach cdn than, thong tin & ti€u dé va cac

dau dé thuong 1a nhitng phan quan trong nhat. Boi vay, s& 1a hop 1y khi sir
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dung cac tiéu dé va text siéu lién két thay vi str dung toan bo ndi dung cia cac
trang lang giéng. Khi so sanh véi viéc sir dung nhan cua cac lang giéng, viéc
sit dung mot phan ndi dung cua cac trang lang giéng s& khong bi phu thudc
vao cac trang lang giéng duoc gan nhin boi ngudi dung. Loi ich caa viée sir
dung mot phan ndi dung cua cac trang lang giéng 1a chi phu thudc vao chat
luong cia cac trang duogc lién két.

Viéc sir dung nhén cua cac trang lang giéng da duoc thuc nghiém va
lam tang d6 do F 1én 12% so véi cach tiép can chi st dung duy nhat noi dung
cua trang web [2.97]. Ngoai ra vi¢c st dung toan b ndi dung cia cac trang
lang giéng sé& ting do do F 1én 1.5%. Thuc nghiém cho thiy rang viéc st
dung qua trinh gan nhin cho céc trang lang giéng trong bai toan phan 16p web
s& cho két qua tot hon hai phwong phap trén, chi str dung nhén cta cac trang
lang giéng [2.104].

Bing 2.4 m ta cac phuong phép tiép can cho bai toan phan 16p web c6
st dung cac dic trung cua cac trang lang giéng. T Bdng 2.4, ta ¢ thé thiy
rang nhan cac trang lang giéng la mot dic trung dugc sir dung thuong xuyén.
Mot diéu tha vi 13 text lién két lai dugc st dung it thuong xuyén hon so voi

du kién.
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Bang 2. 5. Cdc phwong phdp tiép cdn cho bdi todn phdn I6p web c6 sir dung

cdc ddac trung cua cac trang lang giéng

Assump- Types of On-page | Types of Combin-
Approach tion based | neighbors features | features ation
upon used utilized? | used method
[ Chakrabarti weak sibling no label N/A
et al. (1998)
Attardi et al. weak parent no text N/A
{1999
Frirnkranz weak parent no anchor text, | multiple
(1999 extended voting
anchor text, | schemes
& headings
Slattery & weak sibling no label N/A
Mitchell {2000)
Frrnkranz weak parent no anchor text, | multiple
(2001 extended voting
anchor text, | schemes
& headings
Lslover et al. weak parent ves extended N/A
(2002) anchor text
Sun et al. weak parent ves anchor text,
(2002) plus text &
title of
target page
Uohen (2002) weak parent no text & N/A
anchor
Calado et al. strong all six types ves label Bayesian
(2003) tvpes within Network
two steps
Angelova weak “reliable” ves text & N/A
& Weikum neighhors in label
{ 2008} a local graph
i & Davison | strong parent, child, | wves text & weighted
( 2006) sibling, spouse label average

b) Cdc lién két nhan tao

Mic du siéu lién két 1a mot kiéu lién két giita cac trang web dé nhan
thay nhat, tuy nhién n6 khong phai 1 lya chon duy nhat. Mot ngudi c¢6 thé hoi
cau hoi nhu nhimg trang web nao co6 thé duoc lién két/két ndi v6i nhau (tham
chi siéu lién két giita chiing khong ton tai). Trong khi sy twong tu vé noi dung
12 mot xuat phat diém hop 1y, thi do do vé sy dong xuat hién trong két qua cau
truy van co6 thé xem 13 mot d6 do manh [2.36, 2.7, 2.48, 2.28]. Trong md hinh

nay, hai trang web duoc xem xét 1a twong tu boi mot may tim kiém trong mot
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ngir canh cu thé, va nhin chung c6 thé bao gdm cac trang web c6 chira nhiing
ndi dung giéng nhau hodc cing chung d6 twong ty. Dya trén ¥ tudng nay, mot
phuong phap da dugce dé xudt dé tao ra méi lién két giira cac trang web xuat
hién trong két qua tra vé ctia cing mdt cau truy van va ca hai déu duoc xem
boi ngudi dung, ching dugc goi 1a cac lién két suy dién [2.120]. Cac két qua
so sanh cua ho cho thiy rang cac lién két suy dién nay ciing hiru ich cho qua
trinh phan 16p web. Mot phuong phap tiép can twong tu cho bai toan phan 16p
web bang cach sir dung mdi quan hé noi tai giita cic trang web va cc cau
truy van da duoc dé xuit boi Xue va cac ddong nghiép [2.133]. Y tuéng chinh
ctia phuong phap 13 thuc hién 13p qua trinh truyén ba thong tin vé cha dé cua
mot ddi tuong (cic trang web hodc cau truy van) toi cac doi tuong lién qua.
Phuong phép nay da lam tdng d¢ do F 1én 26% so v&i qué trinh phan 16p web
chi dya vao ndi dung.

Céac lién két duoc suy tur sy tuong tu vé ndi dung cé thé co ich. Dya
trén mot tap hop cac vector thude tinh dugc sinh ra tir cdc thu muc web, viéc
sir dung cac vector thudc tinh twong tu v6i ndi dung ctia trang web can phan
16p dd duoc nghién ctru [2.42], mic du nhitng lién két nay khong dugce sinh ra
mot cach ro rang. Cho trudc mét thu muc web nhu 1a dmoz hodc Yahoo!, mot
vector thudc tinh dugc xay dung cho mdi nat béng viéc lua chon cac tir khoa
c6 kha ning c6 kha niang dai dién tot trong cac mo ta vé chu dé, cac URL va
cac trang web trong nit do. Sau do, bd sinh cac thude tinh so sanh van ban
dau vao vai cac vector thudc tinh clia tit ca cic nit trong thu muc, va nhing
vector nao c6 do tuong ty vugt qua mot ngudng cho trudc s€ duge chon dé
lam giau phuong phap biéu dién tai cac tir khoa cua trang web dau vao. Mot
cach tiép can tuong tu dugc md ta trong [2.43], trong do céc tri thirc bach
khoa toan thu dugc st dung cho qua trinh sinh cac thudc tinh tu dong.

C6 mét s6 phuong phap khac dugc gidi thiéu dé tao ra cac lién két nhan

tao nhung khong dugc kiém tra véi bai toan phan 16p web, vi du nhu cac lién
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két sinh duoc gidi thiéu bai Kurland va Lee [2.72], trong d6 cac lién két duoc
tao ra giita cac tai liéu néu mo hinh ngén ngir duoc suy dién tir mot tai lidu s&
gan Xac suét cao cho tai liéu con lai [2.71, 2.72]. Mot vi du khac vé loai lién
két nay da duoc gidi thiéu bai Luxenburger va Weikum, trong d6 céac lién két
duoc tao ra tir nhitg lién két bac cao trong cac log ciia ciu truy van va su
tuong tu gitra ndi dung [2.81].

Huéng tiép can sir dung cac lién két nhan tao nay s& con mé ra nhiéu
co hoi cho nhitng nghién ctlru trong tuong lai. Vi du, dir liéu chtra cac trang
web dugc click boi ciing mot ngudi dung trong cing mot 1an duyét mot trang
web hi¢n tai con thua. Mgt cau hoéi tha vi 1a véi do thua cua dir 1iéu nay nhu
thé nao thi s& anh huéng dén qua trinh phan 16p web. Ngoai ra, sé 1a thuc sy
hitu ich khi chiing ta quan tdm nghién ctru vé van dé két hop gitra cac lién két

nhan tao va siéu lién két.

2.3.2.3. Cac thuat toan phan lép trang web
Ngoai viéc quyét dinh loai dic trung nao s& dugc st dung, viéc gan

trong sd cho cac dic trung nay cling dong mot vai trd quan trong trong qua
trinh phan 16p. Viéc nhin manh céc thudc tinh ¢6 nang lyc phan biét cao
thuong 14 qué trinh phan 16p boost. Qua trinh lira chon thudc tinh c6 thé xem
12 mot trudng hop dic biét cua qua trinh danh trong s cho cac thude tinh,
trong do céac thudce tinh bi loai bo s€ dugc gan trong ) b?mg 0.

Co6 rat nhiéu d6 do d3 duoc str dung cho qué trinh lya chon thudc tinh.
Mot s6 phuong phap tiép can don gian da chirng minh tinh hiéu qua cua no.
Vi dy, viéc chi sir dung phén dau tién ctia mdi tai liéu thuong tao ra by phan
16p nhanh va chinh xac cho cac bai bao méi [2.117]. Phuong phép nay dua
trén gia thuyét rang doan tong két ndi dung cia vin ban thuong ¢ dau van

ban, diéu nay thuong ding ddi v6i cac bai bao, nhung thuong khong ding véi
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cac tai liéu khac. Tuy nhién phuong phap nay sau dé da dugc ap dung vao bai

toan phéan 16p phan cap cac trang web va cho két qua tot [2.130,2.131].

Bang 2. 6. Cac thudt toan phan 16p web co sw dung cac ddc trung

trén trang ldng giéng

Feature
Baseline | Reported Document selection Evaluation
Approach | Task classifier | improv. represent. criteria dataset
Chakrabarti | Topical A term- Trom 520% | Pag-clwords | & score-hased | Tahoo
et al. based to V5 function directory
{1995) classifier {accuracy ) derived from
built on Duda &
TAFER Hart (1972
Mladene Teopical N/A N/A M-gram {aram Yahoo
{1909 frequency directory
Furnkranz Functional | A text Trom 70T | Set-ol-words | Bntropy Webh B
{100y classifier to SE.6T {for bassline
{accuracy ) classifier
Slattery Functional | N/A N/A Relaticns Na feature WebEEB
& Mitchell selection
{ 2000y
Fowon & Topical A kNN From 1559 | Bag-ol-words | Bxpected Hanmir
L (20007 classifier to 19.2% mutual
with {micro- mformation
traditional | averaging and
cosEine breakeven mutual
similarity | point mformation
Measure
Furnkranz Functional | A text Trom 70T | Set-ol-words | Bntropy Webh B
{20013 classifier to 8607 {for baseline
{accuracy ) classifier
Sun et al Functional | A text From 0,488 | Set-of-words | No feature WebEE
{2002) classifier to 075 selection
{F-measure)
Cohen Topical A simple From 01.6%, | Bag-ol-words | No feature A custom
{2002 bag-cf- o 06.4% selection crawl cn
words {accuracy ) nins
classifier COMPATy
webh sites
Calado Tepical A kNN From 30.5% | Bag-cl-words | Information Cade
et al. textual to 81.6% gain directory
{2003} classifier {accuracy )
Golub & Tepical H/A NfA Word [phrass | No teature Engineering
Ardy (20055 selection Electric
Library
(h & Teopical An 5VM From 7510 | Bag-cl-words | Wo feature ODP
Daviscn textual to 91.4% selection directory
{2008} classifier {accuracy )

Ngoai nhitng d6 do don gian nay, c6 mot sé phuong phap liwa chon
thudc tinh da dugc phat trién cho bai toan phan 16p van ban, vi du nhu d6 do
luong thong tin thu dugc, do do thong tin twong hd. Nhung phuong phap tiép
can nay cling hitu ich cho bai todn phan 16p web. Mot phuong phép dua trén

thuat todn k-NN, trong do céac thudc tinh dugc lya chon thong qua viéc su
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dung hai ma tran: thong tin trong hd ky vong va thong tin tuong hd [2.74].
Céc tir khéa dugce gan trong sb theo cac thé HTML ma cac tir khoa nay xuat
hién trong d6. Trong bai toan phan 16p vin ban, ton tai mot 1op cac van dé
trong d6 cac chu dé co thé dugc phan biét bang mot s it cac dic trung trong
khi mot s6 luong 16n cac thude tinh con lai chi dong vai tro rat it trong viéc
phan biét giita cac chi dé. Nhitng nghién ctru vé bai toan phan 16p kiéu nay
chi ra rang b phan 16p SVM c6 thé cai thién van dé nay bang qua trinh lya
chon thudc tinh [2.41]. Bén canh d6, mot do do cho phép du doan tinh hi¢u
qua cua qua trinh lya chon thudc tinh ma khong can huin luyén va kiém tra
bd phan 16p ciing da duoc dé xuat [2.41].

Phuong phap danh chi muc cac ngir nghia tiém an (LSI) [2.29] 1a mot
phuong phép giam s6 chiéu thong dung. Tuy nhién, d6 phic tap tinh toan cua
n6 lam cho né khong hi¢u qua khi kich thudce bai toan 16n. Boi vay, cac thuc
nghiém str dung LSI tréng bo phan 16p web [2.107] déu dugc tién hanh trén
cac bo dir liéu nho. Mot sb nghién ctru da dé xudt cai tién trén LSI [2.57, 2.58]
dé no c6 thé hoat dong hiéu qua trén tap dir liéu 16n. Cac nghién ctru di chi ra

tinh hiéu qua ctia nhimg cai tién nay [2.25, 2.35].

a). Thudt toan hoc quan hé

Boi vi cac trang web c6 thé duoc xem nhur 13 cac thé hién duogc lién két
v6i nhau bdi cac quan hé siéu lién két, bai toan phan 16p Web c6 thé duoc
xem 14 bai toan hoc mdi quan hé, 1a mot chi dé thong dung trong nganh hoc
may. Bdi vy, s& c6 y nghia néu phuwong phap hoc quan hé duoc ap dung vao
bai toan phan 16p web. Qua trinh gan nhan 16ng 1a mot trong nhirng thuat toan
hi€u qua cho bai toan phéan 16p web.

Qua trinh gan nhén 10ng [2.112] ban dau 1a mot tha tuc duoc dé xuét
cho qua trinh phan tich hinh 4nh. Sau do, n6 dugc s dung rong rai trong phan

tich hinh anh, tri tu¢ nhan tao, nhan dang mau, va khai pha web. Trong ngit
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canh cua bai toan phan 16p, thuat toan gan nhin long dau tién st dung bo
phan 16p dé gan nhan cung véi xac suat cho mdi nit (trang web). Sau d6 no
lan luot xem xét mdi trang web va danh gia lai cac x4c sudt gan nhan cua nuat
d6 dya trén danh gia moi nhat vé phan 16p nhin cia cac lang giéng [2.14].
Géan nhan 1é6ng 1a mot k¥ thuat phan 16p hiéu qua [2.15, 2.80, 2.4]. Dua trén
mot framework méi cho qua trinh mé phong phan b lién két thong qua cac
thong ké lién két, Lu va Getoor da gidi thi¢u mdt cai tién cua thuat toan gan
nhan 16ng, trong d6 mot bd phan 16p logic két hop s& dugce sir dung dua trén
thong tin vé ndi dung va lién két. Phuong phéap nay [2.80] khong chi chimng t6
dugc tinh hi¢u qua so vo1 bd phan 16p dua trén ndi dung, ma con thuc hién tbt
hon bo phan 16p phang dua trén ca ndi dung 14n cac dic trung lién két. Trong
hai cai tién duoc gi6i thiéu bai Angelova va Weikum [2.4], khong phai tit ca
cac lang giéng déu duoc xem xét. Thay vao do6, chi nhiing trang lang giéng
nao c6 do tuong tu dii gan véi ndi dung cua trang web dich méi duogc sir
dung.

Bén canh thuat todn gan nhan long, cic thuat toan hoc quan h¢ khac
cling dugc ap dung vao bai toan phan 16p web. Sen va Getoor da so sanh va
phan tich thuat toan gan nhin long voi hai thudt toan phan 16p phd bién dua
trén lién két, d6 1a thuat toan lap truyén ba do tin tudng va phan 16p lap. Két
qua thuc nghiém trén dir liéu web t6t hon so voi két qua trén nodi dung
[2.117]. Macskassy va Provost da xay dung mdt by cong cu phuc vu cho bai
todn phan loai dir liéu mang [2.82], trong d6 c¢6 st dung mot bo phan 16p quan
hé va mdt tap hop cac thu tuc suy ludn trén tap hop. Két qua thyc nghiém cho
théy b cong cu nay thuc hién tdt trén mot vai tap dir liéu, bao g6m ca dir liéu

web.

b) Sw cdi tién cdc thudt todn truyén théng
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Dé nang cao hiéu qua phéan 16p, bén canh phuong phap Iya chon thudc
tinh va danh trong s6 thuoc tinh, ching ta con c6 thé cai tién cac thuat toan
truyén théng nhu k ngudi lang giéng gin nhét, may vector hd tro dé phu hop
v6i bai toan phan 16p trang web.

Bo phan 16p kNN danh gia vao mirc d6 khac nhau giira tai liéu kiém tra
v6i cac tai liéu khac bang cach xac dinh khoang cach tir tai liéu kiém tra t6i
mdi tai liéu hoc. Hau hét cac bo phan 16p kNN da c6 sir dung do do twong tir
cosin hoic tich vo huéng. Nhimg do do ndy chua thé hién dugc mirc do lién
quan gitra cac tr nén mdt do do tuong tuy mdi da dugce dé xut, st dung nhiing
tir dong xuat hién trong tai liéu [2.74, 2.75]. Tan suit ctia nhimg tir dong xuat
hién c6 rang budc vé ngir ngit nghia voi cac tir khac. Néu hai tai liéu ¢ nhiéu
tir cung xudt hién thi chiing c6 mdi quan hé gan giii hon. Thyc nghiém cua ho
chi ra rang két qua ctia phuong phap ndy cao hon so véi st dung d6 do cosin
va tich vo hudng. Vi thuat toan kNN sir dung céc tinh toan xac suat [2.51],
xac sudt mot tai liéu d thude 16p ¢ duge xac dinh bang khoang cach tir tai liéu
d6 toi cac hang x6m clia nd va xac suét ciia nhitng hang xém thudc 16p c.

Hau hét cac thuat toan hoc giam sat chi hoc mo hinh tir dir liéu huan
luyén. Co-training, dugc gidi thi€u bdi Blum va Mitchell 1a mot hudng tiép
can khac, st dung ca dir liéu gan nhan va chua gan nhan dé thu dugc dd chinh
x4c cao hon. Trong bai toan phan 16p nhi phan, hai bo phan 16p duoc huan
luyén trén hai tap thudc tinh khéc nhau, dugc s dung dé phan 16p céac vi du
chua gan nhin. Dy doan cta bd phan 16p nay duoc sir dung dé huan luyén cho
bd phan 16p kia. So sanh vé1 cac thudt toan khac chi su dung dir li¢u da gan
nhan, phuong phép co-training c6 thé giam ti 1 16i xudng con mot nira. Ghani
téng quét thuat toan dé giai quyét bai toan trong trudng hop nhidu 16p [2.45,
2.46, 2.47]. Két qua thuc nghiém cho thiy, sir dung co-training, do chinh xac
khong tang khi s6 10p nhiéu. Ho cling dé xuat phuong phap nang cao do chinh

xac, ap dung k¥ thuat cia Dietterich va Bakiri [2.30] sir dung nhiéu hon s6
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bd phan 16p can thiét. Thong tin vé ndi dung va ciu tric cla trang web ciing
dugc xem xét trong thuat toan co-training 4p dung vao bai toan phan 16p web
[2.102].

Dé hoc bd phan 16p can rat nhiéu dir liéu dugc gan nhan thii cong thudce
16p hai 16p am va duwong. Hudng tiép can dua vao SVMs dé loai bo tap dir
liéu 4&m ma khong lam giam d6 chinh xac ciia bd phan 16p di duoc dé xut
[2.142]. Véi dit liéu duong va dit liéu chua gan nhén, thuat toan cta ho c6 thé
xac dinh nhiing dic trung duong quan trong nhét. Sir dung nhiing dic trung
duong ndy, n6 s& loc va dua ra nhimg vi du duong c6 thé tir tip vi du chua
gan nhin. BO phan 16p SVM c¢6 thé dugc huin luyén trén tap vi du duong da

duogc gan nhan va loc céac vi du am.

¢) Phan 16p trang web theo cdy phdn cap chu dé

Trong cac nghién cru phan 16p vin ban, hau hét déu tap trung vao bai
todn phan 16p ma cac 16p cho trudc dugc xem la tach bi¢t nhau va khong co
cdu triic xac dinh mdi quan hé gitta chung. Nhiing bai toan phan 16p nhu vay
dugc goi 1a bai toan phan 16p phing (flat classification). Tuy nhién, trong
truomg hop c6 s6 lugng kha 16n cac 16p, bai toan s& phuc tap hon rat nhidu va
khi thyuc hién céc giai phap phan 16p thuong cho két qua khong chinh xac. Vi
vay, mot van dé duoc dit ra 1a cAn phéan 16p cac van ban sir dung cau tric
phan cap.

Theo chién luge chia nho va dé quy, viéc st dung cAu tric phan cép
cho bai toan phan 16p trang web dd dugc dé xuat [2.31]. Bang cach viéc chia
bai toan phan 16p ban dau thanh nhitng bai toan con nhé hon tai mdi mirc cua
cdy phan cap, thuc nghiém ciia ho cho thiy d6 chinh x4c thu duoc cao hon so
v6i khong phan cip. Wibowo va Williams [2.130] ciing nghién ctru vé bai
toan phan 16p trang web theo ciu tric phan cip va dé xuat phuong phap lam

giam toi da 15i phan 16p [2.131]. Mot phuong phap hiéu qua ciing da duoc dé
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xuét [2.103] dé phén 16p trang web vao ciu tric phan cap cac cha dé va cap
nhat thong tin cac 16p khi cay phan cap duge mao rong.

Liu va cic dong nghiép dd nghién ctru str dung SVM mot cach hiéu qua
dé phan 10p tai liu vao mot taxonomy 16n [2.77]. Két qua nghién ctru cho
thiy, mic di SVMs phan cip hiéu qua hon SVMs phang, nhung ca hai cach
tiép can déu chua du ning lyc dé giai quyét bai toan trong trudng hop
taxonomies 16n. Bén canh d6, cdu trac phan cip khéng dem lai hiéu qua hon
c4u tric phang voi bd phan 16p kNN va Bayesian [2.78].

Dé danh gia hiéu qua ctia bo phan 16p phén cap, d6 do vé mirc do phan
16p sai da duoc dé xuat [2.120], bang cach do khoang cach giita 16p ma bo
phan 16p du doan véi 16p thuc su chira tai liéu do. Kiritchenko cling xem xét

mot cach chi tiét vé bai toan phan 16p phan cép [2.69].

d) Két hop théng tin tir nhiéu nguén tai nguyén

Tan dung thong tin tir nhiéu ngudn tai nguyén khac nhau co6 thé gitp
nang cao dg chinh xac, dac biét khi thong tin dugc xem xét 1a truc giao. Trong
phan 16p web, két hop cac lién két va ndi dung trang web 1a kha phd bién
[2.11, 2.104].

Phuong phap pho bién dé lién két nhiéu thong tin 1a xem xét thong tin
tir cac ngudn khac nhau nhu nhimg tip dic trung khac nhau. Mdi tap dic
trung nay duoc huin luyén bang mot bd phan 16p. Sau do, cac bd phan 16p
nay duoc két hop véi nhau dé dua ra quyét dinh cudi cing. Co6 mot vai
phuong phap dé lién két cac bo phan 16p nay [2.70], bao gdm mdt sé phuong
phap d3 dugc phat trién kha tdt trong hoc may nhu bo phiéu (voting) va sap
xép (stacking) [2.132]. Bén canh nhiing phuong phéap két hop truc tiép nay,
co-training - dugc thao luan & phan trén, ciing 13 phuong phap hiéu qua s
dung nhiéu bo phan 16p, mdi bo phan 16p dugc hudn luyén trén tap dic trung

trich chon tir cac ngudn thong tin khac nhau.

111



Duya trén gia thuyét mdi ngudn thong tin cung cap mot khung nhin khac
nhau, phuong phap két hop nhiéu ngudn thong tin c6 tiém nang cho két qua
t6t hon so v6i bat ct phuong phap don ndo. Tuy nhién, lién két hai ngudn
thong tin khong phai luc nao ciling tét hon sir dung timg tai nguyén. Két hop
do do twong tu gitra hai thu muc véi bo phan 16p dua vao ndi dung kNN cho
két qua thap hon str dung mot minh bd phan 16p kNN [2.11].

2.3.2.4. Phan 16p website
Mot nhanh nghién ctru cua bai todn phan 16p Website 1a st dung ndi

dung cua site. Nam 2001 Pierre d3 gi6i thiéu mot phuwong phap tiép can cho
bai toan phan loai website vao cac chu dé vé cong nghiép bang viéc sir dung
cac th¢ HTML [2.103].

Mot hudng nghién ciru khac tap trung vao viéc st dung cdc tinh chat vé
ciu trac cua website. Ngudi ta dd chimg minh duogc rang c6 mot mdi quan hé
mat thiét giita cau tric lién két ctia website va chirc ning ciia nd. Tong tin vé
cAu trac ctia mot site da duoc st dung dé xac dinh chire ning cua né (vi du
nhu 1a may tim kiém, cac thu muc web, website hop tac) [2.3]. Ciing xuét
phat tir tinh chat trén, mbi quan hé giita thong tin vé cdu tric va ndi dung
cling da dugc phan tich rd hon [2.76].

Di c6 mot sd nghién ctru vé viée st dung ca thong tin ciu trac va noi
dung vio bai toan phan 16p website. Ester va cac dong nghiép da khao sat ba
phuong phap tiép can dé xac dinh chi dé cho mot website dwa trén cac
phuong phap biéu dién website khac nhau [2.34]. Cac website dugc biéu dién
nhu 12 mt trang 40 bao gom tat ca cac trang trong site d6, mot vector tan suat
cac chu dé, hodc mdt ciy gém cic trang web va chu dé. Thuc nghiém da
ching t6 rang phwong phap phan 16p cdy cdu tric cho két qua tot. Mot
phuong phap biéu dién website nhu 1a mot mé hinh ciy hai tang da duoc gidi

thiéu [2.124], trong do moi trang dugc md hinh bdi mot mdé hinh DOM va
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mot site dugc biéu dién nhu 1a mot cay phan cip duoc xay dung dua trén cac
siéu lién két gitta cac trang. BO phan 16p duoc céc tac gia sir dung 1a bo phan
16p dua trén md hinh cdy Markov an.

Bai toan phan 16p céc trang web s& rat hitu ich cho bai toan phan 16p
website, do viéc biét duoc chu dé cua cic trang web trong site c6 thé hd tro

qua trinh quyét dinh chi dé cua site day [2.34].

2.3.2.5. Phan 16p blog
Ngay nay blog dang trd nén phd bién trén mang Internet nén viéc

nghién ctru bai toan phan loai blog ciing tré nén cip thiét. Nghién ctru vé phan
16p blog duoc chia lam ba loai: xac dinh blog ( dé xem mot trang web c6 phai
la blog hay khong), phan 16p trang thai tinh cdm va phan 16p theo danh muc.

Nanno va cac dong nghiép da gi6i thiéu mot hé théng tuw dong suu tap
va quan 1y cac bd suu tdp cac blog [2.91]. Su hiéu qua cia cac thuit toan
thong dung vao bai toan xac dinh blog da dugc khao sat [2.33]. St dung mdt
s6 luong cac thudce tinh dugc lua chon bdi nguoi dung ( mot sb trong d6 1a
cac tu dac trung cho blog nhu “Comments” va “Archives”), cac tac gia da cho
théy réng nhiéu thuét toan hoc may hién cé déu c6 thé dat duoc do chinh xéc
thoa man (khoang 90%).

Linh vuc nghién ctru thir hai trong bai toan phan 16p web la viéc phat
hién trang thai tinh cam cua blog. Hau hét cdc phuong phap hién tai déu phat
hién trang thai tinh cam & murc cac lan viét bai ctia ca nhan. Cac bai viét trén
blog thé hién hai thai cuc ctua trang thai tinh cam, hanh phuc va budn, cb thé
duoc phan biét bang ndi dung ngdn ngit [2.84]. Mot bo phan 16p Bayes duoc
huén luyén trén 10,000 bai viét va do chinh xéc thu dugc 1a 79%. Trén thuc
té, trang thai tinh cam trén blog khong chi don gian 1a hai thai cuc 1a hanh
phic va budn [2.22, 2.85]. Khi thuc hién qua trinh phan 16p nhi phéan cac bai

viét trén blog vao hon mot tram trang thai tinh cdm duoc dinh nghia trudce, bd

113



phan 16p SVM chi cai tién dugc khoang 8% d6 chinh xac. Trong khi viéc phat
hién trang thai tinh cam cho céc bai viét riéng 1é rat kho, thi nhiing nghién ciru
vé sau ndy [2.86] di chi ra rang viéc quyét dinh trang thai tinh cam trung binh
trén magt tdp hop 16n cac bai viét trén blog lai c6 thé dat dugc d6 chinh xéc
cao.

Loai nghién ctru thtr ba cua bai toan phan 16p blog thuong dugc thuc
hién & murc blog. Nowson da thao luan vé su khac nhau cua ba loai blogs: tin
tire, binh lun, va tap chi [2.96]. Mot phuong phap da duoc dé xuét [2.105] dé
tu dong phan loai cac blog vao mot trong bon thé loai: Nhat ky cé& nhan, tin
tire, chinh tri va thé thao. Viéc sir dung biéu dién tai liéu 2-gram tfidf va bo
phan 16p naive Bayes, phuong phap tiép cin ctua Qu va cac dong nghiép
[2.105] c6 thé dat duoc d6 chinh xac 1a 84%. Cho dén nay, dudng nhu cac
nghién ciru vé hai loai nghién ciru thir hai va thi ba ¢ trén dang phai d6i mat
v6i viée thiéu mot taxonomy duogc xay dung tot.

Bai toan loc ndi dung trang web c6 thé xem 1a su két hop cac dic diém
cua hai img dac biét cua bai toan phan 16p tu dong van ban, do 1a

1. Phan 16p trang Web, vi du nhu t6 chirc cic trang web hodc cac két
qua tra vé ctia may tim kiém dudi cdu trac cay thu muc [Yahoo!,
DMOZ].

2. Loc noi dung trang Web, vi du nhu phan loai méi mot dong cac tai
liéu nhan dugc vao mot trong hai thé loai hodc Phi hop voi nguoi
dung thuwr i hodc ( Khong phu hop voi nguoi dung thur 1) dua trén s&
thich hodc su phil hop cta cac tai liéu ddi voi nguoi dung. Bai toan
loc ndi dung cé hai diéu dic biét so vGi cac ung dung phan 16p van
ban

Ti 1€ tai liéu duoc gan sai nhan la duong va gan sai nhan la am thuong

c6 do quan trong khac nhau.
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Khéi luong dit liéu huan luyén duogc lay vé ting lién tuc, thong qua qué
trinh tuwong tac véi ngudi ding. Diéu nay cé nghia rang cac k¥ thuat/ thuat
toan c6 kha ning hoc bo phan 16p ting dan (Thuat toan hoc truc tuyén) phai
dugc st dung. Gan day vi¢éc sur dung thuat toan hoc truc tuyén lam cuc dai
hoa dudng bién [2.10] d3 duogc st dung va thu duoc két qua tét so voi cac tng
dung phan 16p van ban chuén.

Phat hién cac ndi dung khong phu hop, vi du nhu cac trang web c6 ndi
dung khiéu dam hoac thu rac. Day 1a mdt thé hién cua Bai toan quan tri ndi
dung trong moi trudng quang cao; noi ma cac Uung dung quan tri ndi dung
phai d6i mat voi sy xuét hién cia cac tac gia thuong 1a do muc dinh kinh té

ma khong hop tac v6i nguoi tim kiém noi dung.

2.3.3. Lua chon gidi phap phan l16p trang web trong bai toan lgc ngi dung
Qua qué trinh khao sat bai toan phan 16p web, do sé luong cac trang

web duoc phan 16p 1a rat 16n, thoi gian va khdi lugng tinh toan yéu cau 1a rat
16n. Dé hé thong loc c¢6 thé duoc thyc thi trong méi truong Internet, cac thuét
toan phéan 16p web phai du don gian vé d6 phirc tap tinh toan nhung dong thoi
phai dam bao tinh hiéu qua (d6 chinh xac/dd hdi tuong) cua két qua phan 16p.
Luoc db 4p dung bai toan phin 16p web vao hé thong loc ndi dung trén
Internet s€ bao gém hai giai doan: Giai doan loc don gian va giai doan loc
phtrc tap.

O giai doan loc don gian, phuong phap tiép can théng ké cho b phan
16p, st dung phuong phap biéu dién tai tir khoa, két hop voi qué trinh loai tir
dung va léy tur géc dugc st dung. Cac tir khoéa duge danh chi muc dugc lya
chon théng qua mot ngudng cuc tiéu cho tan sb tai lidu trong tap dit liéu huan
luyén. M6 hinh dugc xay dung cho mdi chu dé s& bao gdm danh sach céc tan
s6 duoc xép hang cila cac tir khda. Qua trinh phéan 16p dugc st dung thong

qua do do sai léch vi tri trén cac danh sach xép hang céc tir khoa.
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Giai doan thur loc thir hai (giai doan loc phurc tap) s€ tip trung vao cac
trang web bi phan loai sai vao cac thé loai khong phul hop béi bd loc don gian
o trén. Thay vi sir dung cac tir khoa don trong vi¢e biéu dién céc tai liéu, tap
hop cac tir khoa xung quanh tir khoa ddy s& duoc sir dung. Tép hop céc tir
khoa ngir canh nay c6 thé dugc 1dy bang mét cta so truot, va duoc biéu dién
nhu 1a mot danh sach hodc moét tap hop. Ngoai ra cac ki thuat ciia qué trinh
xur ly ngon ngir tu nhién (NLP) nhu POS, gan nhan tén thuc thé ¢ thé, dugc
ap dung dé 1am giau ngir nghia cta tir khoa. Dbi vai tiéng Viét, qua trinh tach
tir [2.9] s& duoc ap dung dé ting d6 chinh x4c cta qua trinh phan 16p. Thuat
todn phan 16p web dugc lya chon trong giai doan nay la thuat toan gan nhan

l6ng [2.15], dua trén thuat toan hoc truc tuyén [2.10].

2.4. Phwong phap cap nhéat danh sach loc URL
Nhu di duoc gidi thiéu, dé c6 duoc mot hé thong loc ndi dung hiéu qua

thi can thi hanh cac giai phap da dang, trong d6 co ca cac giai phap loc noi
dung va cac giai phap loc theo dia chi. Danh sach trang (cac website lanh
manh) va danh sach den (cac website doc hai) vira ¢6 tac dung gidm nhe cong
viéc loc ndi dung, vira cung cp cac tap trang web nhan dé loang t&i cac trang
web trang va den méi. Cac danh sach loc URL (tring va den) nhan dugc trén
co s& ¥ kién chuyén gia va thuong xuyén duoc cap nhit ca theo giai phap ¥
kién chuyén gia hoac loang tu dong.

Pé ty dong cap nhat danh sach URL, mot s6 phuong phéap duoc dua ra
nhu: cac phuong phép dua vao lién két dé xac dinh link spam, hay phan 16p
dé x4c dinh cac URL chta noi dung xAu/tdt,...ttr d6 cap nhat cac URL tdt/x4u
vao danh sach loc.

Cac phuwong phap link spam: sir dung cac thuat toan tinh hang dua
vao lién két nhu PageRank dé danh gia do t6t/xdu cta cac URL, v6i quan

niém: cac trang c6 ndi dung xau thuong cé xu hudng lién két téi nhau va
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nguoc lai cac trang c6 ndi dung tbt thuong lién két véi nhau va hiém co lién
két t6i cac trang xau. T tip nhan cac URL dugc gan trong sb t6t/xau ban
dau, thong qua lién két, trong sé duoc phan phdi cho cac URL dugce loang t6i.
Nhitng URL c6 trong sb cang cao cang dugc danh gia tot.

Vén dé dit ra 1a can xac dinh ngudng (threshold) dé quyét dinh mot
URL thuc su tdt/xau: black Threshold — xac dinh nhitng URL c6 trong s6 nho
hon blackThreshold dugc coi 18 URL xdu va whileThreshold — xac dinh
nhitng URL c6 trong sb 16n hon whileThreshold duoc coi 1a URL tét. Sau d6
cac URL moéi ndy duoc cdp nhat vao danh sach loc twong tmg (t6t hodc xau).
Céc URL c6 trong s nam trong khoang black/whileThreshold c¢é thé khong
can cép nhét vao danh sach loc boi duge coi 1a chua xac dinh.Phuong phap
can st dung cAu triac cta do thi web - céc lién két vao ra tr mdi URL, va do
tinh chat hoi tu, tinh gia tang (sir dung cac trong s6 URL ¢ lan danh gia trudc
dé cap nhat cho l1an danh gia sau) ctia cac phuong phap tinh hang trang nén
dé tang nhan dién nhanh can luu lai cAu tric web va trong sb ctia cac URL da
dugc duyét qua. Hon nita viéc danh gia ndy c6 thé lam doc lap voi hé thong,
duoc thuc hién ngoai tuyén (offline) va chi cap nhat lai danh sach loc sau
nhing khoang thoi gian nhat dinh.

Phwong phap két hop bd loc ndi dung: dua vao ndi dung cua URL va
ndi dung cua trang tai liéu tng véi URL dé phan loai tai liéu tot/xdu. Tan
dung bd phan 16p nodi dung tai liéu dé xac dinh cac URL chira ndi dung
tdt/xau va cap nhat vao danh sach loc néu can.

Khi vmg dung vio hé théng loc ndi dung, can quan tém t&i mot sé van dé
sau day:

- Vén d xay dung cac mau loc URL,

- Van dé cap nhat danh sach loc URL ban dau, ty dong tim kiém cac

trang web “tuong tu” véi cac trang web trong danh sach tring va

danh sach den,
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- Xay dung module cip nhat danh sach loc c6 thé ap dung thuat toan
PageRank, TrustRank, trong do luu y cac giai phap linhpam.
- mot sb van dé lién quan khéc

Duéi déy trinh bay cac noi dung vé loc theo chuan PICS.

2.4.1. Gi6i thiéu loc theo chuin PICS
Chuan PICS (Platform for Internet Content Selection) dugc W3C

(World Wide Web Consortium) dwa ra vao nam 1995, chuan nay cung cip
tap tir dién cac nhan nham xac dinh ndi dung cac trang tai lidu trén Internet.
Ban dau chuan duoc dua ra gitp ngudi dung dé dang tim cac trang web ¢6 nodi
dung pht hop va tranh nhiing trang c6 ndi dung khéng mong mudbn, nham
kiém soat viéc truy cap Internet cta tré nho. Sau do, dan tré thanh chuan dinh
dang dé danh gia noi dung céc tai liéu.

Chuan PICS 1a cung cdp mot khung (framework) cho viéc phat trién
cac lugc dd gan nhan va cho phép nguoi dung lya chon linh dong cac tiéu

chuan loc theo mong muon.

2.4.2. Danh gia va gan nhan
Chuan PICS dua ra 2 loai nhin: self-label va third-party label. Mbi tai

ligu Web dugc gan nhan phu hgp véi ndi dung boi nguoi tao tai lidu, goi la
self-label. Tuy nhién c6 thé tac gia khong gin nhin hodc khong gan nhin
ding cho trang tai li¢u. Do vay gidi phap gén nhan cua bén thtr ba, third-party
label, duoc dua ra dé danh gia va gan nhan cho céc tai liéu Web. Va khi do
nguoi dung co thé lwa chon sir dung nhin do tac gia hodc ctia bd gan nhin bén
thir 3 dwa ra. Mot nhan bao gém 3 phan: service identifier, label options, va
rating. Service identifier: khai bao URL cua server duoc dung dé danh gia.
Label options: dua ra cac thudc tinh cua tai li¢u dugc danh gia. Rating: trong
sd dugc danh gia. Twong tmg c6 cac cach danh gia (thuc hién gan nhan):

Self-rating:
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Nguoi cung cdp (tao tai liéu)tw gdn nhén cho tai liéu ma ho tao ra.
Third-party rating:

Dich vu thuc hién gan nhan doc lap voi phia tao va phan phéi tai liéu,

vd ¢6 hé thong gan nhan riéng. Do vdy ciing mét ndi dung, cdc hé

théng khdc nhau c¢é thé dwa ra cdc nhén khéc nhau.
Ease-of-use:

Nguoi dung dwoc phép tw danh gia, gan nhan cac tai liéu.

Do su da dang cua cac tiéu chuin dao dirc, van hoa cua nguoi dung nén
chuan PICS dugc trién khai trén nhiéu hé thong gan nhdn dé co thé dap tng
duoc cac nhu cau sir dung trén Net. Khong mot hé théng gan nhan don nao
phu hop voi tit ca moi nguoi trén cong dong web.

Vian dé gan nhan can dam bao tinh toan ven noi dung cua céc tai li¢u
Web va trong sudt ddi véi cac browser. Cac hé thong gan nhan dua trén PICS
can linh dong trong céc tiéu chuan duoc sir dung dé danh gia, va cac tiéu chan
can mé dé ngudi dung c6 thé kiém tra.

Céc nhan dugc thém vao ma HTML dugc coi nhu thong tin cua thé
META, va ¢ phan dau (header) cua trang tai liéu.

<META http-equiv="PICS-Label" content='labellist'>

Vi du mot trang HTML c¢6 header chira thong tin gan nhan PICS:
<head>
<META http-equiv="PICS-Label" content='
(PICS-1.1 "http://www.gcf.org/v2.5"
labels on "1994.11.05T08:15-0500"
until "1995.12.31T23:59-0000"
for "http://w3.org/PICS/Overview.html"
ratings (suds 0.5 density 0 color/hue 1))
">

</head>
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2.4.3. Chu triic PICS
2.4.3.1. Cu tric ciia PICSRules
Cac luat cia PICS (PICSRule)[2b.3] dua trén cac biéu thuc S-
expression, gdm cip gia tri va thudc tinh. Cac gia tri 13 xau dugc dit trong
dau nhay kép hodc danh sach céc cap thudc tinh — gia tri dugc dat trong dau
ngodc don, va dugc phép 16ng nhau. Khi gia tri cia mot thudc tinh 1a mot
danh sach cac cdp thi dugc goi 1a thudc tinh chinh, va co thé duoc bo qua
khong can khai bao.
B0 phan tich ct phap nhan dién gia tri ciia cac thudc tinh: cac gia tri bat dau 1a
dau nhay kép hodc ddu mo ngodc don; va nhitng gia tri khong ghép cip véi
mot tén cua thudc tinh nao thi no6 1a gia tri cia thudce tinh chinh.
Vi du vé cac khai bao céc cap thudc tinh — gia tri:
attrvalpair:: attribute whitespace value | value
attribute:: alphanumstr
value:: quotedstring |'(' attrvalpair+ ')’

quotedstring:: '"'notdoublequotechar*'"'

"!'"notsinglequotechar*"'"

alphanumstr:: (alphanum | '.')+

whitespace:: ' ' | "\t' | "\r' | "\n'

alphanum:: '0' - '9' | 'A' - 'Z' | 'a' - 'z!
notdoublequotechar :: bit ki ky tu Unicode nao tru "
notsinglequotechar :: bat ki ky tu Unicode nao tru '

Pé xac dinh mot xau co thé dung dau nhay don hodc diu nhdy kép.
Tuy nhién dau nhay don con c6 y nghia nhu ddu bat dau két thac mot xau, do
vay khi trong xau c6 chira ddu nhay kép thi can dugc dat trong cip diu nhay
don. Dau nhay don, nhay kép va phan trim c6 thé duoc dua vao xau dudi
dang ma (%27, %22, %25) va ngoai ra khong c6 ma nao khac duoc chip

nhan.Bang dudi 1a vi du cach biéu dién xau trong PICS.
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|Xﬁu biéu dién trong PICS Rule

|Xﬁu phéan tich dwoc

"string"

|string

'string'

|string

"This is "quoted" text.'

|This is "quoted" text.

"It's nice to quote."

|It's nice to quote.

"1t%27s nice to %22quote.%22"

"50%25 of test scores are above the median"

|It's nice to "quote."

|50% of test scores are above the median

"50% are below the median"

|<x€1u 101>

PICSRules con cung cap cau tric cho phép dua chu thich (comment):
comment:: '{' comment-text* '}’

comment-text:: bat ki ky tu nao trur '}'

Véi cau tric nay, chi thich khong dugc phép 10ng nhau. Chu thich c6 thé xuat
hién & bat ki dau trong PICSRules.
Trong dinh dang ctia PICSRules, c¢6 thé c6 mot sé thanh phan nhu

"policy-expression" va "URLpattern" dugc sir dung trude va khai bao sau nhu

vi du:

rule:: '(' 'PicsRule-'verMajor'.'verMinor rule-body ')'
verMajor :: integer
verMinor :: integer
rule-body :: '(' rule-clauses ')'

rule-clauses : rule-clause+

rule-clause :: policy-clause |
name-clause |
source-clause |
service-clause |
opt-extension-clause |
reg-extension-clause |
extension-aval
policy-clause

"Policy' '(' policy-attribute+ ')'

policy-attribute :: ['Explanation'] quotedstring |
'RejectByURL' URL-strings |

"AcceptByURL' URL-strings |
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'RejectIf' policy-string |
'RejectUnless' policy-string |
"AcceptIf' policy-string |
"AcceptUnless' policy-string |

extension-aval

URL-strings :: URL-string | '(' ['patterns'] URL-string+ ')'
URL-string :: '"'URLpattern'"'

policy-string :: '"'policy-expression'"'

name-clause :: 'name' '(' name-attribute+ ')'

name-attribute :: ['Rulename'] quotedstring |

'"Description' quotedstring |
extension-aval
source-clause :: 'source' ' (' source-attribute+ ')'
source-attribute :: ['SourceURL'] quotedURL |
"CreationTool' quotedstring |
'author' quoted-address |
'LastModified' quoted-date |
extension-aval
service-clause :: 'serviceinfo' '(' service-attribute+ ')’
service-attribute :: ['Name'] quotedURL |
"'shortname' quotedstring |
'"BureauURL' quotedURL |
'UseEmbedded' yes-no |
'Ratfile' quotedstring |
'BureaulUnavailable' pass-fail |

extension-aval

yes-no :: '"'Y-N'"'

Y-N :: 'Y'" | 'N'

pass-fail :: '"'p-F'"’

P-F :: 'PASS' | 'FAIL'

opt-extension-clause :: 'optextension' ' (' extension-name+ ')'

extension-name :: ['extension-name'] quotedURL | 'shortname'
quotedstring |

extension-aval
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reg-extension-clause :: 'regextension' '(' extension-name+ ')'

extension-aval :: attrvalpair

quotedURL :: '"'URL'"'

URL :: as defined in RFC-1738 for URLs.

quoted-address :: '"'e-mail-address'"'

e-mail-address :: as defined in RFC-822 for addresses.
quoted-ISO-date :: '"'YYYY'-'MM'-'DD'T'hh':'mmStz'"'

2.4.3.2. Cac vi du vé PICS Rules
Vi dy 1: CAm truy cap theo URL

(PicsRule-1.1

(

Policy (RejectByURL ("http://*@www.grody.com:*/*"
"http://*@www.gross.net:*/*"))

Policy (AcceptIf "otherwise")

)

Véi vi du nay, bat ki URL nao thudc host www.grody.com hay

www.gross.net sé bi khoa, ké ca khi c6 thém tén tai khoan truy cip, cong hay

cac duong dan sau hon dugc xac dinh.

Vi dy 2: Cam truy cap dua trén nhin PICS

(PicsRule-1.1
(

serviceinfo (
"http://www.coolness.org/ratings/V1l.html"
shortname "Cool"
bureauURL "http://labelbureau.coolness.org/Ratings"

UseEmbedded "N"

)
Policy (RejectIf " ((Cool.Coolness <= 3) or (Cool.Graphics >=

3
Policy (AcceptIf "otherwise")
)

Luit ndy kiém tra cic tai liéu theo dich vu danh gia “Cool”
("http://www.coolness.org/ratings/V1.html"). Cac nhin s& duoc lay tir tap

nhan tai "http://labelbureau.coolness.org/Ratings". Thudc tinh UseEmbedded
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dat "N" tic cac nhan do tac gia gan cho tai liéu s€ bi bo qua. Nhirng tai licu
khong pht hop véi Cool va ¢6 qua nhiéu anh s& bi khoa, con moi tai liéu khac
dugc chap nhan.

Vidu 3: Cho phép truy cap dua trén nhan PICS

(PicsRule-1.1
(

ServiceInfo (
name "http://www.coolness.org/ratings/V1l.html"
shortname "Cool"
bureauURL "http://labelbureau.coolness.org/Ratings"
)

Policy (RejectUnless " (Cool.Coolness)")

Policy (AcceptIf " ((Cool.Coolness > 3) and (Cool.Graphics < 3))")

Policy (RejectIf "otherwise")

)

Luat nay kiém tra tai liéu theo dich vu danh gia “Cool”. Trong trudng
hop nay do khong xac dinh UseEmbedded nén mdc dinh st dung nhan da
duoc gan cung véi nhin duoc 13y tir bureauURL.

Dong Policy (RejectUnless "(Cool.Coolness)") chi ra rang nhiing tai
liéu khong duoc danh gia trén “Coolness” ciia hé théng “Cool” s& bi khoa.
Dong tiép theo xac dinh chinh sach: nhiing tai liéu thoéa man Cool, ¢6 it hon 3

anh s€ dugc chap nhan, con céc tai liéu khac sé& bi khoa.

Vi du 4: Cho phép truy cap dua trén nhan PICS

(PicsRule-1.1
(
name (rulename "Example"
description "Example from PICSRules spec; ")
source (sourceURL
"http://wwwl.raleigh.ibm.com/pics/PICSRulz/Examplel.html")

ServiceInfo (name "http://www.coolness.org/ratings/V1.html"
shortname "Cool"
bureauURL
"http://labelbureau.coolness.org/Ratings" )
ServiceInfo ("http://www.kid-protectors.org/ratingsvO0l.html"
shortname "KP")

Policy (RejectByURL ("http://*Q@www.badnews.com:*/*"
"http://*@www.worsenews.com: */*"
"k://*@18.0.0.0!18:x/x"))

Policy (AcceptByURL "http://*rated-g.org/movies*")
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Policy (AcceptIf " (KP.educational = 1)"

Explanation "Always allow educational content.")
Policy (RejectIf " (KP.violence >= 3)"

Explanation "Blood's a %22scary$%22 thing.")
Policy (RejectUnless " (Cool.Graphics < 4)" )
Policy (AcceptIf "otherwise")

Source : cho biét luat nay iy tir dau,

ServiceInfo: khaibdo dich vu danh gia v6i tén viét tit Cool /KP va xac
dinh noi 1iy tap nhan.

Céc chinh sach dugc thiét 1ap bang thudc tinh Policy:
RejectByURL: chin tit ca cac HTTP URL t&i cac host

www.badnews.com va www.worsenews.com, va tat ca cac URL vo1 dia chi IP

bét dau 1a 18 (twong Ung véi cac dia chi thudc mit.edu).

AcceptByURL: chip nhin nhitng tén mién két thic 13 rated-g.org voi

dudng dan bat dau 1a "movies" va khong sir dung tai khoan nguoi dung, cong.
Vi du "http://www.mystuff.rated-g.org/movies/hello” duoc chdp nhan, con

http://joe@www.mystuff.rated-g.org/movies/hello hay

"http://www.mystuff.rated-g.org:8009/movies/hello" khong dugc chip nhan.

Tat ca nhiing tai li¢u duoc hé théng KP xac nhan la educational dugc
chip nhan. Nhiing tai liéu do hé thong KP danh gia c6 gia tri violence 16n hon
hay bang 3 hoic nhimg tai liéu duoc Cool danh gia co gia tri Graphics khong
nhoé hon 4 thi s€ b1 khoa.

2.4.4. Lay nhin PICS cho cac tai liéu
2.4.4.1. Sir dung HTTP dé ldy nhin ciia tai liéu
Client st dung HTTP dé gtri yéu cau lay nhan trong phan header cua
mot tai liéu nao do. Vi du:
Client giri t6i HTTP server www.greatdocs.com (mdt server hd tro

PICS):

GET /foo.html HTTP/1.0
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Protocol-Request: {PICS-1.1 {params full

{services "http://www.gcf.org/v2.5"}}}

Server tra vé cho client ndi dung véi phin header:

HTTP/1.0 200 OK
Date: Thu, 30 Jun 1995 17:51:47 GMT
Last-modified: Thursday, 29-Jun-95 17:51:47 GMT
Protocol: {PICS-1.1 {headers PICS-Label}}
PICS-Label:

(PICS-1.1 "http://www.gcf.org/v2.5" labels

on "1994.11.05T08:15-0500"

exp "1995.12.31T23:59-0000"

for "http://www.greatdocs.com/foo.html"

by "George Sanderson, Jr."

ratings (suds 0.5 density 0 color/hue 1))
Content-type: text/html

...néi dung cua foo.html...

Client yéu cau trang tai liéu foo.html, v6i nhan tai liéu dugc gan boi
danh gia tai "http://www.gcf.org/v2.5". Server gui tra ndi dung tai liu va
phan header bao gdm nhan PICS ciia tai liéu (nhu trén).

Néu client chi mudn ldy phan header chira thong tin vé nhén cua tai liéu
thi trong 101 goi thay vi dung GET sir dung HEAD. Khi d6 server chi tra vé
phan header ma khong kém ndi dung ciia trang tai liéu phia sau.

Céu tric chi tiét ciia mot HTTP Request dé ld'v nhan tai lieu

Pé yéu cau lay thong tin nhén tai lidu, can thém vao phan header cta
HTTP Request cac thanh phan tuong tng theo cau triic sau:

request-header ::

'Protocol-Request: {PICS-1.1 {params ' [completeness]
extension*
services '}}'

completeness :: 'minimal' | 'short' | 'full' | 'signed'

extension :: '{' token-or-quoted-string+ '}'
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token-or-quoted-string :: token | quotedname
token :: alphanumpm+

services :: '{' 'services' quotedURL+ '}'

Trong yéu cau, gia tri cua thudc tinh completeness cho biét chi lay
nhing nhin co ban téi thiéu nhét, hay nhiing nhan server thiy phu hop hodc
tat ca cac nhin. Véi yéu cau signed: moi thong tin vé nhin dugc guri cing véi
ky s trén chinh nhan do- dam bao tinh chinh xac khi truyén trén mang. Cac
nhan duogc ky s6 ¢6 cac thanh phan MICs va Digital Signature.

Phén extensions dugc dua ra nham hd trg viéc md rong giao thire trong
tuong lai.

Mbi quotedURL xac dinh mét dich vu danh gia ma client mudn lay
thong tin vé nhan tai liéu. Tac 14 c6 thé yéu cau lay nhén tai liéu tir nhiéu dich

vu danh gid thong qua mot HTTP Request.

2.4.4.2. Yéu cau lay cac nhan tai li€u tir nhiéu nguon khac nhau

Client c6 thé lién két véi mot tap nhan dé yéu cau cac dich vu danh gia riéng
€ ting loai nhan do.

Cau truc cua mgt truy vin

request :: get | post
get :: 'get' url-fragment '?' [opt] [format]
extension* url+ service
post :: 'post' url-fragment crlf crlf formencodeddata
url-fragment :: the part of the original URL after the host

name, as specified in HTTP 1.0.

crlf :: carriage return (hex D) followed by line feed (hex A)
opt :: 'opt=' option

option :: 'generic' | 'normal' | 'tree' | 'genericttree'
format :: [and] 'format=' form

form :: 'minimal' | 'short' | 'full' | 'signed'

extension :: token '=' token-or-quoted-string
token-or-quoted-string :: token | gquotedname
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token :: alphanumpm+

url :: [and] 'u=' encodedURL

service :: [and] 's=' encodedURL

boolean :: 't' | 'f' | 'true' | 'false'

and :: '&'

encodedURL :: dang chuyén md ctua quotedURL. Vi du cdc ky tu dic
biét nhu $ —-.+!*'(), can dit trong ‘', (:) chuyén sang m& ¢34,

(/) chuyén thanh $2F.

formencodeddata :: Xac dinh encode cta MIME dugc mé td trong HTML
2.0.

2.4.4.3. MICs va Digital Signatures

Van dé dat ra la khi mdt tai liéu dugce ki€ém tra va gan nhan, sau do tai
liéu bi stra d6i ma nhén lai khong dugc cip nhat lai. Chuan PICS cung cip cac
lwa chon hd tro giai quyét van dé do:

At : Khi nhan thiy sy thay d6i cia d6i twong, ngdy gid sta d6i cubi
cung cua tai liéu s& duoc cap nhat. Gia thiét rang thoi diém stra doi
cudi cung ludn dugc cdp nhat chinh xac, do d6 nhan cua tai liéu sé
dugc cap nhat tuong ing.

Until / exp : Khi tai li¢u dugc cip nhat thuong xuyén, theo dinh ki, thi
nhan gan cho tai liéu cling can c6 thoi han sir dung twong tng.

MIC-mdS/ mdS5 : Khi nhan dugc gan cho tai li¢u thi mot ma kiém tra
checksum tuong tmg dugc sinh ra. Ma ndy dugc chuyén sang dang
ky tw ASCII va luu trong truong MIC-mdS (hay md5). Khi doc
tai liéu, thuat toan sinh ma dugc thuc hién va so sanh ma moi1 voi
ma dugc luu trong md5. Thuat toan MD5 dam bao sinh ma hoan
toan khac nhau giira 2 tai liéu gan gidng nhau (ban gbc va ban stra
déi). bay goi 1a k¥ thuat ma hoa. Véi cac tai licu HTML, ma dugc
sinh ra sau khi d3 loai bo tit ca cac thanh phan thudc thé META

(phan bao gdm céc nhan PICS)
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V6i MICS, ta giai quyét van dé noi dung bi thay doi va khong phu hop
v61 nhan da duge gan. Nhung thay vi stra ddi noi dung, con c¢o6 hién tugng gia
mao nhin. Do d6 can c6 giai phap dam bao nhin ma ngudi dung nhan duogc tir
dich vu danh gia 1a chinh xac tir server ma ho mong mudn. PICS giai quyét
van dé nay bang cach thuc hién ky sb (Digital Signatures) cho cac nhin va
ky thuat RSA duogc lya chon:

« V&i mdi nhin, dich vu danh gia can mot cap khoa cong khai: mot khoa
bi mat do bén cung cép dich vu gilr riéng (bi mat), con mdt khoa dugce
cung cip cho phia sit dung nhan, mudn kiém tra tinh ding dén cua
nhan.

« Sau khi nhan dugc tao ra, né dugc chuyén vé dang ma dé sinh ma MD5
tuong ung. Sau d6 ma MDS5 ctia nhan dugc ma hda véi RSA, roi duge
chuyén lai vé dang ky tu ASCII va luu lai vao truong signature-rsa-
md5 ctia nhan dé chuyén cho phia client.

« Khi client nhan dugc mot nhan va mudn kiém tra tinh ding dén cua
nhén dé can thuc hién cac budc: chuyén nhén vé dang ma x4c dinh va
tinh MD5 twong tng. Sau d6 liy ndi dung cta trudng signature-rsa-
md5 chuyén vé dang md gdc (nhi phan) va giai ma n6 voi khoa cong
khai do dich vu cung cap. So sanh két qua thu dugc voi ma MD5 da
sinh ra truéc d6, néu khong gidng nhau tic d6 1a nhan gia va nguoc lai
tuc do 1a nhan dang.

Ngoai ra v6i phuwong phap ky sb cling nay sinh van dé khé khan: khi
dich vu danh gia hd trg ca phuong phap self-rating (tAc gia gan nhan cho tai
lidu). Luc d6 can ca phia dich vu va tac gia tai liéu cung ky cho nhin. Diéu
nay tré nén rac roi khi can phéan phéi khoa cong khai cho nguoi ding dé kiém

tra. Tuy nhién PICS khong dé xuat giai phap cho van dé nay.
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2.4.5. Ap dung vao bg lgc n¢i dung
Nhom dé tai di tién hanh thir nghiém bo loc PICS stir dung trong

Poesia va bd loc PICS co ban (pics980520, picsle101) tir W3C.
bé xay dung bo loc theo chuan PICS can:
- Sir dung thu vién Dsig cua W3C [2b.2] — cung cap mot
chuan dinh dang thyuc hién ma hoa va giai ma.
- Tao bd phan tich cAu trac PICS
- Lya chon rating-system, rating-service (vi du: rsac.rat,

safesurf.rat)

2.5. Hoc ban giam sat trong loc néi dung
Trong 1y thuyét hoc may c6 hai loai nhiém vu phé bién, d6 13 hoc ¢6

giam sat va hoc ban giam sat.

Hoc khéng gidm sdt: Cho trudc X=(x1, x2, ..., xn) 1a mot tap hop gom
n vi du mau (hoic diém dir lidu), trong d6 x, € X voi moi ie[n]:= {1,2, ..., n}.
Théng thuong cac diém dir liéu nay duoc gia st phan bd gibng nhau va doc
lap (iid) trén khong gian X. Muc dich cta hoc khong giam sat 14 tim ra cdu
tric ton tai tiém an bén trong tap dir li¢u do. Van dé hoc khong c6 gidm sat da
duoc thao ludn nhu 13 bai toan udc lwong mot mat do xac sudt co kha ning
sinh ra khong gian X. Tuy nhién ton tai nhidu dang don gian hon cta qua
trinh hoc khong giam sat, vi du nhu uéc luong ti 1¢ phﬁn tram, phan cum, phat
hién bién, lam giam s6 chiéu.

Hoc giam sat. Muyc dich 1a hoc c6 gidm sat 1a tim mot phép anh xa tur x
t61 y, khi cho trudec mot tap hudn luyén gdm cac cip (x,,y,), trong d6 y, e Y

SN g ~ < s , . X A ~ 18 s A _ T
goi 1a cac nhin hodc dich cua cac mau X; . Néu nhan la cac so, y = (y,- )ie[n]

biéu dién vector cdt cia cdc nhan. Nhu da néu, cac cap (x,,y,) phai tuan theo

cac phan bd giong nhau va doc 1ap (iid) gia thiét i.i.d trén X x®. Nhiém vu
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clia qua trinh hoc ¢6 giam sat duoc dinh nghia rat rd rang, do d6 mot anh xa
c¢6 thé dugc danh gia thong qua hiéu qua thuc hién viéc du doan cia né trén
tap dir licu kiém tra. Néu cac nhin 16p 1a lién tuc, bai toan phan 16p duogc goi
1a hdi quy (regression). C6 hai loai thuat toan cho qué trinh hoc c6 giam sat.
Céc thuit toan sinh s& tim ra mo hinh cho mat do xac suit c6 diéu kién p(x|y)
boi mot sb tha tuc hoc khong c6 gidm sat. Ham mat do xéc suét co thé duoc
wdce luong thong qua dinh 1y x4c suit Bayes:

p(ylz) = plx|y)ply)
Sy plaly)p(y)dy
y

Trong thuc té, p(x|y)p(y) = p(x,y) 12 mat d6 phan bd xac suat chung cho
dir li¢u, ma tr d6 cac cap dir licu hoc x,,y, dugc sinh ra. Céc thuat toan phdn
biét s€ khong udc luong viée dir li¢u xi dugc sinh ra nhu thé nao, thay vao do
chung tap trung vao viéc udc lugng truc tiép p(y|x). Mot sd thuat toan loai
nay chi gidi han trong viéc mo hinh xem p(y|x) 16n hon hay bé hon 0.5; mdt
vi du ctia nhiing thuat toan nay la SVM. P4 c6 rat nhiéu thao luan xung quanh
van dé rang mo6 hinh phan biét 1a phu hop hon véi muc tiéu ctia qué trinh hoc

c6 giam sat va do d6 c6 xu hudng hiéu qua hon trong thyc té.

Hoc ban giam sat
Qua trinh hoc ban giam sat nam gitta qua trinh hoc c6 va khong c6
giam sat. Tap dir licu X lam dau vao cho thuat toan hoc ban gidm sat dugc
chia 1am hai phan, X, = (xi, ..., x;) v6i cac nhan da dugc gan 1 Y, = (y1, ...,
y1) va tap céc diém dit li¢u chua dugc gan nhan X, = (Xj4+1, ...., Xp). Thudt
toan hoc ban giam sat c6 thé duoc dinh nghia theo hai cach nhin sau:
o Hoc gidm sat cong thém dir liéu chua gén nhan (Supervised
learning + additional unlabeled data).
o Hoc khong giam sat cong thém dir liéu gan nhan (Unsupervised

learning + additional labeled data).
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C6 mdt van dé lién quan dén hoc ban giam sat dugc goi la hoc co Iy da
dugc gidi thi€u boi Vapnik [2¢.19] cach day vai thap ki. Trong qué trinh nay,
mot tap hop dit liéu huan luyén (d3 duoc gan nhin) va tap kiém tra (chua
duoc gan nhan) duoc cho trude. Y tudng cua qua trinh hoc ¢6 1y 1a thyc hién
viéc dy doan chi cho cac dir liéu kiém tra cho trudc nay. Piéu ndy trai ngugc
Vo1 hoc quy ngp, ma muyc ti€u la sinh ra mot ham duy doan dugc dinh nghia
trén toan b khong gian X.

Dé dang nhan thay rang, cac thuat toan hoc cé giam sat doi hoi tap dir
liéu huan luyén 16n dugc gan nhan tu trude dé tao ra bd phan 16p ¢6 d6 chinh
xac cao. Cac dir lidu huan luyén dugc gan nhdn bang tay boi cac chuyén gia
trong linh vuc phan 16p. Trong bai toan nhan dang tiéng ndi, viéc gan nhin
cho mét sb luong khong 16 cac dir liéu 4m thanh dd duoc thu doi hoéi con
nguoi phai nghe va ghd lai 161 thoai. Mgt vi du khac 1a qua trinh phan 16p
hang ty trang web. Nhung dé phan loai tét, con nguoi phai doc trudc phan 16n
cac trang web d6. Qua trinh gan nhin dir liéu ndy rd rang la ton thoi gian,
cong stic, tién bac va nham chan. Do vay ) lugng dir liéu dugc gan nhan
thuong it hon rat nhiéu so véi s6 luong dir liéu chwa duge gan nhin.

Li€u cac phuong phap hoc ban gidm sat c6 ich hay khong?. Chinh xac
hon, khi so sanh véi hoc giam sat chi st dung dir li¢u gén nhan, ta c6 thé hy
vong vao viéc két qua du doan s& chinh xac hon khi xét thém cac diém dir liéu
khong c6 nhan. Nhin chung cau tra 161 1a “c6”, tuy nhién c6 mdt rang budc
tién quyét ma cac dir liéu khong cé nhin budc phai tuan theo, d6 1a sy phan
b cac vi du dir liéu phai phu hop véi bai toan phan 16p.

Vé mat cong thirc toan hoc, céc tri thic trén p(x) thu dugce thong qua
vi€c phan tich dir liéu khong c¢6 nhan phai chira cac thong tin hiru ich cho viéc

suy luén p(x|y). Néu khong, qua trinh hoc ban giam sat s& khong mang lai cai

thién nao doi1 vo1 qué trinh hoc c6 giam sat, tham chi c6 thé lam gidm do
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chinh x4c. Sau day 1a mot ) gia thiét phai dugc thoa man dé thuat toan hoc
ban gidm sat thyc sy hiéu qua hon so vo1 thuat toan hoc c6 giam sat.

Gid thiét tinh tron trong hoc bdn gidm sdt: Néu hai diém x,x, thudc
viing c6 mdt dé cao la gan nhau thi dau ra twong iing cua ching la y,,y, cing
gan nhau..

Gia thiét nay ngu ¥ 13 néu hai diém duoc lién két boi mot dudng din
trén ving mat do cao thi ddu ra cia chung nén gan nhau. Dbi v6i bai toan
phan 16p van ban, ta hinh dung nhu sau: Dir liéu chua gan nhin s& cung cap
thong tin vé phan phdi xac sudt dong thoi (joint probability distribution) cla
cac tur khoa. Vi du v6i bai todn phan 16p trang web véi hai 16p: trang chu cia
mot khod hoc va khong phai trang chu cia mdt khoa hoc. Ta coi trang chu cua
mot khod hoc 1a ham dich. Vi vdy, trang chu cua mot khod hoc s€ la mau
duong (positive example), va cac trang con lai 1a cdc mau am (negative
example). Gia st chi sir dung dit liéu gan nhin ban dau ta xac dinh cac vin
ban c6 chira tir “bai tap”(“homework”) thuong thudc 16p duong. Néu st dung
quan sat nay dé gan nhin cac dit liéu chua gan nhén, chung ta lai xac dinh
dugc tir “bai giang”(“lecture”’) xuat hién thuong xuyén trong cac vin ban
chua gan nhin ma dugc du doan 1a thudc 16p duong. Su xuat hién cia cac tir
“bai tap” va “bai giang” trén mot tap 1on cac dir lidu huan luyén chua gan
nhin c6 thé cung cap thong tin hitu ich dé xay dung mot bo phan 16p chinh
xac hon — xem xét ca “bai tap” va “bai giang” nhu 13 cac thé hién ctia cic maiu
duong.

Gia thuyét vé tinh dong nhit trong cic cum: Néu cac diém thudc vé
cung mot cum, thi ching s& c6 kha ning thudc vé cting mot 16p 1a cao. Ngoai
ra gia thuyét nay c6 thé duoc phat biéu boi gia thuyét twong duong vé kha
ning tach biét cua ving phan bd mat do thap; do 1a ranh giéi quyét dinh c6

nhi¢u kha nang nam ¢ vung c6 mat do phan bo thap.
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Gia thuyét vé bé mat tiep xic: D liéu nhi€u chiéu nam trén bé mat

co it chiéu hon.

2.5.1. Mt s6 phwong phap hoc ban giam sat
C6 réat nhiéu phuong phap hoc ban giam sat di duoc dé xuit va nghién

cuu, nén trudc khi quyét dinh lgya chon phuong phap hoc cho mét bai toan cu
thé can phai xem x€t cac tinh chat/ciu trac cua tap dir licu dbi v6i mién bai
toan dang duoc 4p dung. Chung ta nén sir dung phuwong phap hoc ma gia thiét
cua né phu hop véi cAu trac cta bai toan. Viée lua chon nay cé thé 1a kho
khin trong thuc té, tuy nhién c6 mot sd goi y sau: Néu cac 10p tao ra dit liéu
6 tinh co cum cao thi EM 1a mot su lua chon tot; néu cdc features co sw phdn
chia ty nhién thanh hai tip riéng biét thi co-training c6 thé phu hop; néu hai
mau dit liéu v6i cde feature tirong tir nhau hwdng téi thuéc vé cing mét I6p
thi c6 thé str dung cac phuong phap dua trén d6 thi; néu cdc bé phdn I6p gidm
sat dwoc xdy dung tir trude la phire tap va khé sika doi thi self-training s& 14
mot Iyra chon wu tién. Phan tiép theo gidi thiéu cac phuong phap hoc ban giam
sat dién hinh.
2.5.1.1. Thuat toan cuc dai ky vong toan

Thuat toan cuc dai ky vong (Expectation Maximization - EM) [2c¢.2] 1a
mot thudt toan tong quat danh gia su cuc dai kha nang(ML — Maximum
Likelihood) ma dir li¢u 1a khong hoan chinh (incomplete data) hodc ham
likelihood lién quan dén cac bién an( latent variables). O day, hai khai niém
“incomplete data” va “latent variables” c6 lién quan dén nhau: Khi ton tai
bién an, thi dir liéu 14 khong hoan chinh vi ta khong thé quan sat dugc gié tri
ctia bién an; tuong tu nhu vay khi dit li¢u la khong hoan chinh, ta cling c6 thé

lién tudng dén mot vai bién an voi dir licu thicu.
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Thuat toan EM gdm hai budc lip: E-step va M-step. Khai dau, nd gan
gi4 tri ngéu nhién cho tat ca cac tham sd ciia mo hinh. Sau dé, tién hanh lap
hai budc 1ap sau:

E-step (Expectation step): Trong budc 1dp nay, no tinh toan likelihood
mong mudn cho dit liéu dua trén cac thiét 1ap tham sb va incomplete data.

M-step (Maximization step): Tinh toan lai tit ca cac tham s st dung
tat ca cac dit liéu. Khi do, ta s& c6 mot tap cac tham s6 méi.

Tién trinh tiép tuc cho dén khi likelihood hoi tu, vi du nhu dat téi cuc
dai dia phuong. EM st dung hudng tiép can leo ddi, nén chi dam bao dat
dugc cuc dai dia phuong. Khi tdn tai nhiéu cuc dai, viéc dat téi cuc dai toan
cuc hay khong 13 phu thudc vao diém bit dau leo d6i. Néu ta bat dau tir mot
ddi dung (right hill), ta s& c6 kha ning tim duoc cuc dai toan cuc. Tuy nhién,
viéc tim duoc right hill thuong 13 rat khé. Co hai chién luge dugce dua ra dé
giai quyét bai todn nay: Mot 13, chung ta thir nhiéu gia tri khéi dau khac nhau,
sau d6 lua chon giai phap c6 gid tri likelihood hdi tu 16n nhat. Hai 13, sir dung
mo hinh don gian hon dé xac dinh gié tri khéi dau cho cidc mo hinh phuc tap.
Y tudng 1a: mot mo hinh don gian hon s& giup tim duoc ving ton tai cuc dai
toan cuc, va ta bat ddu bang mot gia tri trong viung d6 dé tim kiém téi uu
chinh xac khi st dung md6 hinh phtrc tap hon.

Thuit toan EM rat don gian, it nhat 1a vé mit khai niém. N6 duoc sir
dung hi¢u qua néu dit liéu c6 tinh phan cum cao. Thuat toan EM trén mo hinh
tron cac phan bd da thirc da dugc ap dung cho bai toan phan 16p van ban, va
thu duoc bo phéan 16p t6t hon khi chi duoc huan luyén trén tap dir liéu c6 nhin

[2¢.14,2¢.15].

2.5.1.2. Thuan toan tu hoc (self-traininig)
Thuat toan self-training (tu hoc) 1a mot k¥ thuat thuong duge dung cho

qua trinh hoc ban giam sat. Véi thuat toan nay dau tién, mot bd phan 16p s&
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dugc huin luyén tir mot tap dir liéu nho da dugc gan nhan. B) phan 16p nay
sau d6 duoc str dung dé phan 16p cac dit liéu chua c6 nhan. Cac diém di liéu
chua c¢6 nhan véi @6 tin cay du doan cao dugc thém vao tap dir liéu huin
luyén, cung véi nhan duge du doan cia chung. BO phan 16p ban dau s& duoc
huan luyén lai va qua trinh nay duoc lap lai. Phuong phap tiép cdn EM ¢ trén
¢ thé duge xem nhu 13 mot truong hop dac biét cua qua trinh tu hoc mém.
Mot s6 thuat toan ¢d géng tranh viéc 1am ting thém 15i cho bo phan 16p bang
cach khong hoc cac dir liéu voi do tin cdy ciia nhan dugc gan thap hon mot
ngudng nao day.

Thuat toan ty hoc da duoc ap dung vao mot s6 bai toan xtr 1y ngoén ngir
tu nhién, vi du nhu bai toan phat hién nhap nhing nghia cua céc tir [2¢.21],
bai toan xac dinh cac danh tir [2¢.16], phan loai cac doan hdi thoai thanh hai
chu dé, “c6 tinh cam” hodc “khong c6 tinh cam” [2¢.13].

Bén canh do¢ thuat toan self-training con dugc ap dung vao qua trinh phan tich

va dich may va di cho thiy tinh hiéu qua cao [2c.18].

2.5.1.3. Thuit toan hoc SVM suy dién (TSVM)
TSVM 1a mot mé rong ciia SVM chuan. Trong SVM chi ¢6 dit liéu gan

nhan duoc str dung, muc dich 13 tim siéu phang cuc dai dya trén cac mau dir
liéu huin luyén. Vo1 TSVM, cac diém dir liéu chua gan nhan ciing dugc st
dung. Muc dich cia TSVM 1a gan nhén cho cac diém dit liéu chua gan nhin
dé cho bién tuyén tinh c6 1& phan cach 14 16n nhét trén ca dir liéu gan nhin va
dir liéu chua gan nhén [2¢.19] (xem Hink 1). TSVMs xay dung lién két giita
p(x) va dudng bién quyét dinh phan 16p bang viéc khong dit dudng bién nay
trong nhirng ving c6 mat do phan bd cao. Noi cach khac, cac diém dir liéu
khong c6 nhén s& huéng dan duong phan cach tuyén tinh ra xa cac mién cé

mat do cao.
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Tuy nhién viéc tim giai phap bang TSVM 1a bai toan c6 do phtc tap
NP. Hau hét cac nghién ctru déu tap trung vao cac thudt toan udc luong
duong phan tach. Cac thuat toan dé xuat luc dau [2¢.3, 2¢.7, 2¢.9] khong thé
xtr 1y khi dit liéu khong c6 nhan 16n hon vai tram. SVM-light 1a mgt bo cong
cu thuc hién thuat toan TSVM [2¢.11] kha hi¢u qua va dugc sir dung rong rai.

Mot phuong phap huén luyén bd phan 16p TSVM dua trén ky thuét lap
trinh ban dinh nghia (da duoc 4p dung thanh cong cho bd phan 16p SVM) da
dugc gidi thiéu bdi Xu va Schuurmans [2¢.20]. Quan trong hon, trong nghién
clru ndy cac tac gia da dé xuét thanh céng mot phién ban DSP cho bai toan
nhiéu 16p.

Ngoai ra, TSVM ¢6 thé dugc xem nhu SVM véi mot s6 hang diéu
khién duoc thém vao trén cac dit liéu khong c6 nhin [2¢.5]. Bt f(x) = h(x)+b

vo1 h thuoec Hx. TSVM s€ duoc chuyén vé bai toan tim tdi wu sau:

I n
111}11 Z};l —yif(xi))+ + M ||fa||771h + A2 Z: (1 — | f(=:)])+
i=1 i=[+1

Trong d6 (z): = max (z,0). Thanh phan cudi cing tang tir viéc gan nhén la
sign(f(x)) cho cac diém dit liéu chua c6 nhan x. Pudng bién trén cac diém dir
lidu chua c6 nhan sé& 1a sign(f(x))f(x)=|f(x)|. Him do d6 mit mat thong tin (1-
If(xi)[); c6 @6 thi khong 16i hinh nén, va 1a nguyén nhan chinh giy ra khé
khan trong viéc giai bai toan toi wu. (Xem Hinh 2.11)
Phwong phap hoc TSVM:
Qui uoc:

+, -1 cac mau am, duong

© :cdc mau chua gan nhan
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TlLansducTive SVM

Hinh 2.10. Siéu phang cuc dai. Puong cham cham la két qua ciia bé phdn 16p
SVM quy nap, dwong lién tuc chinh la phdn 16p SVM truyén dan

25

Hinh 2. 110. P6 thi Ham do d¢ mdt mat théng tin (1-|f(xi)|)+

2.5.1.4. Phan hoach do thi quang pho

Phuong phédp phan hoach d6 thi quang phd (Spectral Graph
Partitioning) xdy dung mot dd thi c¢6 trong sd dua trén cac mau gan nhin va
cac mau chua gan nhin. Trong sd cua cac canh twong Ung véi mot vai moi
quan hé gitra cac mau nhu d6 tuong ty hodc khoang cach giita cac mau.

Muc dich 14 tim ra mot nhat cit cuc tiéu (v,,v.) trén dd thi (nhu hinh
2). Sau d6, gan nhin duong cho tit ca cac mau chwa gan nhan thudc do thi

con chtra v,, va gan nhan am cho tat c4 cdc mau chua gan nhan thudc do thi
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con chtra v_. Phuong phéap nay dua ra mot thuat toan c6 thoi gian da thirc dé

tim ki€m t01 uvu toan cuc thuc su cua no.

(O unlabeled example
[ labeled examples

A A classification vertices

Hinh 2. 12. Do thi trong sé dwa trén cac mau dir liéu gan nhan va dit liéu

chwa gan nhan

2.5.2. Thuit toan co-training
Thuat toan co-training dua trén gia thiét rang cac features cé thé duoc

phan chia thanh 2 tap con; Mdi tap con phu hop dé huin luyén mét bo phan
16p tot. Hai tdp con d6 phai thoa man tinh chat déc ldp diéu kién (conditional
independent) khi cho trude phan 16p. Thu tuc hoc duoc tién hanh nhu sau:
o Hoc 2 b phan 16p riéng r& bang dit lidu di duoc gan nhén trén
hai tap thudc tinh con twong ung.
o Mobi bo phan 16p sau d6 lai phan 16p cac dit lidu unlabel data.
Sau do, ching lua chon ra cac unlabeled data + nhan dw dodn
ctia chung (cic mau co do tin cdy cao) dé day cho bd phén 16p
kia.
o Sau d6, mdi bod phan 16p duogc hoc lai (re-train) véi céc mau
huan luyén duoc cho bdi bo phan 16p kia va tién trinh lip bat

dau.
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Rang budc ddi véi thuat toan co-training 13 hai bd phan 16p phai dy
doan trung khop trén tap dit li¢u 16n chua dugc gén nhan cling nhu dir liéu da
dugc gan nhan.

Nhitng ¥ tuong vé sir dung su du thira feature da dugc thi hanh trong
mot vai nghién ctru. Yarowsky da str dung co-training dé phat hién su nhép
nhing vé& nghia cho cac tir vung [2¢.21], vi du quyét dinh xem tir “plant”
trong mot ngit canh cho trudc co nghia 1a mot sinh vat séng hay 1a mot xi
nghiép. Yarrowsky tién hanh tim nghia ciia tir bang cich xay dung mot bo
phan 16p nghia (sense classifier) st dung ngir canh dia phuong cia tir va mot
bd phan 16p nghia dua trén nghia cta nhimg lan xuét hién khac trong cing
mot van ban; Riloff va Jones [2¢.17] phan 16p cum danh tur chi vi tri dia 1y
bang cach xem xét chinh cum danh tir d6 va ngir canh ngdén ngit ma cum danh
tir d6 xuét hién; Collin va Singer [2¢.4] thuc hi¢n phan 16p tén thuc thé dinh
danh str dung chinh tir d6 va ngir canh ma tir d6 xuat hién. So dd co-training
da dugc sur dung trong rat nhiéu linh vuc nhu phan tich théng ké va xac dinh
cum danh tur. Hinh v€ 2.13 dudi day cho ching ta mgt cai nhin truc quan cua

thiét 1ap co-training.

i
unlabeled training examples ]
LN
labeled | labeled 1
unlabeled examples | unlabeled examples

cEh X, view
TR

labeled training examples |

X, view % [?
7
I

Hinh 2. 11. So d6 biéu dién truc quan thiét ldp co-training [2c.1]
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Blum va Mitchell [2¢.1] d cong thirc hod hai gia thiét cia mo hinh co-
training va chtng minh tinh déng dan cia moé hinh dua trén thiét 1ap hoc giam
sat theo mo hinh PAC chuan. Cho truéc mot khong gian cic mau X =X, x X, ,
0 diay X, va X,tuong Umg vai hai khung nhin (views) khac nhau cua cung mdt
mau (examples). M6i mau x vi vy c6 thé duoc biéu dién boi mot cap (x,x,).
Chung ta gia thiét raing mdi khung nhin 1a phu hop dé phan 16p chinh xéac. Cu
thé, néu D 1a mot phan phdi trén X, va C,, C, 1 cac 16p khai niém (concept
classes) duoc dinh nghia twong tng trén X, va X,; gia thiét ring tat ca cac
nhin trén cac mau véi xac suat 16n hon khong dudi phan phdi D 1a trung khép
voi mdt ham dich (target function) f, e C,, va cling trung khép voi ham dich
£, €C,. N6i cach khac, néu 7 biéu dién khai niém dich két hop trén toan bo
mau, thi v6i bat ky miu x=x xx, ¢6 nhin 7, ta co f(x)=/f(x)=fi(x)=1.
Nghia Ia D gan x4c suat bang khong cho mau (x,,x,) batky ma f, (%)= f2(x,)

e Gid thiét thir nhdt: Tinh tuong thich (compatibility)

Véi mot phan phdéi D cho trude trén X, ta ndéi rang ham dich

f=(f,f,) e C,xC, 1a tuong thich (compatible) véi D néu thoa min diéu

kién: D gan xac suat bang khong cho tip cic mau (x,,x,)ma
fi(x)# f2(x,). Noi cach khac, mirc do twong thich cia mot ham dich
f=(f.,f,) v6i mot phan phéi D c6 thé dugc dinh nghia bang mot sb
0<p<l p:1—PrD[(x1,x2):fl(xl)¢fz(xz)].

o Gid thiét thir hai: Doc lap didu kién (conditional independence

assumption)

141



Ta no6i rang ham dich £, £, va phan phdi D thoa man gia thiét doc lap

dicu kién néu véi bat ky mot mau (x,x,)e X voi xac suat khac khong

thi,
A A A A
Pr X =X;|x,=x, |= Pr X=X, fz(x2 ):f2 X,
(xl,x2 )eD (xl,x2 )eD
va tuong tu,

VAN
Pr Xy=X
(xl,xz )eD 2 2

AN AN
(xl,xz )eD

fl(xl)=f1[§1]

Két qua nghién ctru ciia Blum va Mitchell [2¢.4] da chi ra rang, cho
trude mot gia thiét doc 1ap diéu kién trén phan phdi D, néu 16p dich co thé hoc
duogc tir nhidu phan 16p ngiu nhién theo mé hinh PAC chuén, thi bat ky mot
bd du doan yéu ban du nao cling co thé duoc nang 1én mot @6 chinh xac cao
tuy ¥ ma chi sir dung cac mau chua gan nhan bang thuit toan co-training. Hai
ong ciing d3 ching minh tinh ding din cua so d6 co-training bang dinh 1y
sau:

Pinh ly (A.Blum & T. Mitchell).

Néu C, cé thé hoc dwoc theo mé hinh PAC véi nhiéu phdn 16p, va néu
gid thiét doc lap diéu kién thod man, thi (C.C,) co thé hoc dwoc theo mé hinh
co-training chi twe dit lieu chuwa gan nhan, khi cho truéoc mot bo du doan yéu

nhung hitu ich ban dau h(x,).
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Cho truoc:

o L 1atap cac mau huén luyén da gan nhan.

o U latap cic mau chua gan nhan.

Tao mot tdp U gdm u mau dugc chon ngau nhién tir U

Lap kvong
= S dung L huan luyén b phan 16p h, trén phan X, cua x.
= St dyung L huan luyén bo phan 16p h, trén
= phan x, cia x.
* Cho A ginnhdn p miu duong va n mau am tir tap U .
* Cho A, gannhidn p mau duong va n miu am tir tap U .

* Thém cac mau ty gan nhan nay vao tap L.

= Chon ngau nhién 2p+2n mau tir tap U bo sung vao tap U .
Hinh 2. 14. So d6 thiét lap co-training goc cho van dé hai I6p [1]

Viéc so sanh tinh hi¢u qua cia thuat todn co-training véi thuat toan xay
dung mo hinh tron va thuat toan EM dé d3 tién hanh thuc nghiém [2¢.15]. Két
qua thuc nghiém di cho thiy thuat toan co-training thue hién hiéu qua néu gia
thiét vé doc 1ap diéu kién duoc thoa man. Ngoai ra, s€ 1a tot hon gan nhan
théng ké tat ca cac dit liéu trong U, thay vi chi mdt s it cac dir liéu co dd tin
ciy cao. Phuong phap tiép can nay duoc goi 1a co-EM [2¢.12]. Cubi cung,
néu khong tdn tai mot phan tach tu nhién céc thudc tinh, mot sb tac gia da tao
ra cic phan tach nhan tao bang cach chia ngu nhién tap thudc tinh thanh hai
tap con riéng bi¢t. Phuong phap tao phan tach nhan tao nay cling mang lai
hiéu qua, tuy nhién la khong nhiéu.

C6 nhiéu thé hién cta thuat todn co-training di dugc nghién ctru va thir
nghiém. Nam 2000, hai bd phan 16p thudc hai loai khac nhau d3 duoc huan

luyén trén toan bo tap thudc tinh [2¢.10]. Céc dir li¢u trong U dugc géan nhan
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voi do tin cdy cao bédi mdt by phan 16p s€ duoc st dung dé huin luyén bo
phan 16p con lai, va nguoc lai. Sau d6, Zhou va Goldman [2¢.22] da dé xuat
mot bo phan 16p co-training dugc huan luyén trén mot khung nhin. Tap hop
cac bo phan 16p véi cac do 1éch quy nap khac nhau duoc huin luyén mot cach
doc lap trén toan bo thudc tinh ctua dir li€u da dugc gan nhan. Sau doé chung
dugc dung dé phan loai tat ca cac dit liéu chwa dugce gan nhan. Néu phan 16n
b phan 16p déu théng nhét nhin ctia mot dit liéu chua duoc gan nhan x, vdi
dd tin cdy cao, thi nhan dé cung véi x, s€ dugc thém vao tip dir licu huin
luyén. Tat ca b phan 16p s& duoc huin luyén lai trén tap dit liéu hudn luyén
moi. Két qua phan 16p cudi cung s& dugce quyét dinh dua trén quy tic bau cir

co trong so gitra cac bd phan 16p.

2.5.3. Thuat toan co-training ap dung cho bai toan phan l6p web
Tinh chit cua trang web phu hop cho viéc 4p dung thuit toan co-

training, trong d6 nodi dung ciia trang web sé tao ra khung nhin nht nhat va
cac text lién két trén tat ca cac trang web tro dén né sé tao ra khung nhin thi
hai.

Blum va Mitchell d4 tién hanh thuc nghiém co-training trong phéan 16p
trang web [2c.1]. Dit liéu thuc nghiém gom 1051 trang Web 1y tir 4 truong
Dai hoc gom: Cornell, University of Washington, University of Wisconsin, va
University of Texas. Nhiing trang web ndy dugc gan nhin bang tay vao mot
trong hai 16p xem n6 ¢6 13 trang chu ctia mot truong hay khong? Dé so sanh
voi phuong phép hoc gidm sat, hai 6ng sit dung by phan 16p Naive Bayes
trong d6 lay tap dir liéu huén luyén chi gdm 12 mau va hudn luyén hai bo
phan 16p twong tmg dua trén ndi dung trang web va text trong cac hyperlink
tro tdi chinh trang web do. o) day, hai 6ng thuc hi¢n mét bo phan 16p thur 3 két
hop dau ra cua hai bo phan 16p trén.
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Page-based classifier | Hyperlink-based classifier | Combined classifier
Supervised training 12.9 12.4 11.1
Co-training 6.2 11.6 2.0

Hinh 2. 15. Két qud thiee nghiém thudt todn co-training véi bai todn
phdn lop web [2c.1]

Két qua thuc nghiém dugc cho trén bang trén, trong d6 cac con s6 thé
hién ty 1¢ 18i trung binh trén 5 tdp phan chia train/test ngiu nhién. Ta thiy
rang, d4i véi ca 3 bd phan 16p thi phuong phap phan 16p dua trén co-training
déu cho két qua t6t hon so v6i phuong phép ban giam sat. Trén thuc té thi
phuong phéap dua trén ndi dung trang web va bo phan 16p lién két c6 ty 18 15i
chi bang mot nira so voi phuong phap hoc giam sat.

Két qua thyc nghiém cua Blum va Mitchel cho thdy rang phuong phéap
co-training thuc sy hiéu qua trong van dé phan 16p tu dong cac trang web.Tuy
nhién, khi xem xét cac két qua thuc nghiém hai 6ng ciing nhan thiy rang bo
phan 16p dua trén anchor text khong may hiéu qua dya trén co-training. Diéu
nay dugc giai thich do cic anchor text nay chua it thong tin hon so vdi bd
phan 16p dua trén ndi dung cua trang web. Thém nita, xuat phat tir thuc té
rang ving vin ban lan cin anchor text thuc sy ¢6 quan hé ngir nghia véi noi
dung cua trang web. Trén co s¢ do, da xay dung bd phan 16p trang web dua
vao cotraing v&i chinh stra 1a: Bo phan 16p thir nhat dwa vao ndi dung trang
web dugc gitt nguyén. Con bd phan 16p thtr hai, ngoai viéc sir dung thong tin
vé anchortext, vung van ban 1an can anchor text d6 cling dugc xem xét. Bo
phan 16p Naive Bayes [2¢.8] dugc str dung trén hai khung nhin nay. Nhitng
text nay s€ lam gia tang lugng thong tin thu dugce cho bd phan 16p va mé rong
kha nang du doén cua no.

Thuc nghiém duogc tién hanh trén tap dir licu WEBKB va trich chon ra
cac text 1an can xung quang cac lién két dén. Két qua thu dugc 39 va 95 trang

web tuong ung thudc vao céac 16p “course home page” va “non-course home
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page” tuong ung. Mdi 1an thuc nghiém 8 va 10 trang web tuong tmg cho

course va non-course dugc lay ngau nhién dé huan luyén, 8 va 75 trang web

tuong ung dé 1am dir liéu kiém tra két qua. Phan trang web con lai duoc sir

dung 1am dir liéu chwa gan nhan gdm 63 trang web. Két qua thuc nghiém véi

do do Precision va Recall dugc cho ¢ dudi day.
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Hinh 2. 12. Két qua

Number of neighbor words arround each incoming link

can
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2.6. KY THUAT LOC ANH
2.6.1. Phat hién mau sic da nguoi trong danh

Nhan thay giita cac anh chta cac ving da 16n va cac anh khiéu dam c6
mdi tuong quan v6i nhau. Do d6 phét hién mau sic da trong anh 1a budc xir 1y
dau tién trong qua trinh phan tich ndi dung anh cua cac ky thuat loc anh.
Trong qué trinh phat hién mau da trong dnh c6 nhiing kho khan nhu:

- Su da dang cua mau sic da nguoi, vi du: da tre‘ing, da vang, da mau.
- Su da dang cua céc diéu kién chup anh, vi du nhu: cuong do chiéu
sdng, ban than may anh, cac thuat toan nén anh, cac nhiéu.

Khong gian mau RGB 14 cach thuin tién dé mo ta mau sic. Trong
khong gian ndy, mau sic nhu 13 t6 hop cia 3 thanh phan mau (red, green,
blue). RGB 1a khong gian mau duoc sir dung rong rdi dé xu 1y va luu trir dir
liéu anh mau. Tuy nhién do c6 twong quan lién hé cao gitra cac kénh mau,

RGB khong phai 1a sy lya chon tdt nhat cho cac thuat toan nhan dang.

5 Re::\: = Red

Blue Blue

Hinh 2. 13. PDuong bao cho mé hinh mau da va khong phai la da

trong khong gian mau
Trong danh gia cua [182] trén tap dir liéu gém 18,696 anh. Tap dir liéu

chtra gan 2 ty diém anh chi ra rang qua trinh phat hién da c6 thé gip kho khin

do c6 sy chong 1én nhau giita cac mo hinh da va khong phai 1a da. Tuy nhién
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su chong 1én nhau nay chi c6 anh hudéng 16n néu sé trudng hop quan sat duoc
ca 14 da va khong phai 14 da 1a dang ké. Hinh v& 2.17 thé hién diéu do.
DPé giam anh hudng do thay ddi cua diéu kién roi sang, khong gian mau
thuong dugce st dung phd bién 1a RGB chuin hoa (normalized RGB) hoic
HSV. Chuan héa RGB 1a mét cach thé hién mau sic dé dang dat duoc tir cac
gi4 tri RGB qua thii tuc chuan hoa:

R G B

Téng cua 3 thanh phﬁn chuan hoa r + g + b =1. Su phu thudc ctua cac thanh
phan 7, g vao d6 sang ciia mau sic ngudn RGB duoc loai bo. Mot thude tinh
quan trong cua cach thé hién nay 1a loai bé dugc anh huong cua céc nguén
sang xung quanh va su thay d6i hudng ciia bé miat dbi twong so voi ngudn
sang. Piéu nay cong vé6i su don gian trong phép chuyén nén khong gian mau
nay dugc dung phd bién trong cac nghién ciru.

Pé danh gia kha niang phat hién diém da trong anh, tiéu chuan thuong
duoc stir dung 1a ty 1€ duong sai (false positive) va ty 1¢ phat hién (detection).
Ty 1¢ duong sai 1a ty 1 cac diém khong phai 1a da dugc phan loai 1a da. Ty 18
phat hién 1a ty 1é cac diém da duoc xac dinh 13 da. Nguoi dung thuong mong
mudn két hop ca hai ty 16 nay trong danh gia.

Céc tiép can phan loai da thuong duoc phan thanh hai loai co ban: cac
tiép can xay dung mo hinh phat hién diém anh da dya trén dinh nghia tryc
tiép va cac tiép can dua trén thong ké. Cac tiép can dya trén thong ké co thé
chia xa hon thanh cach tiép can théng ké dua vao tham s (parametric) va
thdng ké khong dung tham sb (non parametric).

Phén sau trinh bay phuong phap phat hién da dya trén diém anh, cac
diém anh duogc xem xét doc lap voi cac diém anh 1an cin. Bén canh d6, cach

tiép can khac 1a diém anh duoc xem xét 14 da hay khong co tinh téi cac diém
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1an can cta diém anh, v6i nhan xét rang quyét dinh liéu mot diém anh 1a da
hodc khong phai 1a da chi dua trén cic gia tri mau cua riéng diém anh d6
thuong dan dén cac diém anh c6 1ap duoc phat hién 1a da trong mot ving
khong phai 13 da. [185] dé& xuét cach tiép can phat hién da dua trén ving.

Poan cubi trinh bay phuong phap phat hién da dya trén ving.

2.6.2. Phat hién da dya trén diém anh
Trong cach tiép can nay, mdi diém anh dugc phan loai 13 da hodc

khong phai 1a da mot cach riéng biét, doc 1ap voi céac diém anh l4an cén cta no.
C6 3 cach tiép can thuong duoc ap dung 1a: dinh nghia mé hinh da truc tiép,
str dung mo hinh khong tham s6 histogram va mé hinh dinh nghia da sir dung

tham sd. Céc cach tiép can 1an lugt duoc trinh bay ¢ dudi day.

2.6.2.1. M6 hinh da dwoc dinh nghia truc tiép
Trong mé hinh nay bd phan loai da dugc dinh nghia truc tiép thong qua

mot sb luat thé hién cac ving bién cta da trong khong gian mau.
Vi du: Peer, et al 2003 [2d.4]:

(R, G, B) duoc phan loai 1a da néu :

R>95vaG>40vaB>20va

max{R,G,B} —min {R,G,B} > 15 va

IR-G|>15vaR>GvaR>B

Su don gian ciia phuong phap nay da thu hiit kha nhidu nghién ctru. Uu

diém ctia phuong phap phat hién da duoc dinh nghia tryc tiép 1a: don gian va
tinh truc giac cia cic ludt phan loai. Piéu nay giup cho qué trinh phan loai
mau sic da dat dugc toc do cao. Tuy nhién kho khin cua cac phuong phap
nay 1a can yéu cau tim mo hinh khong gian mau t6t va cac luat quyét dinh qua
théng ké. Phuong phap dé xuat gan day st dung cac thuit toan hoc may dé
tim ra khong gian mau thich hop va céc luat don gian nhu cua [2.210] da cho

két qua kha tot.
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2.6.2.2. M6 hinh phan phdi da khong tham s6
Y tuéng chinh cta cac mo hinh sir dung phuong phap nay la danh gia

phan phdi da tir cac dir liéu dao tao ma khong phai suy dién mot mé hinh rd
rang cho mau da. Trong cach tiép can nay, cac lugc d6 histogram duogc sir
dung dé thé hién mat do trong khong gian mau. Diéu kién roi sang dac biét
trong cac anh trén web thuong khong biét trude va duge ghi lai dudi cac diéu
kién khac nhau. Tuy nhién, v6i mot s6 lwong 16n dir liéu diém anh dao tao
dugc gan nhan bao gém tat ca cac loai da nguoi (Chau A, Chau Au, Chau
Phi), van ¢6 thé mo hinh phan phdi ciia cic mau sic da va khong phai da
trong khong gian mau.

Két qua ctia cac phuong phap nay con dugc dé cap téi nhu 1a qua trinh

xdy dung Ban do x4c suat da (Skin Probability Map — SPM) — gan mét gia tri
xéc suat cho mdi diém cua khong gian mau da duoc roi rac héa.
Mot phuong phap pho bién trong mé hinh khong tham s 1a sir dung bang tra
ctru di dugc chuan héa (Normalized lookup table) (LUT) [2d.12]. Cach tiép
can nay dua trén histogram dé phan ving mau da. Khong gian mau duoc
lugng tir hoa thanh diy céc 6, mdi 6 tuong tmg v6i mot dai mau. Mdi 6 s& luu
s6 1an cac mau twong Ung cé trong tip cac anh dao tao co chira da. Sau qua
trinh dao tao, histogram duoc chuin hoa (normalized)- chuyén cac gié trj cua
histogram thanh cac phan phdi xac suat roi rac:

skin|c]

Pskin (C) = Norm

Trong d6 skin[c] 1a gia tri ciia 6 trong histogram twong ung vdi vector mau c.
Norm 13 tong gia tri ca tat ca cac 6 [2.182].

Céc gia tri sau khi chuan hoa ciia cac 6 tao nén cac xac suat trude (likelihood)
Cac gia tri Pyam(c) thuc su 1a mot xac suat co diéu kién P(c|skin) — xac suét
quan sat thiy mau ¢, khi ching ta thdy mot diém mau da.

P(c | skin)P(skin)

P(skin|c) =
P(c | skin) P(skin) + P(c | —skin) P(—skin)

150



P(skin|¢) va P(skin|—c) dugc tinh truc tiép tir cac luoc d6 mau da va khong
phai da

Cac x4c suét trude P(skin) va P(—skin)co thé duoc uée lugng tu s6 mau
1 da va khong phai 1a da trong tip mau dao tao.

C6 thé tranh phai tinh toan b biéu thic trén bang cach chi can so sanh
P(skin|c) va P(—skin|c)

P(skin|c) _ P(c|skin)P(skin)
P(—skin|c)  P(c|—skin)P(—skin)

So sanh biéu thirc trén v6i ngudng sé tao ra luat quyét dinh:

P(c| skin) -0
P(c|—skin)

Céac phuong phap khong tham sé (non-parametric) cho két qua nhanh
trong ca qua trinh dao tao va phan loai, nhung yéu cau khong gian luu trit 16n
va khong c6 kha ning tong quat hoa dir liéu ddo tao. Vi du néu RGB sir dung
8 bit cho mot mau, chung ta can 2>* phan tr dé luu trit cac xac suat mau. Dé
giam s6 lugng khong gian luu trit, cac k¥ thuat 1y mau tho khong gian mau
thuong dugce stir dung, vi du: 128x128x128, 64x64x64 va 32x32x32. Panh gia
cac cach ldy mau khac nhau, két qua nghién ctru trong [2.182] cho thiy cach
ldy mau 32x32x32 cho két qua tot nhat. Hinh 2 thé hién két qua so sanh gitra

cac cach lay miu khac nhau.
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ROC curves on test set showing effect of increased bin size
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Hinh 2. 18. M6 hinh ROC so sanh két qud véi cdc kich ¢& khdc nhau ciia

histogram

Hi¢u nang ctia by phan loai diém da 1a kha tét trong diéu kién cac anh
Web thudng bién ddi. Trong danh gia ciia Michael J. Jones va James M. Rehg
[2.180] trén tap dit liéu gdm 18,696 anh. Tap dir liéu chtra gan 2 ty diém. Két
qua tdt nhat dugc bao céo 1a bd loc c6 thé phat hién gén 80% cac diém anh 1a
da voi ty 1€ sai FP 1a 8.5%, hoac 90% phat hién dung vai ty 1€ sai FP 1a 14.2%

false positives.

2.6.2.3. M6 hinh phan phdi c6 tham sb
Vé6i yéu cau mo hinh thé hién gon nhe, cing v6i kha ning tong quat

hoa dir liéu dao tao cdc mo hinh phan phdi c6 tham sé nhu Gausian don,
Gausian tron (mixture) di duoc phat trién. M6 hinh nay c6 dic diém 1a khong
st dung nhiéu dit liéu trong qua trinh dio tao nhu trong mo hinh khong tham
s0. V&i mo hinh Gaussian don: Phan phdi mau sic da c6 thé dugc md hinh

boi mot ham mat 6 phan phdi xac suat Gausian Elliptic.
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p(c|skin)=———e
272, |

O day ¢ la mot vector mau, x va X la cac tham so6 phan phoi dugc udce

luong tur tap dit li¢u dao tao.
1 n 1 n T
/us :_zcj ’ zs :_Z(Cj_:us)(cj_lus)
n = n=1ja

Véi n 1 tong s6 cac mau mau da ¢;
Xéc suat p(c|skin) c6 thé dugc su dung tryc tiép dé danh gia kha nang
la mau da cia mdt mau ¢

Mo hinh Gaussian tron dugc thé hién la tong cua cac gausian nhan

N
1 1 Ta—1
P = E = ()T BT (e ps)
() wz(?ﬁ)%|§i|%€

i=1
DPong gop ctia Gaussian thiri dugc thé hién thong qua trong sd nhan wi
Lee va Yoo [2d.11] bang cach xem xét cac phan phdi mau sic 1a da va khong
phai da trong mot s6 khong gian mau di két luan rang ving mau da khong du
t6t dé xap xi boi md hinh Gaussian do su khong dbi xtmg cia cac ving mau.
St dung mo hinh Gaussian ddi xtmg thudng dan dén ty 1& false positive cao.
Lee va Yoo dé xuat mo hinh bién elliptical (elliptical boundary model). M6
hinh nay cho két qua phat hién da t6t hon so mé hinh Gaussian don va tron.
Pic diém cua cac phuong phap théng ké st dung tham sb (parametric) 1a c6
kha ning tong quat hoa dir liéu dao tao khong day du. Chung duogc thé hién
thong qua mot sd luong nhoé cac tham sb va yéu cau khong gian luu trit nho.
Tuy nhién ching thuc sy cham trong ca hai qua trinh dao tao va lam viéc. Bén
canh d6, hau hét cac mo hinh tham s6 bo qua cac thong ké vé mau sac khong
phai 1a da, do d6 ty 1¢ false positive cua cac phuong phdp nay cao hon so vdi
cac phuong phap khong tham sb. Ty 18 false positive 1a s6 phan trim anh
diém anh khong phai 1a da duoc phan loai 12 da. Ty 1é phat hién 13 sé phan

tram diém anh 1a da dugc phan loai ding
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Dé danh gia két qua ctia mo hinh Gaussian tron, Jones va Reg [2.180]
da dao tao hai mo hinh tron riéng biét cho cac 16p da va khong phai la da. Cac
mo hinh dugc dao tao sit dung mot phién ban song song cua thuat toan EM
chuan. Cac mé hinh sir dung cing tap dir liéu nhu trong mé hinh histogram

khong tham sé dé cap ¢ phan trén.

Mixture of Gaussians Skin Color Model Mixture of Gaussians Non-skin Color Model

/ Red F Red

*, Blue *, Blue

Hinh 2. 19. Duong bao cho mé hinh da va khong da swr dung Gaussian tron
Hinh 2.19 thé hién m6 hinh phan phéi mau sic da va khong phai 13 da
sau qué trinh dao tao. Két qua cho thiy c6 sy chong 1én nhau giira cdc mo
hinh. Két qua danh gia trén cting mot tap dit liéu cho thdy mo hinh histogram
cho két qua tot hon mot chut so mo hinh Gaussian tron (mixture). Hinh 2.20

so sanh két qua danh gia cua hai phuong phap trén cung tap dit liéu

154



Comparison of histogram and mixture models Effect of using only 1% of training images
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Hinh 2. 20. So sanh mé6 hinh su dung histogram va mo hinh gaussian tron

Két qua cang khac nhau néu s luong anh ding trong qué trinh dao tao
12 nho (vi du 1%). Bén canh d6 c6 thé so sanh mo hinh histogram va gaussian
trén trén khia canh thoi gian tinh toan va yéu cau luu trit. M6 hinh gaussian
tron mat nhiéu thoi gian danh ké trong qué trinh dao tao khi so sanh v&i mo
hinh histogram.

Mo hinh Gaussian tron can khoang 24 gio dé dao tao ca hai mé hinh
tron da va khong phai da stir dung 10 Alpha tram lam viéc song song. Nguogc
lai, m6 hinh histogram c6 thé dugc tao trong khoang thoi vai phat trén mot
may tram lam viéc. M6 hinh gaussian tron cling cham hon mo hinh histogram
trong qua trinh phan loai do tit ca cac mo hinh gausian nhan can dugc danh
gia trong qua trinh tinh toan xac suit cia mot diém mau. Nguoc lai, mé hinh
histogram cho két qua phan loai nhanh do dé tinh x4c suét 1a da cia mot diém
mau chi can hai lan tra bang.

Tuy nhién vé khéng gian luvu trit, m6 hinh gaussian trén gon nhe hon
nhiéu trong cach thé hién dit liéu. Nguoc lai, mo hinh histogram kich thuogc

32x32x32 can 262 Kbytes khong gian luu trir (gia sir can 4 byte cho 1 9).
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2.6.3. Phat hién da dua trén vung
V61 nhan xét réng, quyét dinh liéu mot diém anh 1a da hoac khong phai

1a da chi dua trén cac gia tri mau cua riéng diém anh d6 thuong dan dén cac
diém anh c6 lap duoc phat hién 1a da trong mot ving khong phai 1a da. Cac
diém nay 1a false positives va can loai trir. Mot cach tiép can khac trong qua
trinh phat hién diém da trong anh 1a khong coi cac diém anh 13 doc 1ap, cach
tiép can nay c6 xem xét téi phan bd khong gian cua cac diém trong qua trinh

phat hién da.

2.6.3.1. Mt s6 md hinh phat hién da dua theo viing
Jedynak va cong sy [2.184, 2.185] xay dung mdt md hinh entropy cuc

dai &p dung vao qua trinh phat hién da. M6 hinh entropy cuc dai (MaxEnt) c6
lich sir 1au dai, duoc xem nhu 1a mot tong quat hoa ciia “Nguyén 1y suy dién
khong day du” [2d.14]. M6 hinh MaxEnt duoc ap dung vao qua trinh phat
hién da nhu sau:
(1) Thudc tinh 1a rang budc mau sic giira cac diém anh ké nhau va xac sut
cta ching. (2) Tinh toan luge dd histogram cho cac thudc tinh nay dua vao
CSDL Compaq d3 phan manh san. (3) M6 hinh dugc goi 1a mo6 hinh dao ham
bac 1 (First Order Model-FOM). M6 hinh nay bao gdm cac rang budc vé bién
d6i mau sic giira cac diém anh 1an cin. (4) Qué trinh wdc luong tham sb t6i
ru cho mé hinh duoc giai quyét bang xdp xi cdy Bethe (Hinh 2). St dung
thuat toan Belief Propagation cho phép dat dugc két qua nhanh, chinh xéac
cho, nhanh trong tinh x4c suét 13 da tai vi tri diém anh. Két qua dau ra cta qua
trinh phat hién da la ban dd da mac xam, mirc 36 x4m ty 1€ voi xac suat 1a da.
Nguoi ding cé thé ap dung ngudng dé dat dugc anh nhi phan. Phuong phap
phat hién da nay cho két qua tét hon so véi két qua dat duoc trong [2.180] .
Cu thé trong md hinh MaxEnt, quan tdm dén xac suat phan phdi cia

mau sac va muc do l1a da cua cac diem lan can trong CSDL dao tao.
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Véi hai diém anh 1an cén s va ¢, p(x,,x,,y,,y,) nén g'?ln vO1 cac
quan sat trong tap dit liéu dao tao. Do d6 md hinh MaxEnt cho phan phdi
p(x,y) trong phat hi¢n da tuan theo tap cac rang budc:

C:VseS,VtelV(s),Vx, eC,Vx, eC,
Vy, € {0,1}, Vy, € {0,1},
(X%, Y, ¥,)=q(X, X, Y, 9,)

S6 luong g(x,,x,,v.,v,) ty 18 v&i sb 1an quan sat tap gia tri (x,,x,,v.,y,)
cho céc cip diém lan can, khong tinh dén hudng cua cac diém anh s va t trong
tap dir liéu dao tao.

V6i S 1a tap cac diém anh ctia mot anh, € =10,...,255)". Mau sic ctia mot
diém anh se S 1a x, e C. Muc d6 da cia diém anh s 1a y_, v6i y, =1 néu s 1a
mot diém anh da va y, =0 néu diém anh khong phai 1a da. Tap cac diém lan
can cua s la V(s). Hé théng su dung 4 diém 1an can, khong tinh dén huong.
Hinh 2.21 thé hién cay Bethe véi gdc 1a diém anh s, cac diém lan can khong

tinh toi hudng, c6 d6 xau lan luot 1a 1 va 2

Hinh 2. 21. Cay Bethe co g6'c tai s, v&i dé sau la lan lwot la 1 va 2

C6 thé thay trong Hinh 2.22, bang cach xem xét toi cac diém lan can
ctia diém anh, s6 lugng cic diém FP da duoc giam xudng. Mot lugng 16n

vung FP bén phai cia mat da duogc loai trur.
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Hinh 2. 22. So sanh phwong phdp phdt hién da dwa trén diém va dwa trén
ving. Hang trén la két qua duwa trén diém, Hang duwéi la két qua duwa trén

vung

Mot s két qua phat hién da cta thuat toan TFOM dugc thé hién trong
Hinh 2.23. Hau hét cac ving da dugc phat hién chinh xac. Tuy nhién con mot
s6 161 khi mot sb doi tuong c6 mau giéng nhu da xuét hién & nén. Vi du, cic
phan cila tudng gach duoc danh gia 1a da. Mot sé ving da bi thiéu do bi thay

d6i boi 4nh sang manh. Vi du nhu tay ctia ngudi trong hinh tht 2.
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Hinh 2. 23. Hang trén la anh goc. Hang duéi: ban do da tuwong iing
sau khi s dung phuwong phap TFOM

Hinh 2.24 so sanh so sanh kha ning phat hién da dva trén ty 1€ TP va
FP. Panh gia dua trén co c¢é dir licu Compaq chira 18,696 anh. Tap dir li€u
dugc chia ngau nhién thanh hai phan bang nhau. Phan déu chira hon 2 ty diém
anh va duoc st dung 1a tap dir liéu dao tao. Két qua cho thdy moé hinh TFOM
cho két qua tot hon so véi mé hinh duong co ban (baseline) duoc trién khai

trong [2.180].
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Hinh 2. 144. Buong ROC cho mé hinh cdy dao ham bdc 1 (TFOM) va

mé hinh dwong co ban (baseline)

2.6.3.2. Danh gia hi¢u nang cua cac phuwong phap phat hién da
Pé danh gia hiéu ning cua cac phuwong phap mé hinh héa mau da khac

nhau, diéu kién danh gia dugc st dung 13 giéng nhau. CSDL ndi tiéng nhat

cho dao tao va danh gia phat hién da la CSDL Compaq [2.182]. Bang 2.6 la
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cac két qua tot nhat duoc théng bao boi cac tac gia qua thong ké cua
Vehznevets va cong su [2.183].
Bdng 2.6. Két qua ciia cac bg phat hién da khdc nhau dwoc théng bdo

boi cac tac gia

Phuong phap TP FP
Bayes SPM in RGB 80% 8.5%
J. Jones and James M. Rehg [2.182] 90% 14.2%

Bayes SPM in RGB (Brand and Mason [2.212]) 93.4% |19.8%
Maximum Entropy Model in RGB (Jedynak va | 80% 8%
cong su [2.184])
Gaussian Mixture models in RGB (Jones and Rehg | 80% 9.5%
[2.182]) 90% 15.5%
SOM in TS (Brown et al. 2001 [2.211]) 78% 32%
Elliptical boundary model in CIE-xy, (Lee and | 90% 20.9%
Yoo [2d.11])
Single Gaussian in CbCr [Lee and Yoo 2002] 90% 33.3%
Gaussian Mixture in IQ [Lee and Yoo 2002] 90% 30.0%
Thresholding of I axis in YIQ [Brand and Mason | 94.7% | 30.2%
2000]

Bayes SPM va ké thira ctia n6 1a mé hinh entropy cuc dai dugc dé xuét
boi Jedynak va cong su [2.184] cho két qua tt nhat (false positive thap hon
dbi voi cung ty 1¢ phat hién dang). Cac md hinh tham sb (Gausian, mixture

Gausian, va mo hinh bién Elliptic) cho két qua thap hon.

2.6.3.3. Trich chon cac thudc tinh tir ban d6 diém da
Két qua ra cua qua trinh phat hién ra 1a mot ban d6 da da mirc xam,

murc d6 xam chi d6 muac d6 tin tuong diém anh d6 1a da. Budc tiép theo 1a

phan loai anh dya theo hinh ddng cia vung da.
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Céc thudc tinh & muc cao dua trén cac ving da c6 thé giup phan biét anh
khi€éu dam va khong. bé ¢6 tinh ap dung thuc té, cac thudc tinh duoc chon
nén don gian, d& tinh toan. Pau tién anh duoc nhi phan hoa bang cach sir
dung phan ngudng. Tiép theo cac phép bién doi hinh thai déng/mé duge ap
dung dé loai bo cac nhidu va ndi cac ving bi doi. Cac ving da nho dugce coi 1a
c6 tac dong khong dang ké va bi loai bo.

Nhom nghién ctru ciia Forsyth va Fleck [2.186] da thiét két va trién
khai thudt toan tim nguot khoa than trong anh. Thuat toan st dung cac vung
da dugc phat hién la d4u vao cua cta bod loc dua trén ciu tric khong gian.
Theo ndi dung ctia bai bdo trén 60% anh c6 chira nguoi khda than dugc phat
hién tuy nhién thoi gian can dé phat hién nhom ngudi 1a khoang 6 phut khi
chay chuong trinh trén may tinh 1am vi¢c. Do qua trinh tinh toan cua thudc
tinh lién quan dén hinh dang va két cau tiéu ton thoi gian.

Jones va Regh [2.180] tinh toan mot vector thudc tinh don gian tir két
qua ra cua by phat hién da. Céac thudc tinh dugc stir dung bao gém:

- Phén trim cac diém anh duoc phat hién 1a da
- XAc suat trung binh cta cac diém anh
-S4 luong cac diém anh cta ving da 16n nhét

- SO lugng cac vung da

Céc thudce tinh nay co thé duoc tinh toan nhanh chéng tir anh dau vao,
do do6 giup qua trinh phat hién nd1 dung anh nhanh chong.

Véi cach tiép can trong [2.184], dé phat hién nhanh anh khiéu dam, mot
s6 thudc tinh don gian dugc trich ra tir anh ban dd da. Hau hét cac thudc tinh
mo ta dac tinh ctia cac vung da dugc phat hién dya trén céc hinh ellipse bao
do chung dap Gng yéu ciu: don gian va nim bat dugc cac thong tin quan
trong vé hinh dang. Cac quan sat chi ra rang véi cach tiép can dua trén phat

hién da, cac anh chan dung thuong c6 xu hudng bi phat hién 1a anh khiéu dam
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do cac anh chan dung c6 moét lugng 16n da. Cac hinh ellipse dugc hy vong sé
gitp phan biét anh chan dung va anh khiéu dam. Hai ellipse bao dugc sir dung
1a ellipse bao tat ca cac ving da (Global Fit Ellipse-GFE) Ellipse bao toan
cuc va ellipse bao ving da 16n nhét (Local Fit Ellipse-LFE) Ellipse bao dia
phuong [2d.8].

Hinh 2. 15. Anh bén trdi: anh goc, O giita: GFE trong ban dé da.
Bén phdi: LFE trong ban dé da

Trong nghién ctru nay, Jedynak va cong su [184-185] stir dung 9 thudc
tinh don gian duogc trich ra tir ban dd da dé tao nén vector thudc tinh cta anh:
3 thudc tinh dau 1a cac thudc tinh toan cuc:

- X4c suét trung binh cta da trong toan bd anh

- Xéc suét trung binh cua da trong GFE

- S6 lwong ving da trong anh
6 thudc tinh tiép theo dugc tinh dua trén LFE:

- Khoang céch tir tdm ctia LFE téi tam cua anh

- Goc cua truc 16n cua LFE voi truc ngang

- Ty 1€ cta tryc nho véi tryc 16n cia LFE

- Ty 1€ dién tich cua LFE véi toan bg anh

- X4c suét trung binh cua da trong LFE

- X4c suét trung binh cta da ngoai LFE
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2.6.3.4. Nhan dang miu
Cac budec trich chon thudc tinh dugc mo ta & phé“m trrdc tao ra mot

vector thudc tinh cho mdi anh. Cong viéc tiép theo 13 tim ra luat quyét dinh
t61 wu dé phan biét anh khiéu dam hay khong dua trén vector thudc tinh nay.
Bosson et al. [2d.6] dé xuit mot hé thong phat hién anh khiéu dam va da
duoc tich hop vao trong hé thong thuong mai. Hé thdng ciing phan loai anh
dwa trén phat hién da. Bosson da so sanh cic mo hinh phan loai va chi ra rang
phuong phap phan loai sir dung mang noron da ting (MLP) cho két qua théng
ké tot hon mot s tiép can khac nhu: mo hinh tuyén tinh tong quat hoa, mo
hinh k-diém 1an c4n gin nhit va mo hinh may vector hd trg (SVM).

Mang ban tuyén tinh lan truyén ngugc dugc trinh bay béi Rumelhart,
Hinton va Williams [2d.15] duoc coi 1a mét hé thdng hiéu qua cho qua trinh
hoc mau phan biét.

Mo hinh MLP gdm tang véo i , ting an j va ting ra k. Thu tuc hoc bat
dau voi tap gid tri tham s ngiu nhién w, . Cac mau dao tao p duoc sir dung
nhu 13 gia tri vao dé dénh gia két qua ra. Néu két qua ra c6 16i 16n, can diéu
chinh A w, cho tat ca cac tham sb w, trong mang. Thu tuc nay tiép tuc duoc
ap dung cho tit ca cac miu khac trong tip dao tao dé tao ra két qua A w, cho

tat ca cac tham sb trong mang. Sau qua trinh diéu chinh nay, 15i trong qua
trinh ddo tao s& giam xudng v4i qua trinh lip. Thu tuc ndy s& hoi tu t6i mot
tap cac gia tri w 6n dinh.

Két qua ra ciia mang 1a mot sé nam giita 0 va 1. Két qua cang gan 1,
cang tang kha nang anh dua vao c6 ndi dung khiéu dam. Ngudng duogc su
dung dé quyét dinh ndi dung anh trong qua trinh phan loai dya trén xem xét
dén ty 1¢ FP va TP.

Qua trinh phat hién noi dung anh khiéu dam vé tong quan c6 thé chia

lam ba budc nhu trong Hinh 2.28.
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Budc dau tién 1a phat hién ban dd da tir anh gdc. Budc tiép theo 1a trich
chon cac thudc tinh 1a 4nh ban d6 da. Budc cudi cung 1a phan loai anh bang
cach dua céac thudc tinh di tim ra & bude trude thanh dau vao bod phan loai

anh (st dung mang noron da tang lan truyén ngugc).

<

Két qua

Phat hién da Trich chon

Hinh 2. 16. Cdc budc trong qua trinh phat hién noi dung anh

2.6.3.5. Panh gia két qua phan loai anh ciia mdt s6 phwong phap

Trong thtr nghiém tién hanh trong [2.182], Jones, Rehg di sir dung
10679 blrc anh da dugc phan loai thanh cac tdp anh khiéu dam va khong
khiéu dam dung trong qua trinh dao tao bd phan loai st dung mang neural. Co
5453 anh khiéu dam va 5226 anh khong khiéu dam. Két qua ra ciia mang
neural 12 mot gia tri gitra 0 va 1, voi gid tri 1 chi anh khiéu dam. Két qua dugc
phan ngudng dé dat dugc két dinh nhi phan. Bang cach sir dung cac ngudng
khac nhau. Pé danh gia kha nang phat hién anh khi€u dam cia by phan loai,
Michael J. Jones va James M. Rehg [2.180, 2.182] da thu thap cac anh danh gia
tir web. Mot tap A thu thap sir dung céc site khiéu dam nhu lam diém bt dau
va di thu thap duoc kha nhiéu anh. Tap B str dung céc site khong khiéu dam
nhu lam diém bat ddu va da thu duoc mot it anh khiéu dam. Tap A bao gdm

2365 trang web chtra 5241 anh khi€u dam va 6082 anh khong khiéu dam. Tap
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B bao gém 2692 trang web chira 3 anh khiéu dam va 13970 anh khong khiéu
dam. Jones va Rehg [2.180, 2.182] Stir dung cac anh khiéu dam tur tap A va
cac anh khong khiéu dam tir tap B dé danh gia bo loc. Pudng ROC cua két
qua danh gid dugc chi ra trong Hinh 2.29. BS phat hién dat dugc, vi du 85.8%
phat hi¢n dung trén tap A voi 7.5% ty 1¢ sai FP trén tap anh khong khiéu dam
tu tap B.

ROC curves for adult image detsetion
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Hinh 2. 17. Két qua danh gia bo loc trén tdp dir liéu dao tao va kiém tra

Két qua nay kha t6t khi xem xét dén sy don gian ciia cac vector thudc
tinh duoc str dung trong qué trinh phéan loai. Trong cac hé thong trudc, vi du
Forsyth [2d.10], qua trinh phat hién anh khiéu dam thuong dwa vao chu yéu
vao hinh dang va két ciu... Két qua cho thdy mau sic da dong vai trdo quan
trong trong qua trinh phat hién noi dung anh. Bang 2.7 cho két qua so sanh
truc tiép gilta phwong phap cta Jones va Jehg [2.180, 2.182] va phuong phéap
cua Forsyth [2.186].
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Bang 2. 7. Két qud so sanh kha ndng phdt hién dnh khiéu dam [182]

Phwong phap TP FP
Forsyth [2.186] 79.3% | 11.3%
Jones, Rehg [2.180] 88.0% | 11.3%
Forsyth [2.186] 42.7% | 4.2%
Jones, Rehg [2.180] 75.0% | 4.2%

Bang so sanh cho thdy cung véi ty 1& FP, phuong phap dé xuét cia
Jones, Rehg [2.180,2.182] cho két qua phat hién dang tot hon so véi két qua
duoc bao cao trong [2.186]. Ngoai ra, phuong phap dé xuit bai Jones va Rehg
cling cho téc d xtr Iy nhanh hon nhiéu do st dung phwong phap tra bang
trong qua trinh phat hién mau da, cong v6i chi st dung cac thudc tinh don
gian trong qua trinh trich chon thudc tinh. Thoi gian dé xir Iy duoc thong bao
1a it hon thoi gian doc file anh tir dia cung luu trit, dudi 1 gidy trén 1 may
tram lam viéc.

Dua trén cac danh gia so sanh cac phuong phép hién nay, phuong phéap
cta Jedynak va cong su [2.184-2.185] cho két qua tot hon cac phuong phap
khac. Cac danh gia trong [2.185] dugc tién hanh véi CSDL bao gom 10.168
anh chup tir CSDL Compaq va Poesia. CSDL duogc chia lam 2 phan bang
nhau mot cach ngau nhién. 2 phan nay sau d6 duogc sir dung nhu 13 tip dao tao
va kiém tra twong ung. Hinh 14 chi ra mot s6 két qua véi anh 1a khiéu dam va

khong. Két qua ra cia MLP duoc chi ra phia dudi cac anh twong tng.
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Hinh 2. 18. Mot sé két qua sau khi phén loai [2.185]

C6 mot sb truong hop bd phan loai anh lam vi¢c chua that tét. Vi du

mot s6 trudng hop phan loai sai trong Hinh 2.29.

Hinh 2. 19. Mot s6 phdn logi sai [2.184, 2.185]
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Trong anh khiéu dam thir nhat chira nhidu anh nho ndi v6i nhau. LFE
ctia anh nay 1 rat 1on, nhung xéac suat da trung binh trong LFE lai nhé. Anh
thir hai bi phat hién sai la do anh c6 mau sic nhu da va xac suét da trung binh
trong GFE va LFE 1a rat cao. Anh thtr ba 1a mot anh chan dung nhung bi xac
dinh 13 khiéu dam do c6 qua nhiéu da va quin 4o ¢6 mau nhu da. Tuy nhién
cac anh khiéu dam trong cic trang web c6 xu huéng xuét hién cung nhau va
dugc bao quanh boi chir, cac yéu td nay giup ting kha ning phat hién noi

dung khiéu dam.
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Hinh 2. 20. Buong cong ROC cua phuwong phap [2.185]

Puong cong ROC két qua cua danh gia duoc thé hién trong Hinh 2.32.
Thoi gian phan loai khoang 1.51x10” gidy/diém anh, khoang 1 gidy cho phan
loai 1 anh 256x256.

Thuit toan loc anh theo thudt toan dé xuat boi Jedynak va cong su
[2.184-2.185] da dugc trién khai trong module loc anh, 13 mot phan trong dy

an Poesia (www.poesia-filter.org).

Qua cac danh gia cho thiy phuong phap tiép can cua Jones va Rehg
[2.180, 2.182] va Jedynak va cong su [2.184-2.185] cho két qua loc anh kha
tot.
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CHUONG Il

XAY DUNG SAN PHAM PHAN MEM LOC NOI DUNG

INTERNET

3.1. SAN PHAM LOC NOI DUNG WEB (SP.01)

3.1.1. So lwge vé thong tin dwoge cung cip trén Web

Céc tai liéu dugc cung cip trén Internet qua nhirng phan tich danh gia

tir [2.53] cung cap mot sd danh gia tong thé nhu sau:

D0 16n trung binh cua mdt trang HTML khoang 16.3 Kbytes,
trung binh theo logarithmic khoang 9.8Kbytes

Khoang 1.7% sb trang c6 d6 16n nho hon 400 bytes

10.2% céac trang HTML c¢6 d¢ 16n nho hon 2000 bytes

51% céc trang HTML nho hon 12800 bytes ( nhu vay kich thudc
median khoang 12Kbytes)

90.5% céac trang HTML nhdé hon 38000 bytes

99% cac trang HTML nho hon 74000 bytes

Céc trang HTML c6 kich thudc 16n hon 1 Mbytes rat it, chi
khoang 0.003%

Trong mdi mot trang HTML, sé luong lién két dén cac trang khéc ciing

mang dén nhiéu thong tin khac. Chinh vi thé, s6 luong nay cling can dugc cac

hé théng loc coi trong. Theo [2.53], nhiing 1ién két duoc tro béng thé <a href=

... > ¢6 nhitng danh gia nhu sau:

S6 lién két trung binh trong mot trang HTML 1a 39.3

37% cac lién két nay dugc dé cap véi mot dia URL tuong minh
bét dau bang http:.

Khoang 0.25% céc lién két d6 str dung giao thitc HTTPS

Khoang 0.44% lién két d6 sir dung giao thirc truyén tép FTP
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- 58.7% cac lién két d6 1a cuc b, chi tré dén nhiing tai li¢u duogc
cung cap trong cling mot nha cung cap
Viéc phéan bd cac lién két trong mot trang ciing twong ddi phang:

8.8% cac trang khong c6 lién két

11.1% trang c6 nhiéu nhat mot lién két

50% cac trang c6 khong qua 21 lién két

90.3% céac trang khong co qua 80 lién két

1% céc trang c6 s luong lién két 16n hon 240
Lién quan dén céc dir liéu hinh anh trong mot tai liéu, dua trén viéc
phan tich céc thé <img src=...>, [2.53] danh gia:

- 29.9% céc trang khong chura hinh anh

- S6 luong anh trung binh trong mét trang HTML 14 18.8

- 51% céc trang chira nhiéu nhat 13 6 anh

- 9% céac trang HTML khong chtra qua 140 anh

- 22% cac anh duoc tré dén bang tir khoa http:, tic thong thudng

trd dén site khéc

- 77% cac anh dugc tré dén 1a cuc bo, ndm trén clng site

- Cac anh dugc tré dén bang giao thirc FTP 1a vo cung it, dudi
0.01%

3.1.2. Yéu ciu ciia hé thong loc web
Hé thong loc web trén Internet phai dam bao loc duoc nhitng tai lidu cd

ndi dung khong lanh manh thong qua nhimg hinh thirc truyén théng va thé

hién dugc miéu ta cu thé dudi day:

3.1.2.1. N§i dung cin loc/kiém duyét
Hé thdng loc nodi dung phai co kha ning loc va xir 1y theo timg ngi

canh nhiing loai tai liéu c6 ndi dung khong lanh manh. Viéc phan loai ndi

dung khong lanh manh s€ phéi dua trén nhiing ti€u chi sau day:
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e Danh sich nhitng mién nodi dung anh huéng dén van dé 16i séng, vin
hoa, chinh tri, kinh té cua nguoi Viét Nam ciling nhu dat nuée Viét
Nam. Nhitng mién ndi dung ndy s& duoc xac dinh va cip nhat théng
qua su phdi hop lién bo gitra hai bo Céng An va bd Vin hoa.

o Nhiing tai liéu c6 ndi dung ddi truy, hinh anh khiéu dam phi nghé thuét

e Nhing tai li¢u c6 ndi dung kich dong bao luc, giy thu han dan toc,

phén biét chung tdc

3.1.2.2. Co ché loc ndi dung
Hé thong web s& duoc xay dung dua theo nhitng yéu cau cuy thé sau :

Giao thirc va kénh truyén
Hé théng loc web phai c6 kha ning loc duoc nhitng tai liéu c6 nodi

dung xau dugc truyén tai qua nhimg kénh va giao thirc trén mang Internet sau:
- Giao thuec:
= HTTP: giao thtc truyén dir liéu siéu vin ban
- Kénh truyén tai noi dung :
* Web : phuong tién chia x¢é nhitng ndi dung van ban text/hinh anh
dua trén giao thoc HTTP. MJi tai liéu Web duoc xac dinh ngudn

cung cap thong qua dia chi URL — Uniform Resource Locator.

Kiéu loc
Hé thdng loc nodi dung Internet phai cho phép thuc hién loc thong tin

truyén tai trén mang Internet theo ca ba hinh thirc: loc cu thé, loc ngoai trir va
loc theo ndi dung.

- Loc cu thé va loc ngoai tru (Implicite & Explicite Filtering, source-

based filtering): kiéu loc nay phai sir dung hai danh sach chira cac dia

chi can phai ngin chin (danh sach den — black list) hay nhiing dia chi

ma ludn cung cap nhing ndi dung tét (danh sach trang — white list)
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- Loc dua theo ndi dung (content based filtering): kiéu loc nay can c6 sy
phan tich noi dung cia tai liéu yéu cau dé tr d6 xac dinh mic do
xau/tbt cua tai liéu d6 va tir 46 ra quyét dinh chin hay khong ddi véi tai
ligu do6. Viéc phan tich nd1 dung tai li¢u s€ dugc thuc hién chu yéu Vo1
cac ky thuat trong hai nganh xtr ly ngoén ngtr tu nhién (NLP based

techniques) va phan tich hinh anh (Images analysis techniques).

Dinh dang tai li¢u
Céc chuan khuon dang tai liéu ma hé thong loc ndi dung c6 thé sir Iy

duoc bao gdm nhirng kiéu sau :
- Text format :
o HTML
o Microsoft Word files
o PDF (Portable Document Format) and PS (PostScript)
- Image format :
o JPG/JPEG (Joint Photographic Expert Group):
o GIF (Graphic Interchange Format)
o PNG (Portable Network Graphic)
o BMP (Windows Bitmap)

Phan loai tai li€u theo ngi dung
Thong qua hé théng loc, cac modules loc van ban tiéng Viét, Anh, loc

anh phai c6 nhiém vu phan loai mic do x4u/tot ciia mot tai lidu ma ngudi
dung yéu cau hodc truyén tai qua cong Internet quéc gia. Viéc phan loai ndi
dung phai dugc tuan tha theo nhimg yéu cau/nguyén tic da duoc dé cap trong
tai liéu bao cao [2].

Do do nodi dung ciia mot tai lidu, dugc ky hicu 1a M., s& 1a mot sd tu
nhién, c6 khoang thay ddi tir 0 dén 100 tuy theo muc do tot, xAu cla tai liéu

do. Gia tri M, ctia mot tai liu dat cuc dai, 100, khi n6 dugc danh gié 1a c6 ndi
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dung rit x4u (bao lyc, khung bo, doi truy, ...), va cd gia tri cuc tiéu khi tai
lidu d6 thé hién noi dung dugc danh gia 1a c6 khong ndm trong nhiing phd noi

dung xau.

3.1.2.3. Ngudi sir dung hé thong
Hé théng loc ndi dung Internet hudng dén su phan biét ba d6i tuong

nguoi dung sau:
- Ngudi quan tri hé thong: ngudi quan tri hé thdng phai c6 nhirng nhiém
vu sau:
o Cai dit hiéu chinh hé thong
o Theo ddi va quan Iy toan bd qua trinh hoat dong cua hé thong
o Cap nhat nhitng danh sach tring/den tir phia thiét 1ap chinh sach
- Nguoi thiét 1ap chinh sach loc
o Cap nhat céac chinh séach loc, cac mién nodi dung can phai loc, cac
danh sach tring/den.
o Xac dinh, cip nhat cac ngudng cam, ngudng can kiém soat cua
mot tai li¢u.
- Ngudi kiém soat lai noi dung trong trudng hop ¢ nghi van
o Phan tich, danh gia lai mic d6 xau cua tai lidu trong trudng hop
hé théng danh gia do xdu cua tai liéu ndm trong ngudng kiém
soat lai.
o Cap nhat lai hai danh sach tring va den dwa va két qua phan tich
danh gia trén
- Nguoi str dung
o Nhitng nguoi truy nhap Internet dé tim kiém thong tin, dat biét 1a

tré em, hoc sinh, sinh vién,
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3.1.2.4. Ngir canh lgc
H¢ théng loc nd1 dung phai ddm bao loc dugc thong tin tai nhiing céng

Internet qudc gia. Ngoai ra, hé théng cling phai c6 nhimg tién ich khac cho

phép loc thong tin theo ndi dung tai nhitng noi cong cong, trudng hoc, thu

vién, ISP, ...

3.1.2.5. Hiéu niing hé théng loc

Viéc danh gia hiéu ning cta hé théng loc nodi dung phai dugc xac dinh

theo nhiing chuin qudc té nhu ISO/IEC 9126 va nhiing tham sd phd dung

duoc dién ta trong hai bang duéi day :

Bang 3. 1. Cdc chi tiéu danh gid chdt lwong theo chudn ISO/IEC 9126

Quality framework as defined by ISO/IEC 9126

Quality Factor | Quality Subcharacteristics
) _ Suitability — Accurateness — Interoperability — Compliance
Functionality .
— Security
Reliability Maturity — Fault Tolerance — Recoverability
Usability Understandability — Learnability — Operability
Efficiency Time Behaviour — Resource behaviour
Maintainability | Analysability- Changeability — Stability — Testability
- Adaptability — Installability — Conformance -
Portability .
Replaceability
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Bang 3. 2. Cac chi tiéu danh gia dva theo benchmark

Quality factors as defined by the Benchmarking Study

Attribute

Quality Factor

Quality Criteria

Quality

Functionality

Usefulness
Flexibility
Interoperability

Reliability

Maturity
Stability

Security

Usability

Understandability
Resource requirements
Friendliness

Operability

Effectiveness

Blocking performance
Over-blocking

Localisation

3.1.2.6. Giai phap loc web

DPé c6 thé quan 1y va biao dam an toan-an ninh théng tin qua cong
Internet qudc gia thi diéu kién tién quyét 1a ta phai kiém soat duoc cac ludng
dir 1iéu qua do, cu thé d6i v4i bd loc web 1a céc luéng dir liéu str dung giao
thiee HTTP. Diéu nay s& duoc thyc hién thong qua ca cac thiét bi phan ctng

(router, switch) va phan mém (firewall, transparent proxy, phan mém kiém

soat va loc ndi dung).

3.1.2.7. Nguyén tic xir Iy cac ludng dir liéu khong lanh manh

Nguyén tic xt Iy cac ludng dir liéu khong lanh manh duoc thuc hién

theo mot trong cac tinh nang k¥ thuat cua bo loc web dudi day:
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- Cam khong cho truy van dén noi yéu cau (vi du nhu cac thong
tin khiéu dam, vin hod pham ddi truy, ...)

- Thay d6i mot phan ndi dung dit liéu yéu cau (vi du nhu stra doi
lai mot phan ndi dung cac trang két qua tim kiém tir cac dich vu tim
kiém nhu google.com, yahoo, ..., loai b6 SPAM, virut va cac doan
ma (script nguy hiém) trong cac tép di kém noi dung thu dién tir ...)
- Dinh hudng lai ludng dir liéu dén nhiing dich an toan hon (cac
website quang cdo thong qua cac popup,...)

- Kiém soét va ngan chan cookies, cac doan ma code c6 hai viét

bang cac ngdn ngit nhu: java, ActiveX, javascript, Vbscript.

3.1.2.8. K§ thuit quan ly cac ludng thong tin vao/ra
Céac ludng thong tin vao/ra tai mot cong Internet s& dugc kiém soat boi

mot hé théng firewall. Tai do, cac danh sach tréng (white list) va danh sach
den (black list) cac dia chi s€ dugc sir dung trong viéc xay dung tap luat cac
chinh sach (policy) lién quan dén viéc quan 1y cac ludng thong tin vao/ra. Néu
dia chi yéu cau nam trong hai danh sach do, hé thong firewall nay s& tu quyét
dinh ngan chin hay khong tuy thudc vao dia chi d6 c6 nam trong danh sach
den hay tring twong Gmg. Néu khong, ludng dir liéu yéu cau s& duoc dinh
huéng dé hé théng loc ndi dung dé hé thdng nay quyét dinh co ché kiém
duyét thich dang. So db quan 1y cac ludng thong tin dugc minh hoa nhu Hinh
3.1.
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C Nguoi dung )

Hinh 3. 1. So 6 dé xudt kién tric gidi phdp loc web

Nhu vay, hé thong firewall phai dam bao quan 1y duoc cac ludng thong

tin vao/ra theo thoi gian thuc va thuc hién tac vu phat hién va xu ly som. Cac

ky thuat loc cu thé cling nhu loc logi trir s€ dugce thuc hién tai budc nay, nham
giam tai cho hé thdng loc. Trong trudng hop khong thé 4p dung hai k¥ thuat
nay, tit cic cac yéu cau ciia ngudi dung lién quan dén cac giao thirc HTTP s&
duogc “bé ghi” di qua h¢ théng loc ndi dung trude khi di dén dich. Vi vay Viéc

tich hop cac phan clmg can thiét (switchs, routers) ciing can duoc nghién ciru

ky & muc nay.

3.1.3. Kién tric tong quan hé théng loc ndi dung
Hé thong loc web s& dugc thiét ké v6i su sir dung hé théng proxy trong

suot doi véi nguoi sir dung (transparent proxy) c6 kha niang cache cao nham
giam thoi gian truy cdp truc tiép dén dia chi yéu cau ciing nhu giam khoi
lugng tinh todn loc. Mot yéu cau tir nguoi dung dén mot dia chi nao do sé
duoc hé thong loc web phén tich cac yéu td sau:

1. Do 16n cua dit liéu yéu cau: yéu td nay sé anh huong dén quyét dinh

xtt 1y truc tuyén (online) hay khong (offline).
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11. Kiéu dit liéu: viéc nhan dang kiéu dit liéu cling phai dugc thuc hién
triét dé dé c6 thé phat hién cac loai dit liéu dang van ban va hinh
anh (hai loai dir liéu chinh dwogc nhim dén trong dé tai) dudi cac
hinh thitc khac nhau (chéng han nhu tép nén, t€p c6 dinh dang dac
biét nhu Word, PDF, v.v.).

Cac yéu t6 nay s& cho phép hé thdng quyét dinh loc truc tuyén (véi dix

li¢u dang van ban hay hinh anh va c6 do 16n thich hgp cho viéc xir ly thoi
gian thuc'®), loc offline (van ban/hinh anh ¢ dung lugng 16n) hay khong loc
(t€p am thanh, video clips, film, ...).
Khi hé thdng loc truc tuyén, nhiing thong tin khong lanh manh s& 4p dung
nguyén tic xir Iy cac ludng thong tin khong lanh manh. Viéc loc noi dung di
liéu (ca online 13n offline) s& giup cho viéc cap nhat lai cac danh sach den va
trang, 1am ting hiéu nang phat hién va xir Iy sém cta hé thong firewall.

Kién trac mot hé théng loc Web duoc mé ta theo so do trong Hinh 3.2.

3
o A
& B6 loc anh B6 loc URL
/PICS
A
=]
&
)
. = '.E A 4 - y
Firewall s > [ Bj kiém sodt
o =
\(g = 4&
-] <63
s g
= O
B6 xac dinh Bo loc B6 loc
Nguoi ding 8 ngdn ngit tieng Anh | | tieng Viét

Hinh 3. 2. Kién tric tong qudt mé hinh loc web trén Internet

' Theo théng ké dugc dé cap trong bao cao cubi cung cua dy an POESIA (Deliverable 3.1) thi d6 16n trung
binh cua mot trang Web 1a 16,3 KB.va c6 dén 99% s0 trang c6 do 16n bé hon 7,4KB. Ciing theo bao céo nay
thi s0 lugng anh trung binh trong mot trang Web 1a 18,8.

178



Mot hé théng cache ¢ hiéu qua cao 1a module Web proxy s& dugc tich
hop vao transparent proxy nham ting thoi gian truy cap dir liéu khi nhiing dir
liéu yéu cau ndy di c6 luu tam thoi tai hé thong cache nay.

Khi c6 mét yéu cau moi (dit liéu yéu cau khong ton tai trong cache)
duoc gii dén mo dun loc Web, mé dun con “Chudn hod di liéu” s& thyc hién
nhimg xtr 1y can thiét dé chuan hoa dir liéu yéu cau vé dang vin ban va hinh
anh. Néu budc chuin hod dir liéu nay khong thanh cong, dit liéu yéu ciu co
thé duoc luu lai tam thoi dé xur 1y offline sau nay (tao tién dé dé mo rong h¢

thong cho viéc loc ndi dung voi cac loai dir 1iéu khac).

3.1.3.1. Ky thuat lgc ndi dung van ban
Viéc loc nd1 dung van ban dang text s€ dya trén nhitng cong ngh¢ hi¢u

qua nhat trong linh vuc xir 1y ngdn ngit ty nhién NLP. Do dic thu mdi ngdn
ngir, viée loc ndi dung van ban tiéng Viét va tiéng nudc ngoai (cu thé 1a tiéng
Anh) cin phai dugc tach biét. Poi vdi mdi ngdn ngir, tuy thudc vao két qua
nghién cuu va thu nghiém cac phuong phdp hoc khong co giam sat
(unsupervised learning: chiang han nhu K-means/Fuzzy K-mean/Dynamic
clouds, Self Organising Maps, Hierarchical classification) hay cac phuong
phap hoc co6 giam sat (Naive Bayes, k-Nearest Neighbour, Maximum Entropy,
Support Vector Machine), v.v. && chon ra giai phap t6i wu nhat cho viéc loc
nd1 dung van ban.

Qua qua trinh khao sat bai toan phan 16p web, do s6 luong céc trang
web dugc phan 16p 1a rat 16n, thoi gian va khéi luong tinh toan yéu cau 1a rat
16n. Bé hé théng loc co thé duoc thuc thi trong moi trudong Internet, cac thuat
toan phan 16p web phai da don gian vé do phirc tap tinh toan nhung dong thoi
phai dam bao tinh hiéu qua (d6 chinh xac/dd hoi tuong) cua két qua phan 16p.

Lugc d6 ap dung bai toan phan 16p web vao hé thdng loc ndi dung trén
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Internet s€ bao gém hai giai doan: Giai doan loc don gian va giai doan loc
phtrc tap.

O giai doan loc don gian, phuong phap tiép can théng ké cho bo phan
16p, st dung phuong phap biéu dién tai tir khoa, két hop voi qué trinh loai tir
dirng va lay tir gbc duoc st dung. Cac tir khéa duge danh chi muc duogc lya
chon thong qua mot ngudng cuc tiéu cho tan sd tai lidu trong tap dit liéu huin
luyén. M6 hinh dugc xay dung cho mdi chu dé s& bao gdm danh sach céc tan
s6 duoc xép hang cila cac tir khda. Qua trinh phéan 16p dugc st dung thong
qua do do sai léch vi tri trén cac danh sach xép hang céc tir khoa.

Giai doan thur loc thir hai (giai doan loc phurc tap) s€ tip trung vao cac
trang web bi phn loai sai vao céc thé loai khong phu hop bdi bo loc don gian
o trén. Thay vi sir dung cac tir khoa don trong vi¢c biéu dién céc tai liéu, tap
hop cac tir khoa xung quanh tir khoa ddy s& duoc sir dung. Tap hop céc tir
khoa ngit canh nay c6 thé dugc 1ay bang mot cua so truot, va duge biéu dién
nhu 12 mot danh sach hodc moét tap hop. Ngoai ra cac ki thuat cia qué trinh
xur 1y ngdn ngit tw nhién (NLP) nhu POS, gan nhin tén thuc thé cé thé, duoc
ap dung dé lam giau ngir nghia cua tir khoa. D6i véi tiéng Viét, qué trinh tach
tir [51] s& duoc ap dung dé ting d6 chinh xc ciia qué trinh phan 16p. Thuat
todn phan 16p web dugc lya chon trong giai doan nay la thuat toan gan nhan

long [50], dua trén thuat toan hoc truc tuyén [49].

3.1.3.2. Ky thuat lgc duwa trén URL va PICS
Viéc thuc hién loc dyua trén URL va céc lién két don gian hon nhiéu so

v6i cac ky thuat loc ndi dung van ban va hinh anh. Céc k¥ thuat mang lai hi¢u
qua cao & day co thé ké dén nhu loc dua vao tir khoa, theo tén mién, v.v.

Mot k¥ thuat nira can duoc néi dén 1a ky thuat loc dua theo nhiing thong tin
da dugc gan nhin dénh gia, phan hang tai cac nha cung cap ndi dung thong

qua chuin PICS (Platform for Internet Content Selection — 1999,
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http://www.w3c.org/PICS). RS rang viéc danh gia cia cac nha cung cap thong

tin d6i khi khong hoan toan chinh xac, vi thé viéc nghién ciru va danh gié lai
céc nhin tai bd loc PICS 1a can thiét va phai dugc nghién ctru cu thé hon nita.
Viéc loc tai liéu theo chuén PICS s& chu trong dén nhiing véan dé sau :
- St dung thu vién Dsig cua W3C [DSig] — cung cip mot chuan dinh
dang thuc hién ma héa va giai ma.
- Tao bd phan tich ciu triic PICS
- Lua chon rating-system, rating-service dé danh gia chinh x4c noi dung

cac tai li¢u duoc cung cap.

3.1.4. Ky thuat lgoc anh
Co rat nhiéu k¥ thuat khac nhau dugc dé xuat cho viéc phan loai cling

nhu nhan dang loai anh, chang han:

= Loc dwa vao mau sic: ddi twong can xac dinh trong truong hop nay
thudng 1a hinh anh khoa than, c6 mau va két cdu chung. Khi dé can
phai phai x4c ving diém anh twong Gng v6i da nguoi cling nhu phan
bd mau sic va két ciu.

» Loc dya vao mau sic, text va st dung tri tu€ nhan tao: Ky thuat nay
yéu ciu can phai c6 budc hoc tu dong cac dic trung tir cac mau. Khi
c6 mdt anh mai, cac dac trung cua nd s€ duoc chit loc va so sanh
ching vé&i ciac mau dé quyét dinh loc hay khong. Pong thoi, viée
phan tich text kém theo trang web va két hop ca hai phan tich lai
cling s& gop phan 1am ting hiéu qua cua qua trinh loc anh.

= Loc dya vao mau sic va hinh dang: k¥ thuat nay két hop cac dic
diém cta ca hinh dang va mau sic dé co thé phat hién anh c6 ndi
dung khong lanh manh.

Hé théng loc web s& chu trong dén cac ky thuat phat hién bién (skin

detection) va phan tich hinh dang (form analysis) két hop véi viéc so sanh céac
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hinh tiéu biéu d6i v6i nhitng anh c6 kich thude bé (symbol detection) va ndi
dung text kém theo, néu c6, nham dat duoc hiéu qua cao nhat trong viéc phat
hién va loc anh c6 ndi dung khong lanh manh.
K¥ thuét loc hinh anh ¢6 ndi dung x4u s& dya trén mot sb van dé sau:
- Phat hién da, sau do6 trich tron thudc tinh va stt dung bg phan loai
anh theo mo hinh thong ké
- Thu thap cac miu c6 ndi dung x4u (phan dong, kich dong bao
luc, khing bd), str dung cic mo hinh thdng ké dé tir d6 co thé
phan loai nhitng hinh anh c6 ndi dung phan dong, kich dong bao

luc, khung bo, ...

3.1.5. K¥ thuat quyét dinh
Mo dun quyét dinh nhan tir dau vao ndi dung da dugc xép hang va phai

dua ra quyét dinh cho phép tra vé tron ven cho ngudi yéu cau hay ap dung
nguyén tic xu 1y cac ludng dit liéu khong lanh manh.

Viéc ra quyét dinh ciia mo dun nay khong can dua vao toan bo két qua
cua cac bd loc. Ch:fmg han nhu né c6 thé quyét dinh chan luéng dit liéu néu bd
loc anh dua lai mot danh gia cao vé kha niang chira thong tin xau trong khi
chua nhan duoc két qua cta bo loc text.

Nham dam bao rang budc xir 1y thoi gian thyc, mod dun nay c6 thé dua
ra quyét dinh sau mot khoang thoi gian nao d6 ma khong can cho két qua
phan tich cua cac bg loc.

Noi dung tai li¢u néu duoc phan tich trong cac bo loc s¢ dugc danh gia
theo thang diém tir 0 dén 100. Sau do, tuy thudc vao nhiing chinh sach loc dé
ra, cic ngudng cAm/chin hay dé xem xét sau s& duoc dua ra. Tai liéu c6 noi
dung dugc danh gia 16n hon ngudng cdm s& duoc hé théng ngin chin va
thong bao lai cho ngudi dung, nhd hon ngudng xem xét thi s€ duoc tra lai

ngay cho ngudi yéu cau. Trong truong hop ndm trong ngudng cAm va 16n hon
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ngudng xem x¢&t thi tai liéu do van duoc tra lai nguoi dung, tuy nhién, ndi
dung d6 s& dugc cac nha chirc trach lién quan kiém duyét lai va cap nhat trong

danh sach den sau d6.

3.1.6. Cac thanh phan trong hé thong loc web
Dir liéu dau vao xuat phat tir hé théng proxy s& dugc xtr Iy & mo dun

chuan hoa dir liéu. M6 dun nay lam nhiém vu chuyén tat ca cac tai lisu Web
vé hai dang co ban : plaintext va hinh anh. Sau khi chuén hoa dit liéu vé hai
dang co ban xong, dir liéu nay s€¢ dugc xem nhu dir li¢u dau vao ctia mo6 dun
kiém soat. Ngoai dit liu nay ra, dia chi URL cua tai liéu dé cing dugc
chuyén dén bo kiém soat.

Mo dun kiém soat 1am nhiém vu diéu phdi qué trinh phan tich ndi dung
tai liéu. Trong truong hop tai liéu nay 1 vin ban plaintext, né s& duoc chuyén
dén mo dun xac dinh ngdn ngi, néu 1a hinh anh no6 s& chuyén truc tiép dén mo
dun loc hinh anh.

Sau khi xac dinh duoc ngdn ngit cua tai lidu, két qua nay s& dugc méd
dun xac dinh ngdn ngit chuyén lai cho b kiém soat. Mo dun nay sé& tir d6
chuyén tai liéu do dén bo loc tuwong tmg v6i ngdn ngit vira xac dinh duoc
(Viét/Anh).

Két qua cua cadc md dun loc van ban plaintext tiéng Viét, tiéng Anh, loc
hinh anh va URLA+PICS s& dugc mé6 dun kiém soat thu nhan va chuyén dén bo
ra quyét dinh.

BO ra quyét dinh s€ dya vao nhirng chinh sach loc da duoc quy dinh,
tién hanh ra quyét dinh cém, khong cAm hay xét duyét lai ndi dung tai liéu. Tu
d6 moé dun kiém soat co thé twong tac véi hé théng firewall/proxy dé thuc
hién nhitng quyét dinh dua ra.

Dic ta chi tiét timg thanh phan trong hé thong loc tai lidu nay s& dugc

trinh bay cu thé ¢ phan dudi day:
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B§ chudn hod dir ligu
M6 dun nay cé nhiém vu chuyén nhiing dinh dang khac nhau cia tai
liéu nguoi dung yéu cau thanh hai dang co ban: hinh anh va nhitng chudi ky

tu (plaintext).

HTML, Bo

Word, A - Plai
chuan aintext

Excel, , - Hinh anh

PDF hoa

dir ligu

Hinh 3. 3. M6 hinh bé chuan hod dir liéu

Input: cac tép tai liéu c6 dinh dang HTML, Word, Excel, PDF, JPEG, PNG,
GIF

Output: Cac doan van ban & dang plaintext va nhitng t€p hinh anh
Algorithm: Giai dugc

B¢ xdc dinh ngon ngir

)

B@ Xac Céc doan van ban
Vin ban . (paragraph) da dugc
plaintext d!nh chia cung ma ngoén
ngﬁn ngit tuong ng
ngur

—

Hinh 3. 4. M6 hinh bo xdc dinh ngon ngit
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Input: tai li¢u dang plaintext
Output: ma ngdn ngir clia timg doan vin ban (paragraph) trong tai liéu dau
vao. Ma nay bat budc phai c¢6 kha ning xac dinh 2 ngdn ngit chinh 1a tiéng

Viét va tiéng Anh

B¢ loc van bdn tiéng Viét
B0 loc nay c6 nhiém vu phan tich, phan loai, danh giad mac dé xau cua

mot tai liéu (doan — paragraph) duoc xay dung tir ngdn ngir tiéng Viét.

)

B loc
Vién ban | 3 - D6 x4u cla van
tiéng Vit Vi}ll ban ddu vao
ban - Thé loai cua tai
L ti é’ ng liéu dau vao
Vit

—

Hinh 3. 5. Mo hinh bo loc van ban tiéng Viet
Input: tai lidu vin ban tiéng Viét
Output:
- Do x4u cta van ban dau vao, danh gia trén thang diém 0-100 tuwong
g tir tot dén x4u

- Thé loai cua van ban dau vao

B¢ loc vin bdn tiéng Anh
B loc nay c6 nhiém vu phan tich, phan loai, ddnh gia mic do xau cua

mot tai liéu (doan — paragraph) dugc xay dung tir ngdn ngit tiéng Anh.
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)

B loc
Van ban ~ PO SRS
" — van - B xau cua van
tiéng Anh . ban dau vao
ban - Thé loai cua tai
S . X ligu dau vao
tieng -

Anh
—

Hinh 3. 6. Mo hinh bo loc van ban tiéng Anh
Input: tai lidu van ban tiéng Anh
Output:
- Do x4u cta van ban ddu vao, danh gia trén thang diém 0-100 tuong
g tir t6t dén xau

- Thé loai cua van ban dau vao

B¢ loc anh co ngi dung xdu
B0 loc nay c6 nhiém vu phan tich, phan loai, danh giad mic d¢ xau cua

mot anh c6 dinh dang bitmap-BMP, JPEG, GIF, hay PNG.

)

Bo loc
Hinhanh | hinh - Do x4u cuia anh
. dau vao
anh - Thé loai ctia 4nh
— dau vao

—

Hinh 3. 7. Mo hinh bo loc hinh anh
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Input: Anh c6 dang BMP, JPEG, GIF, PNG
Output:
- Do xau cua anh dau vao, danh gia trén thang diém 0-100 twong tng
tir t6t dén xau

- Thé loai cua anh dau vao

B¢ loc URL va PICS

B0 loc nay c6 nhiém vu phan tich ct phap va ca ngt nghia mot dia chi
URL, tir d6 dénh gida mic d6 x4u cia URL d6. Trong trudng hop URL d6 da
duogc danh gia, phan loai theo chuin PICS, bo loc s& ghi nhan nhiing danh gia

phan loai do, tién hanh phan tich va ra cép nhat lai o x4u cua dia chi URL

yéu cau.
)
B loc
URLyéa | URL - D9 xéu ciia URL
cau . - Thé lqai cua
va URL dau vao
chuan
PICS

—

Hinh 3. 8. M6 hinh bé loc dia chi URL va chudn PICS
Input: dia chi URL cua tai liéu yéu cau
Output:
- P06 x4u ciia URL dau vao, danh gia trén thang diém 0-100 tuong
g tir t6t dén x4u

- Theé loai cua URL yéu cau

187



B¢ ra quyét dinh
B ra quyét dinh giit vai tro phéan tich cac két qua dén tir cac bo phan
khac trong tong thé hé thong dé tir d6 tong hop va ra quyét dinh xtr 1y véi tai

li¢u ma nguoi dung yéu cau.

, B6 ra
- P06 xau * oz . o
- Thé loai cua quyet Quyet dinh xtr Iy
tai liéu yéu .
chu dinh

—

Hinh 3. 9. M6 hinh bé ra quyét dinh

Quyét dinh xur 1y d6i véi mot yéu cau s& cha yéu dwa trén do xdu Px
ctia yéu cau d6 va bao gém cac trudong hop sau:

i. Cam khong cho nguoi str dung truy cap dén dia chi yéu cau va thong
bao 1y do cAm cho nguoi d6. Pay 1a truong hop d6 xau cua tai liéu
yéu cau 16n hon ngudng xau Nx cho phép ctia mot tai liu Px > Nx ,

ii. Cho phép ngudi st dung truy cap dén dia chi yéu cau. Pay 1a truong
hop tai liéu yéu cau c6 d6 xau nhoé hon ngudng can kiém soat Nk : Px
< Nk.

iii. Cho phép truy cap dén tai liéu yéu cau, tuy nhién vét cua tai liéu nay
s& dugc luu lai trong phan luu vét cta hé thong. Trong trudng hop
nay, do xdu cua tai liéu s& nam trong hai ngudng cAm va kiém soat :

Nk <= Dx <= Nx. Nguoi phu trach ddm bao an toan/an ninh thong tin

188



s€ c6 nhiém vu phan tich danh gid lai nhiing tai li¢u nay va cap nhat

lai vao trong hai danh sach tring va den.

iv. Cho phép truy cip dén tai liéu yéu cau trong trudng hop d6 10n cua tai

lidu yéu cau vuot qua ngudng NI cho phép cta hé théng. Trong

truong hop nay, tai liéu nay ciing s& duoc luu lai trong vét cua hé

thong va s& duoc tién hanh phan tich, danh gia theo hinh thic ngoai

tuyén dé cap nhat lai hai danh sach tréng va den.

Nhu vay, bo ra quyét dinh s€ c6 dau vao va dau ra cu thé nhu sau:

Input: Cac két qua (do x4u + thé loai tai liéu yéu cau) dén tir cac bd phan

khac

Output: Quyét dinh xir 1y ( mot trong 3 loai quyét dinh da néu & trén)

B¢ kiém soat

B0 kiém soat c6 nhi¢m vu di€u phoi cac ludng dit liéu bén trong h¢ thong loc

ndi dung.

)

, B0
Output cua tat 2
cd céc bd — kiem
phan khac SO {lt

—

Hinh 3. 10. M6 hinh bé kiém sodt

Input ctia cac bd
phan khac

Tur céac dir liéu dau ra ciia moi bo phan trong hé thong, bo kiém soat co

nhiém vu truyén nhitng két qua d6 dén bd phan co trach nhiém xu 1y. Céc

ludng dir liéu ma b kiém soat phai ddm nhiém bao gom:
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- Chuyén két qua cua bd chuin hoa dit liéu dén céc bo loc anh va bd
xac dinh ngon ngir tuong (mg v&i nhimg két qua text hay anh & b
chuan hoa.

- Chuyén két qua cua bo xac dinh ngdn ngir dén bo loc tiéng Viét
hodc/va bo loc tiéng Anh twong tmg véi két qua xac dinh 1a tiéng
Viét hay tiéng Anh cua tai liéu yéu cau

- Chuyén dia chi URL yéu cau tir hé thong proxy dén bo loc URL va
PICS

- Chuyén cac két qua tir cac bd loc URL&PICS, loc anh, loc tiéng
Viét, loc tiéng Anh dén bd ra quyét dinh

- Chuyén két qua quyét dinh xtr Iy dén hé thong firewall va proxy.

Phin mém WEBFILTER (SP.01-1)
Phwong phap cap nhat danh sach loc URL

Viéc tao danh sach loc URL ban dau dua vao ¥ kién chuyén gia. Va
thuong xuyén duoc cap nhat lai dua vao chuyén gia hodc tu dong.

Dé ty dong cap nhat danh sach cac URL mot sb phuong phap duoc dua
ra nhu: cac phuwong phap dua vao lién két dé xac dinh link Spam, hay phan
16p dé xac dinh cac URL chira ni dung xau/ tt. .. tir d6 cap nhat cac URL tdt

xau vao danh sach loc.

Cac phuong phap link Spam:

Str dung cac thuat todn tinh hang dya trén lién két nhu PageRank(] dé
danh gia d6 t6t x4u cua cac URL, v6i quan niém: cac trang ¢ ndi dung xau
thuong c6 xu hudng lién két v6i nhau va nguogce lai cac trang c6 ndi dung tot
thudng lién két v6i nhau va hiém co lién két téi cac trang xau. Tir tap nhan
cac URL dugc gan trong s t6t xau ban dau, thong qua lién két trong s6 duoc
phan phdi cho cac URL duoc loang t6i. Nhitng URL c6 trong sb cang cao

cang dugc danh gia tdt.

190



Vén dé dit ra 1a 1am sao xac dinh duoc ngudng (threshold) dé quyét
dinh mot URL thuc su tot/ xau: blankThreshold- xac dinh nhiing URL c6
trong sd 16n hon blankThreshold dugc coi 14 URL xau va whileThreshold-
xac dinh nhitng URL c6 trong s& 16n hon whileThreshold duoc coi 1a URL
t6t. Sau d6 cac URL méi ndy dugc cap nhét vao danh sach loc tuong tmg(tot
hoic x4u). Cac URL c6 trong sb nim & trong khoang black/ whileThreshold
6 thé khong can cap nhat vao danh sach loc béi dugce coi 1a chua x4c dinh.

Phuong phap can sir dung cdu tric ciia dd thi web- cac lién két vao ra
tir mdi URL va do tinh chit hoi tu, tinh gia tang(su dung céc trong s6 URL &
lan danh gia truéc dé cap nhat cho 1an danh gia sau) ciia cac phuong phap tinh
hang trang nén dé ting nhan dién nhanh can luu lai cdu trac web va trong sd
ctia cac URL di duoc duyét qua. Hon nira viéc danh gia ndy c6 thé lam doc
1ap véi he théng, duoc thuc hién ngoai tuyén (offline) va chi cap nhat lai danh
sach loc sau khi nhiing khoang thoi gian nhat dinh

Phuong phap két hop véi bd loc ndi dung: dua vao ndi dung cia
URL va ndi dung cua trang tai liéu tmg voi URL dé phan loai tai liéu tot/ x4u.
T4an dung bd phan 16p nodi dung tai liéu dé xac dinh cac URL chira ndi dung
tdt/ x4u va cap nhat vao danh sach lgc néu can.

Ung dung vao hé thong loc nji dung
e Xay dung cac mau loc URL
e Cap nhat danh sach loc URL ban dau

e Module cdp nhat danh sich lgc: 4p dung thuat todn PageRank cua

truong Stanford University va TrustRank cia Yahoo! Research.
YEU CAU PAT RA
DPdi v6i modun loc dya theo URL
e Ngin chdn cac trang web c6 vi tri lién qua té61 mot URL-

httt://www.xyz.com va tat ca cac trang web c6 cliing mot tén domain.
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e Ngan chan mdt tdp hop cua trang web-

htttp://www.xyz.com.au/magazineA/...

e Ngan chian mdt trang web voi link dang sau dac biét -

http://www.xyz.com.au/file A .html.

e Ngin chin cac truy xuat file tir cac ftp site c6 lién quan bdi cac dudng
dia chi dic biét ciia trang web, hoidc lién quan t6i file( hodc cac mau)

trong pham vi m{t trang web. Vi du: ftp:/ftp.xyz.com/fileB.jpg

e Ngan chan cac cach truy xuat dir liéu dac biét nhu viéc dung dia chi cac

cong truc tiép dé truy xuat ndi dung: www.xyz.com:6969/

e Ngan chdn m{t nhom céc tin tirc lién quan, vi du nhu cac muc quang
cao

e Ngan chdn hodc hily b6 mot muc lién quan trong mdt tin tirc.

e Cho phép nhitng Url thudc danh sach trang di qua ma khong bi loc.

e Khoa hoic gigi han mot sb trang Upload file chia sé.<DansGuardian>

LY THUYET LIEN QUAN
Nghién ctru cac giai phap loc theo URL
Loc theo tén URL dang Text

Thanh phan pho bién nhit, va hiéu qua nhit, dang nén tang cua ngudn
loc 1a co ban URLs, nguoi doc dia chi cua trang web. URLs dua ra nhiéu cach
diéu khién lam min hon loc theo g61 nhu 1a chi lgc theo tén trang web. Mot

trang web vi du nhu www.playboy.com s€ chtra dung hang tram hoac nhiéu

hon t&i hang nghin trang riéng 1¢, mdi cai v6i dia chi URL cua ho. Ciu triic ¢6
thir bac (trai sang phai) cua trang web cho phép loc tu dong theo ting tap dix
liéu ctia toan bo sites hodc chi 12 mdt phan cua sites boi phan dic biét cua
URLs. Tat ca cac trang duogc dat trén may chu cua trang Playboy s& binh

thudng c6 dia chi bat dau voi www.playboy.com va & ddy tat ca nhiing thi ta
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can 1a loc dac bi¢t danh sach cac khoi dir liéu cta toan bd site, bao gom ca

\

www.playboy.com/June2001/centrefold.html va

http://www.playboy.com/May2001/centrefold.html .

C6 mot phan tén co thé c6 mot co ché dic biét cho phép truy nhap dix
liéu t6i mot phan cua site trong khi dang truy xuat dit liéu theo khdi tdi phan

khac. Vi du nhu mot cach ty dong co thé duoc truy cap theo khéi t6i

www.bigpond.com.au/users/~ahacker khong c6 khéi dir liéu nao téi ngudi sir
dung khac véi trang chu ciia web dugce dugce dat trén may chu cia Big Pond
Web.
Sir dung nhiéu “domain name”

Phan URL dang duoc tra 16i 1am cho phu hop véi ‘domain names’, nhu

1a www.playboy.com , véi URLs. Nhiéu domain names la rat dong va mot

site ¢O thé c6 nhi€u domain names, va dua ra mo1 mét chi dinh rat nhanh. Mot

site, nhu 13 Playboy c6 thé sir dung www.playboy.com dé quy vé ndi dung

chinh trén Web server nhung stir dung cong thém nhiéu servers vdi cung mat

domain names cua ho, nhu 1a www2.playboy.com va www3.playboy.com, dé

cung cap nhiéu hon, nhanh hon néi dung thuc té duoc yéu cau. Mot vai trang
web 16n nhu 13 HotMail, DejaNews va Ebay c6 mot nghin hodc nhiéu server
hon trén mot tén duy nhat ctia domain name. O day da st dung nhiéu server
dé chay véi sy ting thém vé dung luong, khong phai dé tranh bo loc, nhung
tat ca tiém nang tén hoac dia chi IP c6 thé chd dé hién ra trong khdi cta danh
sach loc tr¢ thanh hiéu qua.

Loc dva trén URL dang s6 32 bit

Domain names, nhu la www.playboy.com chi ton tai vi su tién lgi1 cho

con ngudi khi str dung n6 dé dang xem tron ven trang d6. Ngoai ra hé thong
may tinh két ndi toi Internet 1a that sy duoc biét béi dia chi IP ciia nd. Mot sd
32-bit 1a hoan toan c6 thé dugc chép nhan 12 URL trong domain names. Vi

du, dia chi URLs htttp:// www.playboy.com/centrefolds/ va
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http://206.15.29.10/centrefolds/ 14 hoan toan twong dwong va cé thé thay thé

duge cho nhau. Két qua cua nod la bd loc co thé khoa c6 ca 2 dang ctia mot
URL, bédi vi phai cOng thém tdi cd cia danh sach den hodc ngay cang tang
dan su chiam tré ctia bd loc néu domain names c6 thé duoc chuyén sang toi
dia chi IP trude khi 6 thé dugc kiém tra.

Internet lam viéc v&i cac dia chi IP. Domain names, nhu la

www.playboy.com chi t6n tai d6i v6i con nguoi. Con nguoi khong thé nhd

nhirng s6 kho str dung, céng kénh, va su that dé than thién hon v61 con nguodi
‘domain names’ dugc st dung dé truy cip ndi dung. Nguoi st dung khong
can stir dung dang sd cia mot URL va dé co thé quyét dinh t6t nhat mot bo loc
phai c6 thém ca ¢ dang than thién cua domain name. Vi du: URLs

http://www.playboy.com/centrefolds/ va http://206.251.29.10/centrefolds/ la

dugc hiéu nhu nhau va bd loc phai lam duoc ca 2 dang nay.

MO HINH BE XUAT
Pé 1am duogc nhitng yéu ciu trén ta can phai chia nhd modun ra thanh

cac thanh phan khac nhé hon dam nhiém ting nhiém vu cy thé nhu sau:

- Xay dung modun loc URL theo dang URL text. Duya trén danh

- Xay dyng modun loc URL theo dang s6 32 bit. } sach den
- Xay dung modun loc URL theo viéc kiém soét viéc truy xuét cac cong
tryc tiép qua trinh duyét web ciia ngudi str dung.
- Xay dung modun kiém soét truc tiép viéc truy xuét truc tiép t6i cac file
cu thé trén timg trang web.
- Xay dung danh sach cac danh sach den ¢ ca dang URL text va ca dang
URL dang s6 32 bit.
- Modun loc nhitng duong link c6 dang phtc tap, thudng xuat hién & cac

trang tin tac.
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=» ngan chan luén domain name cuia nhitng dia chi d6, hay chi ngan chan mot

phéan nd1 dung cuia domain name do.

THIET KE MO DUN
Céc giai phéap loc d6i voi URL
/*- Pic ta nhimg ¥ chinh trong kién trac mo dun yéu cau.
- Céc giai thuat cho phép giai quyét nhitng van dé dat ra trong mo dun dich
can phai dugc trinh bay trong phan nay.
*/
ICAP Communication( Internet Content Adaptation Protocol)
Giao thuc ICAP 1a dugc 1y giai ddy du trong RFC 3507. Khi may uy

nhiém nhan mot HTTP yéu cau hodc mot HTTP tra 1o, n6 1a duoc gbi gon
trong ICAP yéu cu va giri nd tdi bo kiém tra(the monitor), cai ¢ vai tro ciia
ICAP server. Khi bd kiém tra tra 101 bdi mot théng diép CAP va gbdi gon mot

sua d61 HTTP yéu cau hoac sua doi..

Muc dich cua giao thitc ICAP 1a ndi dung cua tai li€u phong theo,
nhung chung ta chi st dung cho muc dich loc trong phan mém POESIA. Bo
kiém tra s& khong “sira d6i” ICAP yéu cau, n6 chi chap nhan hodc khong chap
nhan. O day c6 2 vi du:

Vi du:
Vi du 1: Khi c6 ndi dung x4u cing duoc yéu cau trong cuing mot thoi

gian.
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Khi client yéu cau mot trang wed khiéu ddm, vi du nhu www.sex.com .

May trinh duyét client s& giri yéu cau ti proxy( budc 1)

GET /index.html HTTP/1.1
Host: www.sex.com
User-Agent: Mozilla
Connection: keep-alive

May proxy s& goi gon HTTP yéu cau trong mot ICAP yéu cau va giri nd t6i bd kiém
tra(budce 2)

REQMOD icap://monitor.school.com/filter ICAP/1.0
Host: monitor.school.com

Encapsulated: reg-hdr=0, null-body=68

GET /index.html HTTP/1.1

Host: www.sex.com
User-Agent: Mozilla

Khi d6, ICAP yéu cau s& bat dau voi REQMOD, 1a thanh phan cua
ICAP dugc sit dung. REQMOD nghia 1a yéu cdu stra dbi( request
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modification) va RESPMOD nghia 1a phan hoi sira ddi(response
modification). Pay 1a mot diém dic biét cua tiéu dé gobi gon ICAP( ICAP
header “Encapsulated”), ddy 1a c4i ma trinh bay vé thong diép HTTP mot
cach tu nhién( req for requests), néu ¢ day la phan chinh( khong c6 phan
chinh khi phan chinh khong ton tai?) va do rong cua tiéu d& HTTP(68).
Chung ta s& qua bo kiém tra dé tim kiém trong co so dir liéu cua cic trang
wed va tim url(www.sex.com ) trén nd. Nhu vay ICAP tra 1oi s& tim thdy no

(step 3).

ICAP/1.0 200 OK

Date: Mon, 10 Jan 2000 09:55:21 GMT
Server: POESIA-Monitor/1.0

Connection: close

ISTag: "W3E4R7U9-L2E4-2"

Encapsulated: res-hdr=0, res-body=(...)

HTTP/1.1 403 Forbidden

Date: Wed, 08 Nov 2000 16:02:10 GMT

Server: Apache/1.3.12 (Unix)

Last-Modified: Thu, 02 Nov 2000 13:51:37 GMT
ETag: "63600-1989-3a017169"

Content-Length: 58

Content-Type: text/html

3a
Sorry, you are not allowed to access that naughty content.
0

Gibng nhu giao thirc ICAP, khi proxy nhan mot yéu cau HTTP cho mot
HTTP yéu cau dang dugc mdt ICAP dang thuc hién, nd s€ bé qua yéu cAu cua

trinh duyét web client.

HTTP/1.1 403 Forbidden

Date: Wed, 08 Nov 2000 16:02:10 GMT

Server: Apache/1.3.12 (Unix)

Last-Modified: Thu, 02 Nov 2000 13:51:37 GMT
ETag: "63600-1989-3a017169"

Content-Length: 58

Content-Type: text/html

Connection: close

Sorry, you are not allowed to access that naughty content.

Chuy réng vi du nay thuc hién mot qua trinh van chuyén ma kho khan

trong ICAP communication.
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Vi du 2: Khoi cac ndi dung xau cung thoi gian dugc tra 101

Khi mét web client yéu cau ndi dung ctia mot trang web cai ma chung
ta chua nhan dang nhu la chua dugc néi dén hoac khong tir mdt URL, ching
ta phai download nd dung cua nd vé trude khi quét nd. Trong vi du nay, yéu

cau URL la www.unknow-server.com .M¢t client gui yéu cau tdi proxy giong

no6!( budce 1)

GET /index.html HTTP/1.1
Host: www.unknow-server.com
User—-Agent: Mozilla

Proxy budc tiép theo s& to1 monitor gidng nhu vi du trude. Khi nay thi monitor s& can yéu
cau do6 va s& tra 101 lai gibng nhu sau day(budc 3)

ICAP/1.0 200 OK

Date: Mon, 10 Jan 2000 09:55:21 GMT
Server: POESIA-Monitor/1.0
Connection: close
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ISTag: "W3E4R7U9-L2E4-2"
Encapsulated: res-hdr=0, null-body=(...)

GET /index.html HTTP/1.1
Host: www.unknow-server.com
User-Agent: Mozilla

Bo kiém soat s& khong thay d6i mot yéu ciu ndo. Trong giao thirc
ICAP, ICAP server c6 thé ndi rang n6 s& khong thay ddi yéu cau(hodc phan
hoi ), néu proxy hoi rang cé tiép tuc lam tiép khong, véi didu kién 1a 204
“khéng c6 ndi dung” phan hoi. Trong tinh hudng nay proxy phai nhé lai thong
diép HTTP trong bd dém trudc khi dé nghi ICAP server cho mot dap ung.

Chung ta tin rang bay gio proxy c6 thé giao tiép voi www.unknow-server.com
va dua mot vai ndi dung xau. ICAP co thé sé giai quyét né gidng nhu sau day:

Tt proxy ti bo kiém soat (budc 6)

RESPMOD icap://icap.example.org/satisf ICAP/1.0
Host: icap.example.org
Encapsulated: reg-hdr=0, res-hdr=(...), res-body=(...)

GET /origin-resource HTTP/1.1

Host: www.origin-server.com

Accept: text/html, text/plain, image/gif
Accept-Encoding: gzip, compress

HTTP/1.1 200 OK

Date: Mon, 10 Jan 2000 09:52:22 GMT
Server: Apache/1.3.6 (Unix)

ETag: "63840-1ab7-378d415b"
Content-Type: text/html

1d
Here is some naughty content.
0

Tir bo kiém soat téi proxy(budc 7)

ICAP/1.0 200 OK

Date: Mon, 10 Jan 2000 09:55:21 GMT
Server: POESIA-Monitor/1.0

Connection: close

ISTag: "W3E4R7U9-L2E4-2"

Encapsulated: res-hdr=0, res-body=(...)

HTTP/1.1 403 Forbidden

Date: Wed, 08 Nov 2000 16:02:10 GMT

Server: Apache/1.3.12 (Unix)

Last-Modified: Thu, 02 Nov 2000 13:51:37 GMT
ETag: "63600-1989-3a017169"
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Content-Length: 58
Content-Type: text/html

3a
Sorry, you are not allowed to access that naughty content.
0

Nhu vay cubi cing phan hdi téi may chi(server) sé la(bude 8)

HTTP/1.1 403 Forbidden

Date: Wed, 08 Nov 2000 16:02:10 GMT

Server: Apache/1.3.12 (Unix)

Last-Modified: Thu, 02 Nov 2000 13:51:37 GMT
ETag: "63600-1989-3a017169"

Content-Length: 58

Content-Type: text/html

Connection: close

Sorry, you are not allowed to access that naughty content.

Néu bg kiém soat chap nhan ndi dung nay, nd s€ trad 161 vd1 ma 200

hodc mi 204. Vay ngudn gdc ctia ndi dung s& duoc dua toi may khach(client).

Loc theo chudin PICS

Chuan PICS (Platform for Internet Content Selection) dugc W3C(
World Wide Web Consortium) dua ra vao nim 1995, chuan nay cung cap tap
tir dién cac nhan nham xac dinh noi dung cac trang tai li¢u trén Internet. Ban
dau chuan duoc dua ra giup ngudi dung dé dang tim céc trang web c6 ndi
dung pht hop va tranh nhiing trang c6 ndi dung khong mong mudbn, nham
kiém soat viéc truy cap Internet ctia tré nho. Sau d6, dan tré thanh chuan dinh
dang dé danh gia noi dung cac tai licu.

Chuan PICS 14 cung cdp mot khung (framework) cho viéc phat trién
cac lugc dd gan nhan va cho phép nguoi dung Iya chon linh dong cac tiéu
chuén loc theo mong mudn.

Danh gia va gan nhan

Chuan PICS dua ra 2 loai nhan: self-label va third-label._Moi tai li€u
Web dugc gan nhan phu hop véi ndi dung bdi ngudi tao tai liu goi 1a self-
label. Tuy nhién c6 thé tac gia khong gan nhdn hodc khong gan nhin ding

cho trang tai liéu. Do vay gidi phdp gén nhan cua bén thtr ba, third-party label,
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dugc dua ra dé danh gid va gan nhan cho céc tai liéu web. Va khi d6 nguoi
dung cé thé lua chon st dung nhan do tac gid hodc ctia by gan nhan bén thir 3
dua ra. Mot nhan bao gébm 3 phan: service indentifier, label options, va
rating. Service identifier: khai bao URL cua server dugc dung dé danh gia.
Label option: dua ra cac thudc tinh cua tai liéu duoc danh gia. Rating: Trong
s6 dugc danh gia. Twong Gmg ¢ cac cach danh gia(thyc hién gan nhan).
Self-rating

Ngueoi cung cdp(tao tai liéu) tw gdn nhan cho tai liéu ma ho tao ra...
Third-party rating

Dich vu thuc hién gan nhan doc lap voi phia tao va phdan phdi tai liéu,
va ¢é hé thong gdn nhén riéng. Do vdy cing mét ndi dung, cdc hé thong khdc
nhau c6 thé dua ra cac nhan khac nhau.

Ease-of-use

Nguoi dung dwoc phep tw danh gia, gan nhan cac tai liéu.

Do su da dang cua céac tiéu chuin dao dtre, van hoa caa nguodi dung nén
chuan PICS dugc trién khai trén nhiéu hé thong gan nhan dé co thé dap tng
duoc cac nhu cu st dung khac nhau trén NET. Khong mot hé théng gan nhin
don nao phu hop véi tit ca moi ngudi trén cong dong web.

Van dé gan nhan can dam bao tinh toan ven noi dung cua céc tai li¢u
web va trong sudt dbi véi cac browser. Cac hé thdng gan nhan dua trén PICS
can linh dong trong cac tiéu chuin dugc st dung dé danh gia, va céac tiéu
chuan can mo dé ngudi dung c6 thé kiém tra.

Céc nhan dugc thém vao ma HTML dugc coi nhu thong tin cua thé
META, va & phan dau (header) cia trang tai liéu.

<META http-equiv="PICS-Label" content='labellist'>

Vi du mét trang HTML c6 header chura thong tin gan nhan PICS:
<head>

<META http-equiv="PICS-Label" content='
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(PICS-1.1 "http://www.gcf.org/v2.5"
labels on "1994.11.05T08:15-0500"
until "1995.12.31T23:59-0000"
for "http://w3.org/PICS/Overview.html"
ratings (suds 0.5 density 0 color/hue 1))
>

</head>

Phan mém loc vin ban tiéng Anh (SP.01-2)
Muc tiéu

Module loc vin ban tiéng Anh cung cép chiic ning ty dong xac dinh
mot tai liéu c¢6 chira van hoa phém doc hai, hay cac van dé chinh tri, ton giao
khong. V& ban chit c6 thé coi bai toan nay 14 bai toan phan 10p trang web.
Véi mdi trang web dau vao, module s& phan loai tai liu vao mot trong cc
16p cho trudc dua vao ndi dung trang web.
Pham vi

Module loc van ban tiéng Anh duogc phat trién trén nén cong nghé hién
dai, cung cép cac chic ning tién dung cho phép ta co thé cai dat, tich hop vao
hé thong 16n dé dang.
Téng quan hé thong

Lugc d6 4p dung bai toan phan 16p web vao hé thdng loc nodi dung trén
Internet s& bao gdm hai bo loc (Hinh 3.11):

B6 loc nhe (light fitler / light classifer) ¢6 kha niang xu 1y nhanh voi s6

luong dir li¢u 1on. Stir dung phuong phép Naive Bayes cho b loc nay.
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Tai li€u van ban

Tién xir Iy

B0 loc nhe

Score > T

Score <T

Két qua

Hinh 3. 11. Kién tric b loc tiéng Anh trong hé Zhéng loc ngi dung
il. B loc sau (heavy filter / heavy classifer) tap trung vao cac trang web
chua dugc phan 16p bdi bd loc don gian trong qué trinh hoc. Ta sir dung

phuong phap may vector hd trg (Support Vector Machine — SVM) cho bo loc

nay.

Vi mdi tai liéu van ban, sau khi tién xur 1y lya chon thudc tinh, dir licu
duoc dua t6i bo loc nhe. Néu két qua phan 16p trang web cua bd loc nhe 16n

hon ngudng T thi quy trinh chAm dut va lay két qua quyét dinh tir bo loc nhe;

B¢ lgc sau

trong truong hop nguoc lai, bd loc sadu dugc kich hoat.

Module dugc phat trién bang ngdn ngit Java, bao gom 4 thanh phan

chinh:
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— B phan 16p Naive Bayes
- B0 phéan 16p SVMs
- Module tién xir 1y dit liéu dau vao cho bo loc nhe
- Module tién xtt ly dir licu dau vao cho bé loc sau
Trong d6, str dung hai bd phan 16p ma ngudn md duge phat trién bang

ngodn ngit Java: bd phan 16p Naive Bayes dugc tai mién phi tir dia chi sau:

http://www.idsia.ch/%7Egiorgio/jncc2.html va bo phéan 16p Libsvm duogc tai

tur dia chi http://www.csie.ntu.edu.tw/~cjlin/libsvm/

Module ciing cho phép ngudi phat trién lwa chon cic phuong phap:
- Chi dung bo loc nhe
- Chi dung bd loc sau

- Dung két hop cé hai bo loc

Module tién xir Iy cho bd loc nhe
Module tién xir 1y cho b0 loc nhe tach van ban thanh moét tap tor don va

chuyén dir liéu tr dang van ban vé dinh dang thudc tinh — quan hé
(Attribute-Relation File Format - ARFF). ARFF 1a dinh dang duogc thiét két

cho bai toan phan 16p. V61 moi tép tai liéu dugc chuyén vé theo cau tric sau:

@relation example

@attribute F1 {0, 1}
@attribute F2 {0, 1}
@attribute F3 {0, 1}

@attribute F,., {0, 1}
@attribute F,., {0, 1}
@attribute F, {0, 1}
@attribute Class {1, 2, 3, 4}

@data
Vll Vz, V3, ,Vn, Class
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Trong do, cac data, attribute, real, numeric, .... l1a cac tir khoa. Phan dau
ctia tép ARFF bét dau véi dinh nghia tén cua tap dit liéu: @relation <tén quan
hé&> trong do <tén quan hé> la mét chudi.

Céac dong phia dudi dinh nghia cac thudc tinh cta tap dir liéu. Gid so c6 N
thudc tinh ki hiéu 1a F, F,, ..., Fx. Mdi thudc tinh duoc dinh nghia trén mot
dong: @attribute <tén thudc tinh> <kiéu dit liéu> trong d6 <tén thudc tinh>
phai bat dau bang ki tu thudc bang chir cai; <kiéu dir liéu> c6 thé la:

- Kiéu sb (numeric) hodc s6 thuc (real)

- Néu thudc tinh nhan mot trong céac gia tri nao do, vi du thude tinh nhan
gia tri 1a 0 hodc 1 thi kiéu dit liéu 1a mot danh sach cac gia tri duoc liét ké
trong cap dau {}, mdi gia tri cach nhau boi dau phay.

Tiép d6 1a phan dir lidu dugc bit dau boi tir khoa @data. Mbi vi du
dugc ghi trén mdt dong va dugc biéu dién dudi dang vector nhu sau:

Vi, Vo, Vs, ...V, Class

V61 V; la gié tri cua thudc tinh F; Vi nhan gié tri 0 hoac 1.

[2].  Vi=0néu tai liéu dang xét khong chira thudc tinh Fi

[3].  Vi=1 néu tai liéu dang xét chira thudc tinh Fi

Gia tri Class 1a nhan 16p, nhan gia tri 1a cac sé nguyén. Vi module chi loc cac
trang web xau lién quan dén giéi tinh va chinh tri nén Class chi gdm 4 gia tri
tuong tmg vé6i 4 16p: Dit liéu xau vé gidi tinh (Sex), dit liéu khong xau vé gidi
tinh (No_Sex), dir liéu x4u vé chinh tri (Politics), dit liéu khong x4u vé chinh
tr1 (No_Politics)

- Class = 1: tai liéu thudc 16p Sex

— Class = 2: tai liéu thudc 16p No Sex

— Class = 3: tai liéu thudc 16p Politics

- Class = 4: tai liéu thudc 16p No_Politics
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- Vi bd loc doi héi toc dd nhanh, nén ta lya chon tap dac trung la
300 thudc tinh co tan suat tai liéu cao nhat, tic 1a lya chon 300 thudc tinh ma
50 tai ligu chira thudce tinh d6 13 16n nhat.
— Huin luyén trén tap dir li¢u hoc, kiém tra trén tap kiém tra thu
duoc két qua nhu sau:

Vi du vé& mot tai liéu trude va sau khi tién xt 1y nhu sau:

Tai lidu trude khi tién xir [V:

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN"
"http://www.w3.0org/TR/xhtmll/DTD/xhtmll-transitional.dtd">

<html xmlns="http://www.w3.0rg/1999/xhtml" dir="1ltr" lang="en">

<head>

<meta http-equiv="Content-Type" content="text/html; charset=IS0-
8859-1" />

<meta name="keywords" content=" Phone Slut By Chickle, sex stories,
porn stories, sex story, sexstoriespost, post stories, erotic stories,
erotic stories, xxx story" />

<meta name="description" content="[Archive] Phone Slut By Chickle

Erotic Audio Stories" />

<title> Phone Slut By Chickle [Archive] - Sex Stories Post
Forums</title>

<link rel="stylesheet" type="text/css" href="../archive.css" />

</head>

<body>

<div class="pagebody">

<div id="navbar"s<a href="../index.php">Sex Stories Post Forums</a>
&gt; <a href="f-10.html">Members Erotic Stories</a> &gt; <a href="f-
95.html">Erotic Audio Stories</a> &gt; Phone Slut By Chickle</divs>

<hr />

<div class="pda"><a href="t-12866.html@elogin=1" rel="nofollow">Log

in</a></div>

<p class="largefont">View Full Version : <a
href="../../showthread.phpet=12866">Phone Slut By Chickle</a></p>

<hr />

<div class="post"><div class="posttop"><div
class="username">Scorpio8</div><div class="date">03-16-2008, 04:41

PM</div></div><div class="posttext">Oh the things she does when her
Master calls her up<br />
and instructs her what to do over the phone.<br />
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<br />

She describes it all in vivid detail.</divs</divs<hr />

</div>
</body>
</htmls>

Tai liéu sau khi tién xt 1¥:

@relation ContentFiltering
@attribute 'herself' integer
@attribute 'php' integer
@attribute 'option' integer
@attribute 'tightli' integer
@attribute 'against' integer
@attribute 'shake' integer

@attribute 'couch' integer

@attribute 'quiz' integer

@attribute 'safe' integer

@attribute class {0,1}

@data
0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0, 0,
0,0,0,0,0, .. ,0,1

Module tién xir Iy cho bd loc siu
Module tién xir 1y tach van ban thanh cac tap tir don (khong tach céac

cum tir). Sau khi tach tir va loai bo cac tir dimg, chuong trinh tinh trong so tir
khod TF va chuong trinh dua mdi tai lidu vé dang vector cac tir muc.

Moi van ban dugc biéu dién trén mot dong va dudi dang vector nhu

sau:
<lop><thugc tinh>:<gia tri thugc tinh> <thudc tinh>:<gia tri thudc
tinh> ......... <thugc tinh>:<gid tri thuoc tinh>
Trong do:

— <ldp>: biéu dién chu dé cua van ban, nhan gid tri 1a cac so

nguyén, co gia tri 1, 2, 3, 4 nhu module tién xir 1y cho bd loc nhe
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—  <thugc tinh>: 13 s6 nguyén duong, tham chiéu dén tap thudc tinh
dugc lya chon trong qué trinh tién xu 1y dit liéu. Van ban dugc
sap xép theo thir ty ting dan cta <thudc tinh>.

—  <gid tri thugc tinh>: biéu dién d6 quan trong cta thudc tinh
trong tai li¢u. Gia tri thudc tinh cua tr muc t, trong tai liéu D;
duoc tinh béng s6 1an xuét hién cua tir muc t trong tai liéu D;
chia cho tong s tir muc trong tai liéu D;:

TF(,, D)) = 2\ D)
N
Trong d6 N 1a téng sb tir muc cua tai liéu D; va occ(t, D;) 1a s6
lan xuét hién cta tur 7, trong van ban D; .
Vi du tai liéu sau khi tién xur Iy nhu sau :

Tai lidu trude khi tién xir 1V:

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN"
"http://www.w3.0org/TR/xhtmll/DTD/xhtmll-transitional.dtd">

<html xmlns="http://www.w3.0rg/1999/xhtml" dir="1ltr" lang="en">

<head>

<meta http-equiv="Content-Type" content="text/html; charset=IS0O-
8859-1" />

<meta name="keywords" content=" Other Personals Links, sex stories,
porn stories, sex story, sexstoriespost, post stories, erotic stories,
erotic stories, xxx story" />

<meta name="description" content="[Archive] Other Personals Links

Personals Ladies seeking Men" />

<title> Other Personals Links [Archive] - Sex Stories Post
Forums</title>

<link rel="stylesheet" type="text/css" href="../archive.css" />

</head>

<body>

<div class="pagebody">

<div id="navbar"s<a href="../index.php">Sex Stories Post Forums</a>
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&gt; <a href="f-39.html">Personals Relationships Members</a> &gt; <a

href="f-40.html">Personals Ladies seeking Men</a> &gt; Other Personals
Links</divs>
<hr />

<div class="pda"><a href="t-4770.html@login=1" rel="nofollow">Log

in</a></div>

<p class="largefont">View Full Version : <a
href="../../showthread.php@et=4770">0ther Personals Links</a></p>

<hr />

<div class="post"><div class="posttop"><div
class="username">Tiger</div><div class="date">09-09-2004, 02:55

PM</divs></div><div class="posttext">If vyou can't find what you are
looking for in our member personals try a site from this list:<br />
http://www.myadultfriendfinder.com/</div></div><hr /></div>

</body>
</htmls>

Tai liéu sau khi tién xu 1v:

10:01:02:03:04:05:06:07:08:09:010:111:012:013:014:0...1008:0

B0 lgc nhe Naive Bayes
Naive Bayes la mot thuat toan don gian nhung hiéu qua véi bai toan

phan 16p c6 giam sat. Ta khai thac bo phan 16p Naive Bayes INCC mé ngudn
mo cua Giorgio Corani va Marco Zaffalon, phién ban 1.0 gidi thiéu vao
5/2008, duoc tai mién phi tur website

http://www.idsia.ch/%7Egiorgio/jncc2.html. INCC chay tir dong 1€nh va duogc

phat trién trén nén Java 6.0. Pau vao ciia bo phéan 16p nay 1a dir liéu dinh dang
theo ARFF. Nhu vay, dit liéu van ban ban dau duoc tién xir Iy dé chuyén vé

dinh dang ARFF sau do dugc dua td1 bo loc Naive Bayes. Da tién hanh tich
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hop INCC vao module loc vin ban tiéng Anh, két qua thuc nghiém cho thiy
tinh kha quan ctua phuong phap.

B0 lgc sau SVMs
DPdi véi cac trang web ma bd loc nhe két qua nho hon ngudong T thi b

loc sau dugc kich hoat. Ta st dung bd phan 16p SVMs dé xay dung b loc
sau. Hién nay c6 kha nhiéu bo phan 16p SVMs ma ngudn mé, do d6 da lya
chon viéc khai thac ma nguén mé LIBSVM ciia Chin-Chung Chang va Chih-
Jen Lin, duoc tai mién phi tu dia chi

http://www.csie.ntu.edu.tw/~cjlin/libsvm/. Nhém dé tai da st dung phién ban

2.86 dugc gi6i thiéu thang 4/2008, phat trién trén nén Java. Pau vao cua bd
loc sau la dit liéu d3 qua module tién xir Iy vin ban, duoc biéu dién dudi dang
vector cac thudc tinh (phan 2.4.2).
Panh gia, thir nghiém
Dir liéu

Tap dir liéu dugc thu thap trén tur nhiéu trang trén Internet. Pé thu thap
tap dit liéu nay da sir dung phuong phap loang dan céc url. Ban dau, lya chon
tip nhan gébm mot sd trang duoc tim tr Google (vi du trang

http://www.sexstoriespost.com/), sau d6 m¢ rong dan tap url dua trén cac lién

két tlr trang ndy t6i cac trang web khac. D6i v6i dir liéu lién quan dén chinh
tri, sau khi thu thap tap dir li€u du 16n, da thyuc hién ra soat thu cong dé xac
dinh chinh xdc trang web nao thuc sy 1a dir li¢u XAu.

Tap dir licu gém cac trang web vé khiéu dam, chinh tri duoc chia thanh

tap dit liéu hoc va dir liéu kiém tra. Thong ké vé tap dir liéu ndy nhu sau:

Bdng 3. 3. Thong ké tap dir liéu

Lép Dit liéu hoc Dir liéu kiém tra  Tong
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Lép Dttt liéu hoc

Dit liéu kiém tra = Tong

Sex 4500 500 5000
No_Sex 2000 282 2282
Politics 4500 500 5000
No_Politics 2700 300 3000

Lwa chon dic trung:

Vi¢c lya chon cac dac trung la rat quan trong, c6 vai trd quyét dinh

trong bai toan phan 16p. Cac dic trung duoc lya chon cang tinh té va cang

chuyén biét voi tung 16p thi kha nang doan nhéan cang chinh x4c. Do tap dir

liéu hoc khé 16n nén viée loc cac dac trung thuc su c6 ich cho qué trinh huan

luyén sé& rat quan trong. Trong module ndy, sit dung phuong phép loc don

gian: Loai tat ca cac dac trung c6 so lan xuat hi€én nho hon mot ngudng T cho

trude khi huan luyén mé hinh. Véi bude loc nay, sb luong dic trung sir dung

cho huan luyén mé hinh giam di rat nhiéu. Thong ké vé s6 dic trung khi lya

chon ngudng T = 1000 nhu sau:

Bang 3. 4. Thong ké tap dic trung

S6 dic trung ban dau

S6 dac trung sau khi da trich chon

32415

1009

Két qua thue nghi¢m

Huén luyén trén tip dir liéu hoc 2 16p Sex va No-Sex, kiém tra trén tap

kiém tra thu duoc két qua nhu sau:

Bang 3. 5. Két qua thyc nghiém voi bo loc nhe
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D0 chinh xac

88.325%

Bang 3. 6. Két qua thwe nghiém voi bo loc sau

D0 chinh xac

99.175%

Theo kién trac bo loc tiéng Anh trong hé théng loc ndi dung, néu két
qua cua bd loc nhe nhd hon ngudng T thi bd loc sdu madi1 duge kich hoat.
Trong thuc nghiém nay, da thir lya chon nguong T = 0.9

Nhén xét: Tt két qua thuc nghiém cho théy, module loc van ban tiéng

Anh cho két qua tbt voi tap dir liéu 1on.

Phan mém loc vin ban tiéng Viét (SP.01-3)

Muc tiéu cua Module
Véi mdt tai ligu (trang web) tiéng Viét module loc van ban tiéng Viét
cung cép chtrc ndng tu dong xac dinh duogc tai liéu do:
e (6 chtra van hoa pham doc hai hay khong.
e (6 chira cac van dé chinh tri, t6n gido nhay cam hay khong.
Vé ban chat c6 thé quy bai toan trén vé bai toan phan 16p trang web.
Theo d6, v6i mdi trang web dau vao module phan 1p s& phan loai trang web

do6 vao mot trong cac 16p cho trude dua vao ndi dung cia no.

Pham vi cua Module
Module loc vin ban tiéng Viét dugc xay dung trén cac ky thuat, cong
ngh¢ hién dai hién nay.
Module c6 thé dé dang trién khai thanh ung dung riéng hodc tich hop

vao cac hé thong 16n.
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Téng quan vé hé thong
bé phan loai trang web mdt cach tdt nhat, khuyén cdo nén st dung két
hop hai bd loc (hinh 3.12):

e B0 loc nhe (light filter/ light classifier): Bo loc nay c6 dic diém 1a
xt 1y nhanh, giai quyét tét voi trudng hop hop dit liéu 16n véi thoi
gian va d6 chinh xac chap nhan duoc. Do vy di sir dung phuong
phap Naive Bayes dé xay dung bo loc nay.

e B0 loc siu (heavy filter/ heavy classifier): Trong qué trinh loc, néu
bo loc nhe khong xéc dinh dugc phan loai cua trang web thi bo loc
sau s€& dugc kich hoat. Phuong phdp Entroy cuc dai (Maximum
Entropy-ME) duoc st dung cho bd loc nay.

Qua trinh loc trang web dugc thuc hién nhu sau: véi mdi trang web sau
khi tién xt 1y: loai bo cac thé html, tach tir va lya chon thudc tinh, dir liéu
duoc dua t6i bo loc nhe. Néu két qua phan 16p trang web caa bd loc nhe 16n
hon ngudng T thi qué trinh loc két thuc va ldy két qua quyét dinh tir bo loc
nhe. Trong trudong hop nguoc lai, khi két qua phan 16p khong vuot ngudng T
thi b0 loc sau sé duogc kich hoat.

Toan bd module duoc phat trién biang ngdn ngir Java bao gdm céc thanh phan
chinh:

e Module tién xir 1y dit liéu.

e B0 phan 16p Naive Bayes

e B0 phan 16p Maximum Entropy
Module dugc thiét ké cho phép nguoi dung c6 thé lya chon phuong thic loc
trang web cho phu hop:

e Chiloc v6i bo loc nhe (light filter)

e Chi loc v6i bd loc sau (heavy filter)

e Loc két hop cé hai bd loc
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Trang web nguoi
dung yéu cau

J

Tién xu Iy l

y

B6 loc nhe ]

4

Score > T

\H/

Hinh 3. 11. Kién triic bé loc tiéng Viet

Module tién xir Iy cho céc bd loc
Module tién xu 1y cho bd loc mang hai nhiém vu chinh:
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e Loai bd cac thé¢ HTML cua trang web

e Biéu dién trang web dudi dang cac dic trung - & day sir dung mau 3-
gram dé biéu dién.
Qua trinh tién xtr Iy dién ra nhu sau (Hinh 3. 13):

(1) Loai bdé cac th¢ HTML cua trang web, sau d6 luu lai ¢ dinh dang 1

WebObject voi khuén mau sau:

<blackweb>
<title> tiéu dé& cua trang web </title>
<meta keywords=Tdp céc keywords></meta>
<content> N6i dung cta trang web </content>
<outlinks>Cac lién két</outlinks>
</blackweb>

(2) Téach tur, loai bo tur dung, loai bd cac ky tu dac bigt véi phén tiéu dé va
nd1 dung cua trang web.
(3) Lua chon dic trung, biéu dién phan noi dung trang web bang cic miu

3gram

Loai bo the
T b ‘
rang web | ———> { html }

tr dung

|

[ Lua chon dac

trung } E:::::i:>

{ Tach ttr, loai bod }

Dang biéu
dién 3gram

Hinh 3. 12. Qud trinh tién xir Iy

Module tién xir Iy dugc dong goi trong package: jvntextfilter.perpro
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B0 loc nhe Naive Bayes
Véi bd loc nhe Naive Bayes st dung mo hinh da thirc (multinomial

model) vi n6 dugc chimg minh 13 tot nhat so véi cac mo hinh con lai trong
nhiéu trudng hop cia phan 16p van ban [1,4]. M6 hinh da thic biéu dién van
ban bfing tap cac 14n xuét hién ctia cac tir. M6 hinh khong quan tdm dén trat tu
ctia tir ma chi quan tim dén s 1an xuét hién cua céc tir trong mot van ban.

Véi bd boc nhe, ta dua ra mdt nguong 7', theo do két qua loc cua mdi
trang web s& duoc so sanh v6i T néu vuot ngudng két qua loc s& dugc thong
béo va nguoc lai s& chuyén sang b loc sau.

B6 loc nhe dugc dong gobi trong package chinh jvntextfilter trong dé
16p lightfilter.java s€ thuc hién phan 16p vé1 trang web.

Qua trinh phan 16p voi bo loc nhe duoc tién hanh nhu sau:

(1). Thiét1ap tham sé T= () cho bd phén 16p

(2). For mdilépd e D c € C do

3) {

(4). For mdi tai liéu d € T do

5. {

(6). Tinh gié tri P(c|d)

). Néu P(c|d) >= @ két luan d thugc 16p ¢, két thic
(8). Nguoc lai dé cho b phén 16p manh quyét dinh
9). }

(10). }
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B0 loc siu Maximum Entropy
Bo loc sdu s& duoc kich hoat khi két qua cua bd loc nhe khong dat

ngudng. Nhém dé tai st dung thu vién JTextPro: A Java-based Text
Processing Toolkit cua tic gida Phan, X.HError! Reference source not
found. dé tién hanh huin luyén mé hinh. Sau khi c6 duwoc mé hinh huan
luyén, ta tién hanh thiét ké 16p heavyfilter.java dé loc trang web.

Cu thé heavyfilter java duoc thiét ké nhu sau:

heavyfilter.java

-classifier : Classification = null
-FeatureSelection : FeatureSelection = null

+HeavyFilter(in modelDir:String)
+Init(in modelDir:String) : Boolean
+filter(in Content:String) : Label[]

Hinh 3. 13. Bo loc sdu
Ham filter s& tién hanh phan 10p trang web va tra vé nhan ctia phan 16p,
nhan nay bao gdm 3 gi4 tri:

Black: tai liéu mang noi dung xau

Gray: tai liéu mang trung tinh, con nhap nhang trong phan loai

White: tai li¢u sach, khong chtra ndi dung XAu, nhay cam.

Thir nghiém va danh gia

Dir liéu

Tap dir li€u cua thuc nghiém da dugc thu thu thap tu nhiéu trang web

trén Internet dién hinh nhu: http:/9binh.com; http://tudodanchuvn.com :

http://truyenviet.com ... cho tap dir liéu mang ndi dung x4u va cac trang:

http://cpv.org.vn; http://tapchicongsan.org.vn ... cho tap dir li€u mang ndi

dung sach. Bé thyc hién di€u nay da sir dung cong cu crawler ciia may tim

kiém tiéng viét dat tai http://203.113.130.205:8080/sise
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Tap dit liéu duoc chia thanh tap dir liéu hoc va tap kiém tra, théng ké vé
tap dir licu nay nhu sau:

Bdng 3. 7. Thong ké tip dir liéu

Lép Dit liéu hoc Dit liéu kiém tra  Tong
Black 760 71 831
White 690 62 752

Viéc lua chon sd lugng dir li¢u hoc khong 16n boi vi:

e Tai liéu mang ndi dung chinh tri, ton gido nhay cdm kho xac dinh,
trong sb trang web da 14y duogc tir internet coc rat nhiéu tai liéu c6 ndi
dung méap mo.

e Khéng phai ct tap dit liéu huan luyén nhiéu 12 tét, nhiéu trudng hop sd
luong dac trung bi bao hoa, khong lam ndi mot sd dac trung chinh

Boi vay nén quyét dinh chon tap dir liéu nhu bang 2.

Két qua thue nghi¢m
Sau khi huan luyén tap dir liéu hoc va tién hanh kiém tra, ta thu dugc
két qua nhu sau:

Bang 3. 8. Két qua thuc nghiém voi bo loc nhe

Precision Recall F1

73.54 64.64 68.80

Bang 3. 8. Két qua thuc nghiém voi bo loc sdau

Precision Recall F1

88.46 90.79 89.61
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Danh gia

Két qua cua module loc ndi dung tiéng Viét 1a kha tot. Bo loc nhe voi
dd chinh x4ac 73% du kha ndng ddm bdo lgoc nhanh cac trang web véi do
chinh xac chdp nhan dugc. B loc sdu cho két qua tot hon véi d6 chinh xac
vao khoang 90% du kha nang xtr 1y cac truong hop ma bd loc nhe khong phan
loai duoc
Yéu cau dit liéu

Chuén hoéa dit liéu 1a mot module trong hé théng loc ndi1 dung ho trg
quan ly va dam bao an toan — an ninh thong tin trén mang Internet nén dir liu
vao ciia module 13 dit liéu trén moi truong mang. Dir liéu trén mang rat da
dang, cac tai liéu dang van ban c6 cac dinh dang phé bién: rtf, doc, pdf, html,
txt. Module chuan héa dit liéu can chuyén dit liéu & cac dinh dang khac nhau
vé dang thong nhét vin ban thuan (txt).

Hién nay, tiéng Viét c6 nhiéu bang mi khac nhau va yéu cau dit ra can
tién hanh chuin hoa, chuyén cac tai liéu vé cing bang mi thong nhat 1a
Unicode dung sin. Ngoai ra module ciing can cung cip giao dién dit liéu
vao/ra dang xau ky tu hodc chudi bit ky tur cho thanh phan chuyén mi nham
dam bao tinh kha mé va kha chuyén thi tich hop vao hé thong.

Vay, dit liu vao/ra cia module c6 thé & dang cac file hodc doan van ban,

c6 thé 1a xau ky tu (chudi bit).

Yéu cdu chirc ning

Module chuan héa dir liéu thuc hién chuyén cac tai liéu & cac dinh dang
doc, pdf, rtf vé dang van ban thuan (zxf) va chuyén mé cho cc van ban ¢ dinh
dang html hodc van ban thuan trong cac bang ma khac nhau (nhu: VNI, NCR,
TCVN3, VIQR, va Unicode t6 hop) vé cing mdt ma thong nhat Unicode

dung san.
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Vay, chuin hoa dit liéu gém co 2 thanh phé“m chinh:
[1] Chuyén cac dinh dang dir li¢u khac nhau (rtf, doc, pdf) vé dang
van ban thuan (txt) thong qua cac bd chuyén parse.

[2] Chuén héa bang ma cho céc tai lidu tiéng Viét:

Yéu cau phdt trién

Module viét bang ngon ngir Java (version 1.6) va dugc dong goi thanh
file .jar (dang file dong géi cta Java). C6 thé duoc goi thuc thi doc 1ap mot
cach dé dang bang giao dién dong 1énh:

java — —jar convertjar << tén file can chuan héa>>

D& dang tich hop vao hé théng khac qua cac giao dién (API) nhu d3 néu

trong yéu cau vé dir li¢u.

Yéu cau chit lwong
Phéan nay liét ké cic yéu cau vé chat luong module vé& d6 6n dinh, tinh
m&, d6 chiu tai, kha niang twong thich... 1 nhiing yéu t6 c6 anh hudong quan

trong dén kién trac hé thong.

Tinh tién dung

e Module dugc dong géi thanh mét file duy nhat.

e D& dang sir dung véi giao dién hd tro nhiéu kiéu dir lidu vao/ra
khac nhau: Module cung cap cac giao dién (API) khac nhau
cho phép chuan hoa ting file hodc tat ca cac file trong thu muc
duoc chi din hodc mdt trang web hoic co thé chi mot doan

(paragraph) vin ban hoic mot chudi ky tu/ chudi bit.

Tinh twong thich
e Chay duoc trén nhiéu hé diéu hanh: Module c6 thé thuc thi trén

cac moi truong khadc nhau nhu Windows, Linux/Unix, Mac,

Solaris, .. (st dung ngdén ngir Java).
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e Nam trong hé thong loc ndi dung, thudc thanh phan tién xir ly
dir liéu, module chuan héa di liéu can c6 giao dién phu hop véi
phan tich ctia hé thong tong thé va d& dang ghép nbi véi cac

thanh phan khac trong hé théng.

P bén va an toan dir liéu
e Dit liéu vao tir cac file: module chi doc, khong stra d6i, xod dir
lidu file khoi hé thong.
e Dit liéu sau khi chuan hoa véi dinh dang dua ra dudi dang file
can duogc luu trén file riéng khong dé 1én file gdc voi thu muc

mac dinh trudc dugce xéac dinh trong file c4u hinh.

Kha nang chiju "tai"
e Cho phép chay da ludng (multi-thread).

Tinh mé
e (6 kha ning giao tiép d& dang vdi cac module khac, va cé thé
sir dung lai trong cac hé thong can thanh phan tién xu 1y dir
liéu.
Chién luwoc thiét ké

Hién nay c6 mot sé phan mém ma ngudn mé hd trg chuyén ma tiéng
Viét nhu UnicodeConverter [3a.1], vietuni[3a.2]. Do d6 vi¢c xay dung
module dugc phat trién dua trén cic ma ngudn d6 va phat trién cac thanh
phan can thiét pht hop voi hé thong.

Viéc chuyén dbi cac tép dit liéu & dinh dang rtf, doc, pdf, html vé dit
liéu van ban thuan (£x7) str dung cac gbi (package) di duogc sir dung trong may
tim kiém tiéng Viét (VNSen [3a.3] dya trén mi ngudn md Nutch [3a.4]) dé
chuyén di cac dinh dang file khac nhau.

Tat ca cac ma ngudn trén déu duogc viét bang ngdn ngit java va da duoc

sir dung cho két qua t6t dé chuan hoa dir liéu trong may tim kiém tiéng Viét.
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Do d6 ciing rat phut hop dé str dung phat trién module chuan hoa cho hé thdng
loc.
Kién triic mirc cao

Module bao gém 2 thanh phan chinh: chuyén doi dinh dang file dir lidu
tir cac dang rtf, doc, pdf, html vé vin ban thuan va chuan héa bang ma cho
cac tai liéu van ban thudn tiéng Viét vé dang théng nhat Unicode dung sin.
Chuyén dinh dang file dit liéu

Thong qua céc bd chuyén ddi timg dinh dang file vé file van ban thuan
(txt), module chuyén dinh dang file dir li¢u dua vao phén mo rong file xéac
dinh loai file can chuyén, sau d6 dua vao timg bo chuyén tuong tmg. O day,
module chi thyc hién chuyén cac file pdf, rtf, doc, xls vé txt, con khi gip cac

file dinh dang khéc nhu js, swf, bmp.. s€ khong xir 1y.

df .I[ parse_pdf I
rtf
parse_rtf
doc

parse_msword

P

B

xls

parse_msexcel

il

e o o e o - - - - - -

Hinh 3. 14. Module chuyén dinh dang

Ngoai ra, truong hop dac biét vai file dinh dang html, do dinh dang html

c6 cac thong tin vé bang ma, font chit hd tro chuyén doi bang ma. Nén thay vi
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dua qua module chuyén ddi dinh dang file trudc, file html s€ dugc dua truc
tiép qua module chuan héa bang ma va file két qua 1a van ban thuan (txt)

duoc chuan hoa.

Chudn héa bang ma cho cdc tai ligu tiéng Vigt:

Cac tai liéu, van ban tiéng Viét co thé st dung nhiéu bang ma khac nhau
nhu VNI, VPS, NCR, TCVN3, VIQR, hay Unicode t6 hop. Do d6 dé chuan
hoa chuyén tat ca cac vin ban vé cung mot bang mi théng nhat Unicode dung
san, trude tién can xac dinh van ban dang dung bang mi nao sau d6 méi co
thé chuyén vin ban tir bang ma hién tai sang bang ma Unicode dyung san.

a. Nhan dién/ xdac dinh bang ma: Xac dinh bang ma duogc st dung
trong timg doan van ban, va chuyén tiép cho thanh phan chuyén ma
phia sau. Thong thuong trong van ban chi sit dung mét bang ma, tuy
nhién véi tai lidu trén moi trudng mang do mot vin ban co thé do
nhiéu ngudi cing soan nén co thé xay ra truong hop mdi doan vin
ban dugc st dung mot bang ma riéng. Vi vay module can xac dinh
bang ma trén tirng doan.

b. Chuyén bang mi: Chuyén doan vin ban tir bang mi tuong Ung xac

dinh & trén sang bang ma Unicode dung sin.
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file txt hodc xau ky
tu (chuoi bit)

!

Xéc dinh bang ma

!

Chuyén vin ban trong
bang ma da xac dinh vé
Unicode dung san

file/ xau ky tu
(Unicode dung san)

Hinh 3. 15. Module chudn héa bang

Thiét ké chi tiét
Mo hinh cac phdn hé bén trong (logic)
Bo chuan hoa dir liéu bao gdm céc phan hé:
1. Parsers: gom cic 16p chuyén dinh dang file dit liéu
parse pdf, parse rtf, parse msword, parse_msexcel
2. JConverter: Cung cép cac API chuyén bang mai, va thuc
hién xac dinh bang ma dua vao VietEncodings trudc khi goi

té1 Converter twong ung.
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3. Converters: Cac 16p chuyén bang mi gdm ViqrConverter,
VniConverter, VpsConverter, Tcvn3Converter,
NcrConverter, IscConverter.

4. VietEncodings: Chira cdc thong tin dic trung clia modi bang
ma.

Méi quan hé giita cac phan hé duoc dwa ra ¢ Hinh 3. .

JConverter | , Converters
v oy
Parsers \‘\‘VietEncodings

Hinh 3. 17. Cdc phan hé trong bo chuan héa dit lidu

Mé hinh vit Iy cdc thanh phén

M&b hinh phan ting
[1] JConverter

o Ting giao di¢n
Gui.java
o Tingxirly
Gom cac 16p trong goi jconverter.util
Quan trong nhat: jconverter.java
o  Tang dir li¢u
VietEncoding.java

[2] Converters
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o Ting giao di¢n
Converter.java

o Tingxirly
UnicodeConverter.java
CompositeConverter.java
Tcvn3Converter.java
VigrConverter.java
VisciiConverter.java
VniConverter.java
VpsConverter.java
IscConverter.java
NcrConverter.java

o  Tang dir li¢u
VietEncoding.java

[3] VietEncodings: 1a 1 16p (class) dir li€u, chira dac trung cta cac

bang ma, cd danh sach/ mang cac bit ky tu ddc trung cia tirng
bang ma véi khai bao final charf].
[4]  Parsers

e Tang giao dién
Parse. java

o Tingxwrly
Parselmpl.java
ParsePluginList.java

Va céac goi chuyén dinh dang:
parse_rtf.jar, parse_pdf.jar, parse_msword.jar,

parse_msexcel.jar
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M hinh cac thanh phin (component)
Bo chuan hoa duge dong goi thanh mot file duy nhét converter.jar.

Trong d6 bao gdm cac gbi thanh phan (package):
e UnicodeConverterjar : doéng gbéi cac thanh phan thudc
UnicodeConverter dugc sir dung lai
e Parser.jar : dong gbi cac bd chuyén dinh dang file
o JConverter.jar: dong gbi module xac dinh bang ma va cac thanh
phan khéac ctia b chuan hoa.
Moéi truong
a. Yéu cau vé phan cling
- CPU: Celeron 1 GHz tr¢ 1én
- Memory: >512 MB RAM
b. Yéu ciu vé phan mém
- jdk 1.6 tro 1én
Panh gia
Dit li¢u thir nghiém
- St dung 100 tai liéu tiéng Viét trén wiki (& bang ma chuan
Unicode dung sin)
- Dung cong cu Unikey chuyén 100 tai liéu trén sang cic bang

ma khac: TCVN3, Vni, VIQR, VISCII, VPS, Unicode to hop,

NCR
Két qua
Unicode
Bang ma TCVN3 | Vni VIOR | VISCII | VPS , NCR
t6 hop
Do chinh xac
99 95 93 30 87 100 99
(%)
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Yéu ciu

Yéu céu dir liéu

Nhén dang ngdn ngit 12 mot module trong hé thong loc ndi dung hd tro quan
ly va ddm bdo an toan — an ninh thong tin trén mang Internet nén dir liéu vao
ctia module 14 dir liéu trén moi truong mang. Theo thong ké hién nay trén
mang internet c6 khoang 600 ngdn nglt, do d6 module nhan dang ngbén ngix
can xac dinh duoc ngdn ngir cua mot trang web dinh hudéng di vao bd loc
tuong Ung.

Pé dam bao tinh kha md va kha chuyén khi tich hop vao hé thong,
module nhin dang ngdn ngit ciing cin cung cap giao dién vao/ra dang xau ky
tu hodic chudi bit ky tu.

Vay, dir liéu vao/ra ctia module ¢6 thé ¢ dang cac file hodc doan van

ban hodc ciing c6 thé 1a xau ky tu.

Yéu cau chirc ning
Module nhan dang ngdn ngtr can cung cap chirc nang ty dong xac dinh

ngdn ngit cho mot van ban mdi. V€ ban chat cé thé coi bai toan nay la bai
todn phan 16p van ban. V&i moi trang web dau vao, module s€ phan loai tai

liéu vao mot trong cac 16p cho trude dua vao chinh ndi dung trang web.

Yéu ciu phat trién
Module viét bang ngdn ngit java (version 1.6), c6 thé dugc goi thuc thi

doc 1ap mot cach dé dang bang giao dién dong 1énh:

java -jar testjar  ten file can nhan dang ngon ngu

Yéu ciu chit luwgng
1. Tinh tién dung: D& dang st dung cac giao dién khac nhau, hd trg nhiéu

kiéu vao/ra khac nhau. Bi€u nay con c6 loi trong qua trinh kiém thur va

khi muén sir dung lai module.
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2. Tinh twong thich: c6 thé chay trén nhiéu hé diéu hanh, d& dang ghép
nbi voi cac thanh phan khac trong hé thong loc noi dung

3. Do bén va an toan div ligu: Dt licu vao tur cac file chi doc, khong stra
d6i hay xoa dit liéu file khoi hé thong. Pbi voi bo phan 16p duoc sinh ra
c6 thé dé dang sao luu vi kich ¢& nho.

4. Tinh mé: D& dang giao tiép v6i cac thanh phan khac. Pic biét co thé
str dung lai trong cac thanh phan tién xtr Iy dit lidu.

Pham vi

Module nhan dang ngén ngit dugc xay dung trén nén hé thong hién dai,
viét trén nén Javal.6. Module nay c6 tinh doc 1ap nén cung cap kha nang tich
hop rat d& dang. Pac biét do ap dung phuwong phap hoc tot, nén module nay
cho phép mo rong pham vi ngdn ngir dé dang. Hién tai dd xay dung dugc bo
nhan dang cho hai ngon ngir tiéng Viét va tiéng Anh.

Chién luoec thiét ké

Module nhan dang ngdn ngit nhan 13 module dau tién trong hé thong
loc. Két qua ctia module nhan dang 1a dau vao cho module chuan hoa dir liéu
sau d6 tiép tuc di dén cac bd loc twong tng. V&i vai tro dimg dau tién trong hé
thdng loc module nhan dang ngdn ngir doi hoi tdc dd nhanh (performance &
avaiability ), dd chinh xac (performance)

Dung luong bo phan 16p duogc thiét ké sao cho khong qua 16n, dam bao
hiéu ning mong mudn cua hé thong. Hon nita, phai dam bao cho viéc d& dang
sao luu, backup dir liéu khi hé thong xay ra su c6.

Trong module nay, sit dung thuat toan hoc Naive Bayes — mot thuat
toan phan 16p rat hiéu qua, va cho do chinh xac cao 98%.

Thiét ké kién truac
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File text hoac xau
ky tu

Tién xir Iy dit liéu

v

Xac dinh ngon ngir
cho tai liéu

File text hoac xau
ky tu c6 nhan ngon
ngir

Hinh 3. 16. Module nhan dang ngon ngir

Thiét ké chi tiét
Mo hinh logic

B6 chuén hoa dit liéu bao gém cac thanh phﬁn
1. Train: cac 16p xay dung bo nhan dang ngdn ngir
2. Test: gdm cac 16p cho phép xac dinh ngdn ngit ciia mot trang web mai
3. B0 phan 16p: gém dir liéu da duoc hoc théng ké dugc sur dung dé nhan
dang mot file (chudi ky tw) méi.
4. B6 chuan hod dir liéu: loai bo tir dirng, s6, cac dic trung khong c6 nhiéu ¥

nghia dé nhan dang ngodn ngit.
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Thiét ké vit Iy
Module nhan dang ngon ngit LanguagelD viét trén nén Java 1.6.

Train

Corpus Bo huin ) B0 phan 16p
luyén —
)

Cac module con thudc BO huin luyén duogc cai dit nhu sau:
a. docThuMuc(thumuc fd)
e MO ta:
e Paiu vao:
e Piura:
b. sinhNgram(file f)
e M5 ta: tir file vin ban du vao f, sinh file 3gram
e Paiu vao: file vin ban f
e Dau ra: ghi cac 3gram vao file ngram.txt
c. tinhTanSuat(file ngram)
e M5 ta: tinh tin sut xuat hién cuia timg 3gram trong file ngram.txt
e Dau vio: file ngram.txt
e Dau ra: bang luu cac 3gram va s6 1an xudt hién cua ching trong corpus
d. sinhTrain()
e MO ta: ghi bang tan xuét vao file train.txt
e Diu vio: bang tin xuét
e Pau ra: file train.txt
Test

M0 ta: gan nhan cho mt van ban mai

231



Pau vao: Mét file van ban
Dau ra: Nhan ngon ngir cd xac sut cao nhat
Module test.java thira ké tir train.java dé s dung 2 module chuanHoa()
va sinhNgram. N6 dugc khai bao thém mot s6 cac module con sau:
a. tinhXacSuatNhan(file ngram)
e M5 ta: tir file ngram.txt sinh ra cua file vin ban méi, tinh x4c suat nhin
theo cong thurc Bayes.
e Dau vio: dir liéu tir file ngram.txt
e Pau ra: xac suat sinh cho timg nhan
Bo hoc
Puoc lvu dudi dang file .text, gdm nhiéu dong ghi. Mdi dong ghi ¢
dinh dang nhu sau:
3-gram <tan sudt xudt hién>

Chudn hod dir liéu

a. chuanHoa(String s)
e M0 ta: Loai bd céac ki ty khong c6 y nghia phan biét dac trung ngon
ngir, vi du ddu cau (., !, 2, /,...). Thay thé dau cach 1a ki tu ndi «
e Diu vio: Cau vao s
e Diu ra: Cau s d3 duoc chuin hoa
Moéi truong
a. Yéu cau vé phan cing
- CPU: Celeron 1GHz tr¢ 1én
- Memory: 16n hon 512MB RAM
b. Yéu cau vé phan mém
- jdk 1.6 tré 1én
Panh gia

a. Dir liéu thir nghiém
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- Str dung céc tai liéu web véi do ngén dai khac nhau dé kiém tra kha
nang nhan dang cia module.

- St dung cong cu loc thé web dugc xay dung boi nhom nghién clru
“Cong ngh¢ tri thirc va twong tac ngudi may”

b. Két qua

S6 ky tw 5 Ky tw 10 ky tuw 20 ky tw >50 ky tuw

Do chinh xac | 60% 85% 92% 98%

Phin mém loc anh (SP.01-4)

Déi v6i chike néing loc hinh dnh:

C6 nhiéu ky thuat duoc dé xuét va duoc lya chon dé giai quyét van dé
loc hinh 4nh. Tai li€éu bdo cdo nay s€ thyc hién danh gid mac do tbt xau, dinh
dang cua birc anh (cu thé 1a nhitg buc anh c6 dinh dang: JPG/JPEG, GIP,
PNG, BMP) dua trén sy két hop cua cac phuong phap va giai thuat, va duoc
xay dung theo 3 budc chinh sau:

Buée dau tién: Xac dinh ban do da tir anh gbc. Budc ndy duoc thuc
hién theo m6 hinh MaxEnt.

Buée thir hai: Trich chon cac thudc tinh 1a anh ban dd da, cu thé 1a cac
diém mau da, dua trén cac hinh ellipse(GFE, LFE) dé tao nén vector thudc
tinh ctia anh.

Buéc cuéi cing: Phan loai anh v&i dau vao 1a cic thudc tinh da tim

dugc ¢ budce thir hai, st dung mang noron(MLP).
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Két qua

R Trich chon

thudc tinh Mang noron

Hinh 3. 19. Cdc budc trong qua trinh phat hién noi dung anh

Nhu vay, véi nhitng anh dau vao tir trén Internet, va duge thuc thi theo
ba budc trén, két qua mong mudn can thuc hién la danh gia tbt duoc muc do
t6t, xdu cua anh d6 va nhan duoc dinh dang cta anh, dé tir d6 cho ra quyét
dinh ding dan v6i nhitng web c6 chira anh nay.

Module loc anh xay dung phai phan tich, phan loai, dugc ndi dung cua
anh. Noi dung ctia module can xdy dung duoc xac dinh theo cac budc da gidi
thiéu trén, két qua cudi cung cua module 13 dua ra két qua quyét dinh duoc

anh thudc loai nao: tot hay x4u? dinh dang ctuia anh?

MO TA HE THONG LOC

Pé ¢6 thé minh hoa rd nét qua trinh hoat dong cua bo ra quyét dinh,
chung ta s& xem xét scenario thé hién qua trinh hoat dong ctia bd ra quyét
dinh trong qua trinh twong tac voi cac mo dun khac trong hé thdng loc nodi
dung.

Bo ra quyét dinh duoc cai dat trong hé théng phan tich ndi dung Web.
Qua trinh hoat dong, tuong tac cua bd ra quyét dinh vé1 cac mo dun khac
trong bd loc Web duoc dién ra nhu sau:

1. Trinh duyét web yéu cau két ndi t6i trang web server.
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. Dit liéu dau vao xuét phat tir hé thong proxy s& dugc kiém soat thong
qua bo kiém soat. Dit liéu nay s& duoc gui xir Iy @ mo dun chuan hoa
dir liéu v6i nhiém vu chuyén tit ca cac tai lieu Web/Mail vé hai dang
co ban : plaintext va hinh 4nh. Song song qua trinh nay, riéng véi hé
théng loc Web, bo kiém soat s& gai URL cua tai liéu twong tng dén
bo loc URL/PICS.

. Sau khi chuén hoa dir liéu vé hai dang co ban xong, dit li¢u nay s€
dugc xem nhu dit liéu dau vao caa mo dun kiém soat

. M6 dun kiém soat lam nhiém vu diéu phéi qué trinh phan tich noi
dung tai li¢u. Trong truong hop tai li¢u nay 1a van ban plaintext, nd sé
duoc chuyén dén mé dun xac dinh ngén ngit, néu 13 hinh anh no s&
chuyén truc tiép dén mé dun loc hinh anh.

. Sau khi xac dinh dugc ngon ngir cua tai li€u, két qua nay s€ dugc mod
dun xéac dinh ngon ngit chuyén lai cho b kiém soat. M6 dun nay sé
tir 46 chuyén tai liéu d6 dén bo loc twong Gng v4i ngdn ngir vira xac
dinh dugc (Viét/Anh).

. Két qua cua cac mo dun loc vin ban plaintext tiéng Viét, tiéng Anh,
loc hinh 4nh va URL+PICS s& duoc md dun kiém soat thu nhan va
chuyén dén b ra quyét dinh.

. B0 ra quyét dinh s& dya vao nhitng chinh sach loc da dugc quy dinh,
tién hanh ra quyét dinh cdm, khong cdm hay xét duyét lai ndi dung tai
litu. Tr d6 md dun kiém soat co thé twong tac voi hé théng
firewall/proxy dé thuc hién nhitng quyét dinh dua ra.

Trong s6 cac md dun dé cdp trén day, cac mo dun kiém soat, ra quyét

dinh, va loc URL/PICS duoc tich hop truc tiép vao trong ha tang hé thong loc

nhim ting hiéu qua xu ly. Cac mé dun loc tiéng Viét, tiéng Anh va hinh anh,

chuan hod dir li¢u va xac dinh ngdn ngtr s€ dugc tach riéng thanh nhitng tién

trinh riéng va duogc triéu goi tir hé thong loc thong qua nhing 101 goi hé théng.

235



Dic ta chi tiét tung thanh phén trong h¢ théng loc tai li€u nay s€ dugc trinh
bay cu thé & phan dudi day. Trong s6 nhitng mé dun liét ké dudi day, riéng bo
loc Mail s& khong can cai dit bo loc URL va PICS.

Ha ting co ban ctia hé thong loc tai liéu s& dugc phat trién tich hop cac
thanh phan dudi day:

- Doc cac tép ciu hinh hé thong lién quan dén cac bd loc thanh
phén, cap nhat cling nhu tdi wu hoa céc dit liéu lién quan.

- Tién hanh khéi tao thi hanh cic mo6 dun loc thanh phén: loc tiéng
Viét, loc tiéng Anh va loc anh, chuin hoa dit liéu, xac dinh ngdn
ngtr. Viéc tuong tac gilta cadc mo dun nay thong qua nhiing ham
ctia bo kiém soat.

- Tién hanh thiét 1ap két ndi dén hé thong proxy twong tng khi cd
yéu cau tir phia ngudi st dung.

- Listen doi cac két ndi dén tir phia nguoi dung.

- Tra lai két qua cho phia nguoi ding tuy thudc va quyét dinh cua
b6 kiém soat.

YEU CAU PAT RA

Véi cac két qua da duoc danh gia tir cac thanh phan loc thong tin khac
nhau nhu loc vin ban, loc hinh anh... ta can phai dua ra quyét dinh cho phép
hay tir chdi quyén truy cdp dén mot thong tin nao d6 duoc cung cap trén
Internet. Do ¢ nhiéu cac thanh phén loc tai liéu khac nhau nén viéc xay dung
mot bd quyét dinh phai dap ing duge mot sé cac yéu cau nhat dinh ma ta can
xem xét dudi day.

Mot bd loc thong tin luon can phai co6 tinh dang tin cdy, su nhanh
chong va mot cdu hinh tot. That dé hiéu 1y do tai sao can c6 2 yéu té dau trong
3 yéu cau trén, con yéu t thir 3, chung ta c6 thé hiéu nhu sau: Nhitng nguoi
dung khac nhau luén c¢6 nhitng nhu cau truy cdp thong tin khac nhau do do,

b loc thong tin khong thé 4p dung mét quy tic loc tot cho tat ca nhung cé thé
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ap dung linh hoat va c6 tinh thich ng cao. Pé don gian hon ching ta s& dung
mot phuong tién tao quyét dinh s& dugc dé cap cu thé trong kién tric mo dun
dudi day.

Mot diém kha quan trong ctia bd quyét dinh 13 1am sao dé han ché t6i
da trang thai khong dong bd cua nhitng két qua cac thanh phan loc dir liéu
khac nhau. Dé giai quyét tot van dé nay, ta can xay dung mot giai thuat tot dé
téng hop, danh gia cac thang diém dau vao dé dwa ra mot quyét dinh phu hop.

Giai thuat nay s€ dugc dé cap cu thé dudi day.

Ngoai nhitng van dé trén, bo quyét dinh con can phai dap ing duogc tinh
c¢6 thé mo rong. Pidu ndy c6 nghia 13 cAn xdy dung mot bd quyét dinh véi tinh
ning dé dang mé rong, thyc thi mot thuat toan mai hd tro cho 1 kiéu loc méi
mo rong.

Vi nhitng yéu cau dit ra trén day, nhom nghién ctru di xdy dung mot
mo hinh cho phép xé4c dinh giai phap quyét dinh hop 1y cho toan bd thong tin

tir cac thanh phan loc khac nhau dua ra.

MO PUN RA QUYET PINH
Chinh sdach ra quyét dinh

Thong thudng, bd ra quyét dinh s& phai doi cho dén khi nhan duoc tat
cac cac messages dugc bo kiém soat truyén dén tir tit cac cac bo loc trong hé
théng. Tuy nhién, v6i luat nhu thé, bo ra quyét dinh sé& c6 tde do xir 1y rat han
ché va hiéu qua cua ca h¢ théng loc nd1 dung s€ bi anh hudng. Chinh vi thé,
viéc dua ra nhitng chinh sach ra quyét dinh hiéu qua hon can phai dugc xem
xét va sur dung.

Chinh sach dé xuét trong giai phap ra quyét dinh & day duoc xdy dung
dua trén mé hinh mang Bayesian. D6i véi chinh sach nay, dua trén nhitng luét

loc, bo ra quyét dinh c6 thé tra 161 ma khong can thiét phai doi scores cua tat
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ca cac thanh phan loc khac trong hé thdng. Chang han, bd ra quyét dinh s& co
thé tra 151 ngay khi nhan duoc két qua tir mo dun loc URL va PICS.

Chinh sach ra quyét dinh trong mé dun nay ciing can phai xir Iy van dé
lién quan dén qua trinh xtr 1y cac anh trong mot tai liéu yéu cau. Thong
thuong trong mot trang Web thudng c6 nhiéu hon mét anh, vi thé bo ra quyét
dinh phai c6 nhiitng chinh sach riéng lién quan dén tap anh trong mot tai liéu
dang dugc phan tich.

Duya trén céc chinh xach ra quyét dinh, bo ra quyét dinh s& c6 thé giri
tra 10 lai cho bd kiém soat theo nhitng thong diép dudi day:

1. ACCEPT reg-number : Thong di€p nay xac dinh ndi dung tai li¢u
c6 dinh danh req number d3 duge chap nhén.

Chang han ACCEPT 2345.

2. READY protocol-ID : Pay 1a thong diép cua bod ra quyét dinh giri
dén bo diéu khién trong qua trinh khéi tao hoat dong cua bd ra quyét dinh dé
thong bao da sin sang nhin nhimg yéu cau theo giao thirc da dugc xac dinh
bang protocol ID.

3. REJECT reg- number : Day 1a thong diép xac dinh tai liéu yéu cau
s& bi hé théng loc ndi dung cdm khong cho phép truy cép.

Vidu: REJECT 1234.

4. SUSPECT reg- number : Pay 1a théng diép xac dinh tai liéu yéu cau
can phai duoc kiém duyét lai boi nhimg nha chirc trach lién quan, tir d6 cap
nhat lai tryc tiép vao danh sach trang (néu cho phép truy cap) hodc danh sach
den (néu cam)

Vidu : SUSPECT 2345.

Co ché hoat djng

Dé giai quyét nhitng van dé dat ra trong mod dun ra quyét dinh, giai

thuat ra quyét dinh s& bao gom:

- Pau vao ctia mo6 dun s€ bao gdm cac thong so6 sau:
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o

Mai ID yéu cau

Piém danh gi4 cta cac thanh phan loc.

Pham vi danh gia cta thong tin, dugc xac dinh 1a bao luc hay
khiéu ddm dé c6 nhing chinh sach thuat giai khac nhau.

Ngudn théng tin duwoc danh gia, vi du nhu van ban hay hinh
anh...

Ngon ngir cia van ban ( néu diém duge danh gia tu bd loc van
ban)

Cap d0 x4u cua thong tin. Cap d6 s& duoc xép tir thap dén cao.

- Khi diém danh gia cua ph?m loc cao hon 80/100 hoac cép do xau cua

thong tin 1a cao thi mdé dun s& dua ra quyét tir chéi ma khong can

xem xét ddy du c4 thong tin khac.

Khi thot gian loc dir li¢u vuot qua muc cho phép hoac dir li¢u qua

16m, quyén truy cdp s€ dugc tra lai cho nguoi sir dung v4i1 ngudn tai

li¢u s€ dugc xem xét danh gid ngoai luong va cap nhat lai danh sach

trang, danh sach den sau nay.

Vi céac gia tri trung gian khac:

o

Néu s6 cac diém trung gian ( c6 diém 16n hon 30/100 va nho
hon 70/100) hoic cip d6 xau trung binh chiém hon mot nira s6
thong tin tir cac bo loc trén ciing mot ID thi quyén truy cép sé
bi cam.

Néu cic diém trung gian du nhé hodc d6 xdu du thap thi viéc
truy cap thong tin s€ dugc cho phép.

Céc trudong hop con lai s& duge dua vé quyét dinh mic dinh
ctia cau hinh quyét dinh. Quyét dinh nay gidng nhu quyét dinh
khi thoi gian phan tich danh gia cta cac bo loc vuot qua gidi

han cho phép.
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- Trén day la nhiing thuat toan chinh gitip danh gia cac bd thong tin va
dua ra cac quyét dinh cho quyén truy cp clia nguoi st dung.
Gidi thudt quyét dinh

Dé c6 thé dua ra quyét dinh tra vé bo kiém soat, dua trén cac chinh
sach di dé cap o phan trén, bd ra quyét dinh s& st dung giai thuat ra quyét
dinh dua trén cac luat da xéac dinh trude, dé xay dung, cai dat mé dun nay.

Bo ra quyét dinh s& tién hanh phén tich cac dit liéu dén tir cac bo loc,
xéac dinh luat twong tng va tir 6 ra quyét dinh twong tmg véi nhitng luat do.
Céc luat nay can phai tuan theo mot sé dé xuét sau:

- Ra quyét dinh theo ting thé loai, chang han nhu theo thé loai anh
khiéu dam, vin ban x4u tiéng Viét, van ban xau tiéng Anh, ...

- Ra quyét dinh theo timg domain cua tai liéu yéu cau.

- Ra quyét dinh dya vao tré thoi gian (bo qua dau vao) hay theo mot
yéu cau cy thé nao.

- Ra quyét dinh theo cAu hinh mic dinh hodc ciu hinh dé nghi ctia

nguoi quan ly dua ra.

3.2. Phan mém loc thw dién ti - MAIL GATEWAY (SP.02)

3.2.1. Giéi thi¢u

Gan 40 nam sau khi ra doi, thu dién tir (email) hién tai van 1a phuong
tién giao tiép pho bién nhat trén. Mic du thé gidi Internet ngay cang xuat hién
thém nhiéu cong cu hd trg giao tiép truc tuyén moi nhu tin nhéan tic thoi,
mang xa hdi do, email van nhan dugc sy vu i tr nguoi st dung. Tuy nhién
trong cac cudc thdng ké, email c6 ndi dung ngoai mong mudn cia nguoi sir
dung ludn chiém sd luong 4p dao. Cac email ngoai mong doi cta ngudi sir

dung duogc goi chung 1a spam.
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Khai niém thw rac(spam)
Theo Nghi dinh cta chinh phu s6 90/2008/ND-CP ngay 13 thang 08

nam 2008 vé chéng thu rac:
Thu rac (spam) 1a thu dién tir, tin nhin duoc giri dén nguoi nhan ma
ngudi nhan d6 khong mong mudn hodc khong cé trach nhiém phai tiép nhan

theo quy dinh cta phap luat.

Phan loai thw rac
Trong khuén khd nghién ctru nay, nhom tac gia quy udc cac dang thu

dién tir dudi day s€ bi coi la thu rac(spam):

. Thu dién tir v6i muc dich lira déo, quiy rdi hodc phat tan virus

may tinh, phan mém gay hai hodc vi pham khoan 2 Diéu 12 Luét Cong

nghé thong tin.

. Thu dién tir quang cdo quang cdo vi pham cac nguyén tic gii

thu dién tor quang cdo quang céo tai cac Piéu 7, Pidu 9 va Didu 13

Nghi dinh 90/2008/ND-CP.

. Thu dién tr c6 ndi dung xuyén tac duong 16i chu truong cua

Dang, tuyén truyén chéng pha cac hoat dong cuia Nha nuéc CHXHCN

Viét Nam

Thu rac gay phién toai cho ngudi dung thong thuong vi ho phai mat
thoi gian doc va x6a chung, nhung d6i véi doanh nghiép thi d6 1a tién bac.
Chang han, thu rac sé lay méat khong gian dia gia tri trén cic may chu danh
cho dir liéu va théng diép co ich, giam kha ning ctia mang va tbc do cua cac
tmg dung mang do phai tai nhitng e-mail vo bd. Thu rac 1a mot trong nhiing
van dé dau dau dbi voi nguoi diing may tinh hién nay.

Thu rac 1am hao phi rit nhiéu tién bac ciia cac ISP ciing nhu ngudi

dung. Phi ton ndy gdm nhing khoan sau:
. Tén nhiéu bang thong hon vi nhiéu thu hon, diéu nay ciing ¢

nghia Ia chi phi cao hon cho nguoi dung.
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. Céc thu rac co chtra virus, mi doc co thé lam sdp toan bg h¢
thdng, danh cap nhing thong tin nhay cam, dit liéu quan trong.
= Nha cung cip dich vu mang phai tén nhiéu kinh phi dé luu trir rat

nhiéu thu rac.

. Chi phi mua, phat trién, bao tri cac phan mém loc thu.

= Chi phi cho nhan lyc, vat luc dé ddi phé véi van nan thu rac.

. Thoi gian két néi 1au hon d6i véi ngudi ding trén nhitng mang bi
phat tan thu rac.

. Lang phi thoi gian 1am viéc vi nhiéu nhan vién phai mat thoi

gian doc va x6a nhitng thong diép vo bd nay.

3.2.2. Muc tiéu

Xay dung mot hé théng Mail Gateway cé kha ning kiém soat dugc
toan bo email trude khi ching di toi cac may chi mail va ngudi ding cudi.
Dua vao cac tiéu chi danh gia, Mail Gateway sé phan loai cdc email trung
chuyén qua né. Cac email v6 hai s& duoc phép di qua Mail Gateway, t6i cac
may cht mail. Con cac email bi nghi ngo 1a thu rac v6i muc dich xau (quang
cdo, ltra ddo) hodc phat tan virus, ma doc hoac cd ndi dung khong phu hop
(n6i dung ddi truy, ndi dung chéng pha Nha nude) sé& bi xt 1y tiy theo mirc do
vi pham, tuy theo cAu hinh cta nguoi quan tri. Cy thé, néu email vuot qua
ngudng quy dinh s€ bi loai bé ngay tai Mail Gateway, khong dugc gui tdi
may chi mail. Cac mail ¢ mirc vi pham nhe hon s€ dugc danh diu, canh bao
dbi v6i nguoi ding cudi. Dya vao nhiing canh bao nay, tir phia mail client s&
¢6 murc hanh xtr phit hop nhu chuyén cac email bi nghi ngd vao Hop thu rac

(SPAM BOX), khong cho cac email nay di vao INBOX (Hop thu dén).

3.2.3. Yéu ciu doi véi h¢ thong

3.2.3.1. Yéu cau chitc ning
- Loc theo dia chi nguoi g
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o Dia chi IP
o) MGt dai cac dia chi IP
o Pia chi email
- Loc theo tén mién
- Loc cac trudong ¢ trong header cia thu dién tir
- Loc noi dung thu dién tir
o Noi dung tiéng Viét
o Noi dung tiéng Anh
o Noi dung phtrc hop c6 ca tiéng Viét va tiéng Anh
- Loc céc tép tin dinh kem
o) Loc theo phan mé rong cua tép tin dinh kém theo thu dién
ttr. CAm mot sb loai tép tin ma phén mo rong nam trong danh
sach nghi ngo c6 chura virus nhu exe, bat, reg, com, scr...
o Phat hién virus, ma doc néu c6 trong cac tép tin dinh kém
O trong thu dién tir
o) Hb tro loc nhiéu dinh dang tép tin phé bién nhu doc, xIs,
txt, pdf...
o Ho tro quét virus cac tap tin dinh kém & dang bi nén (tép
tin ¢ phan mo rong zip, rar)
- Tuy ting truong hop cu thé, hé thong can hd trg cach thirc hanh
xtr thich hgp v6i cac thu dién tu:
o Pé6i v6i thu dién tir binh thuong, khéng vi pham chinh
sach nao s& duoc Mail Gateway chuyén giao téi cac may chu
mail, nguoi ding cudi.
o  Dbi véi thu dién tor dugc xac dinh 13 dd vi pham thi hé
théng s& xtr 1y tiy theo murc do:
. Néu muc do vi pham cao, can thiét phai chan lai thi

Mail Gateway s& tién hanh loai bo email d6 ma khong
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chuyén giao téi may chii mail, nguoi ding cudi phia sau.
Bén giri s& nhan duoc thong bao tir chbi chuyén giao email
tr Mail Gateway.
. Néu mure d6 vi pham vtra phai, thu dién tor dugc xép
vao dién bi nghi ngd va c6 cach thic canh bao cho nguoi
dung cudi duoc biét.
- Chtrc nang luu trir thu dién tu:

Ddi vé6i cac thu dién tir thude dién bi nghi ngo hodc bi phat hién vi pham

cac chinh sach, quy dinh, h¢ théng s€ phai luu trir lai cac thu dién tir d6 va

c6 hinh thirc thong bdo td1 nguotl quén tri. Cac thong tin quan trong nay sé€

phuc vu cho cong tac diéu tra sau nay

3.2.3.2. Yéu cau phi chirc ning
Yéu cau vé giao dién

Hé théng can hd tro giao dién quan tri dang web-based. B cuc giao
dién hop 1y gitip cho céc thao tac tra ctru, chinh stra dir li¢u nhanh va thuan
tién, dé st dung.

Véi timg thanh phan trong hé thdng, can hd tro giao dién tuong tc truc
tiép tir dong 1énh (command-line) dé viéc cau hinh, t6i wu hé théng duoc dé
dang hon.

Yéu cau vé trao doi va tich hop

Hé thong phai dam bao tinh md, c6 thé tich hop cac mo-dun méi vao dé
dang, khong gdy anh hudng t6i hoat dong chung. Viéc thay ddi, nang cip
phién ban, cap nhat co s¢ dit li€u cling nhu cac phé“m mém tién ich trong toan
b6 hé thdng phai duoc hd tro toi da, dam bao tinh twong thich gitra cac thanh

phan trong hé théng.
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Yéu cdu vé hiéu ning

Hé thdng phai dam bao kha nang phuc vu mét sé lugng 16n ngudi si
dung.
Yéu cau vé tinh bao mdt

Pé sir dung cac dich vu trong hé théng, nguoi sit dung can dugc xac
thue va cung cip cac quyén tuwong tmg. Viéc xac thuc thong qua tén ding
nhap va mat khau.
Yéu cau vé tinh mé
Céc thanh phan trong hé théng can duoc xay dung tir md ngudn. Cu thé 1a cac
phén mém tién ich déu phai c6 ma ngu@)n kém theo, nén han ché st dung cac
phan mém di déng géi. Tinh mé & ddy c6 ¥ nghia dic biét quan trong. Khi da
c6 ma ngudn, ngudi quan tri hoan toan co thé thay doi, tdi vu hé théng dua
vao cac tham sd dd duoc cung cdp mot cach dé dang. Voi mi ngudn cua
chuong trinh, chung ta hoan toan cé thé kiém soat, can thi¢p vao dugc moi
hoat dong cta nd, dam bao khéng c6 nhirng nguy co, nhitng mdi de doa vé an

ninh, bdo mat nhu & phan mém da dong goi.

3.2.4. Cac phuwong phap loc SPAM
Spam gay ra rat nhiéu tic hai, do vay viéc phong chdng va ngin chin

céc thu rac 1a mot viée rat can thiét, cép bach. Hién ¢6 nhiéu cong ty phén
mém cung cip giai phap chong spam, mdi dong san pham cé nhiing tinh ning
va cac wu nhuoc diém riéng, tuy nhién dé xay dung mot hé théng Mail
Gateway can mot giai phap c6 tinh tong thé, linh hoat c6 thé ap dung linh hoat
cho nhitng hoan canh, diéu kién va méi truong khac nhau. Trén co s nghién
clru cua dé tai ndy, nhom nghién ctru dé xuit mot giai phap xay dung hé thong
Mail Gateway phong thu nhiéu 16p. Hé théng s& bao gdm nhiéu tang, nhiéu

16p loc khac nhau. Moi 16p s€ dam nhiém loc mdt hoac mat ) thong tin cu
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thé trong thu dién tr khi di qua Mail Gateway. Viéc phong thu nhiéu 16p ¢ ¥

nghia dac bi€t quan trong boi vi:
= Hé théng 6 thé phat hién sém cac thu dién tir co biéu hién dang
ngd va co6 hinh thue xtr 1y sém. Vi du néu nhu phat hién dia chi IP ctua
bén gui c6 dau hiéu phat tan thu rac, hé théng co thé ngit ludn két ndi,
khong cho phép khoi tao cac két ndi SMTP, tiét kiém duoc thoi gian,
bang thong, toc do xir 1y.
= Hé thdng dugc tach thanh nhiéu 16p phong thi khac nhau. Tai
mdi 16p s€ c6 nhiing phﬁn mém tién ich dam nhiém nhiém vu loc thu
dién tr. Do c6 tinh linh hoat nén tiy vao moi truong, pham vi bai toan
cu thé ma ngudi quan tri s& quyét dinh 13 str dung nhirng 16p phong thu
va cong cu nao phu hop, dam bdo tinh an toan, on dinh va hiéu suét
hoat dong ctia hé théng. Cac phan mém tién ich ¢ timg 16p phong thi
tuy hoat dong riéng biét nhung c6 phdi hop v6i nhau chit ché. Viéc
nang cip, thay d6i hay g& bo cac thanh phan niy hoan toan d& dang,

khong gay anh huong téi hoat dong ctia toan b hé thong.

3.2.4.1. Phwong phap lgc theo IP (Spamhaus DNS-based Blocklists)
Phuong phap sir dung DNS Blocklists s& chin cac email dén tir cac dia

chi nam trong danh sach DNS Blocklist. C6 hai loai danh sach DNS Blocklist
thuong dugce st dung, do la:
Danh sach cac tén mién giri spam dé biét, danh sach cac mién nay dugc

ligt ké va cap nhat tai dia chi  http:/spamhaus.org/sbl.

Danh siach cic may chu email cho phép hoac bi lgi dung thuc hién viéc
chuyén tiép spam duoc gui di tir spammer.

Nhitng ké phat tan thu rdc chuyén nghiép thuong sé hiru mét day may
chu chuyén dé gui thu rac, mdi may chu c6 mot dia chi IP riéng. Khi cac dia

chi IP nay bi nghi ngd 1 ngudn phat tan thu rac, ching s& dugc bao céo 1én
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céc t0 chiic chuyén theo ddi tinh trang phat tan thu rac trén Internet. Cac to
chiic ndy sé tién hanh x4c minh, thim dinh. Néu dung dia chi IP d6 da bi
nhiing ké phat tan thu rac loi dung thi né s€ duoc dua vao danh sach DNS
Blocklist. Spamhaus.org 1a mot trong rat nhiéu to chirc cap nhat danh sach
nay. Nhitng ké phat tan c6 thé vuot qua chudng ngai vat ndy bang hai cach:
Mot 1a thudng xuyén thay ddi dia chi IP. Cach 1am nay con khién nhing dia
chi IP cii duoc tai st dung, va ngudi dung sau khong thé st dung duoc dia chi
IP nay boi ching di bi khoa do giri spam, va ho khong thé dung no dé giri
email hgp phép.

Cac chuong trinh chéng spam s& kiém dia chi IP cia SMTP server bén
gui trong phan header cta thu dién tir d6 sau d6 so sanh véi co s dir liéu
DNS Blocklist d biét. Néu dia chi IP tim thay trong phan ndy co trong co so

dir liéu vé cac DNS Blocklist, n6 s€ bi coi 1a thu rac, con néu khong, email do

r ------- P’
I

¥
Doaes the Sender's IP addrass
meet Spamhaus Policy?
¥

s€ dugc coi la mQt email hop I€.

Hinh 3. 20. M6 hinh hoat dong cua phwong phap loc theo dia chi IP
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Receiver

1 Sender '

Policy
Decision

Reject the
Message

Accept the Tag the
Message Message
Further
Spam Filters
T

Hinh 3. 17. Cdch thirc ung xu cua bo loc

Quy trinh x1r 1y thu dién t&r khi st dung phuong phép loc theo dia chi
IP:

Buée 1: Khi thu dién tir di toi Mail Gateway, dau tién bo loc s& lay dia
chi IP ctia may cha SMTP di gui thu dién tir ndy dén va giri yéu cau t6i co so
dir liéu DNS Blocklist cta to chirc Spamhaus.

Buée 2: Khi Spamhaus tra vé& két qua cho bd quyét dinh 1a thu dién tir

do co phai 1a thu rac hay khong, bo quyét dinh s€ lya chon moét trong 3 cach

xu ly:
. T chdi thu dién ta nay néu nhu né duoce xac dinh 13 thu rac
= Chap nhan thu dién tor ndy va gii t6i cic may chi mail & sau
Mail Gateway

= Panh dau thu dién ti nay thudc dién bi nghi ngo va khi thu di¢n
t0r t6i nguoi ding cudi, nd s& bi xép vao Hop thu rac (Spam Box).
Phuong phap nay c6 uu diém 1a cac thu dién tir c6 thé duoc kiém tra

trude khi tai xubng, do do tiét kiém duoc bang théng dudng truyén. Nhuoc
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diém cta phuwong phap nay la khong phét hién ra dugc nhiing email gia mao
dia chi nguoi gui.

3.2.4.2. Phuwong phap loc cac lién két trong ndi dung thw dién tir sir dung
danh sach SURBL

Phuong phép str dung danh sach SURBL phat hién thu rac duya vao ndi
dung cta thu dién tir. Chuong trinh chéng thu rac s& phéan tich ndi dung cia
thu dién tir xem bén trong nd c6 chira cac lién két da duoc liét ké trong Spam
URI Realtime Blocklists (SURBL) hay khong. SURBL chira danh sach cac
mién va dia chi ctia nhitng ngudn phét tan thu rac da biét. Co s dir liéu nay

dugc cung cap va cap nhat thudng xuyén tai dia chi www.surbl.org.

C6 nhiéu danh sach SURBL khéac nhau nhu sc.surbl.org, ws.surbl.org,
ob.surbl.org, ab.surbl.org..., cic danh sach nay dugc cap nhat tir nhiéu nguon.
Thong thudng, ngudi quan tri thuong két hop cac danh sach SURBL bing
cach tham chiéu t6i dia chi multi.surbl.org. Néu mot thu dién tir sau khi kiém
tra noi dung c6 chira cac lién két duoc chi ra trong danh sach SURBL thi n6
s& duoc danh dau 1a thu rac, con khong né s€ duoc cho 1a mét thu dién tir
thong thuong.

Phuong phap nay c6 uu diém phét hién duoc cac thu dién tir gia mao
dia chi nguoi giri dé danh lira cac bo loc. Nhuoc diém ctia né 1a thu dién tir
phai duoc tai xudng trude khi tién hanh kiém tra, do d6 s& chiém bing thong
duong truyén va tai nguyén cta may tinh dé phén tich cac ndi dung thu dién
tu.
3.2.4.3. Phuwong phap lgc theo dia chi nguwoi nhan(receiver)

Tan cong phat tan thu rac kiéu “tir dién” sir dung cac dia chi email va
tén mién da biét dé tao ra cac dia chi email hop 1é khac. Bang k¥ thuat nay
nhing ké phét tan thu rac c6 thé gui spam t6i cac dia chi email duoc sinh ra

mot cach ngau nhién. Mot so dia chi email trong s6 do co6 thuc, tuy nhién mét
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luong 16n trong d6 1a dia chi khong ton tai va chung giy ra hién tuong “lut”
(flood) ¢ cac may chu mail.

Phuong phép kiém tra ngudi nhan s& ngan chin kiéu tin cong ndy bang
cach chan lai cac email gui téi1 cac dia chi khong tdn tai trén Active Directory
hodc trén may chu mail ndm phia sau Mail Gateway. Tinh ning ndy s& sur
dung Active Directory hodc LDAP server dé x4ac minh cac dia chi ngudi nhan
c6 ton tai hay khong. Néu sd dia chi nguodi nhan khong ton tai vuot qua mot
ngudng nao d6 (do nguoi quan tri thiét 1ap) thi email giri t6i d6 s& bi coi 1a

spam va chan lai.

3.2.4.4. Gi6i han s6 1an nhéan thw tir mdi dia chi IP
Nhiing chuong trinh giri thu rac sé gii thu lién tiép t6i ting hop thu

ciia ngudi ding ¢ may chi mail. C6 nhiéu trudng hop cac chuong trinh nay
con gui tdi nhitng hop thu ma dia chi cia né khong c6 that trong may chu
mail. O tai Mail Gateway, ngudi quan tri c6 thé cau hinh cho phép may chu
mail s& chi nhan s6 lugng thu han ché tir mdi dia chi IP trong mot khoang thoi
gian nhét dinh, vi du chi nhan 1 thu trong vong 5 phut. Khi mdt dia chi IP gui
lién tiép nhiéu thu dén va vuot giéi han cho phép thi nd s& bi tir chdi cho dén
hét khoang thoi gian di dinh roi méi duoc giri tiép. Thong thuong chi cd
nhitng ké chuyén phat tan thu ric méi giri lién tiép don dap nhiéu email vao
hé thdng, ngudi dung binh thuong hiém khi giri di nhiéu email lién tiép nhu
vy. Viéc dua ra ngudng gi6i han sb 1an nhan, gi6i han thoi gian nhan 13 mot
phuong phap don gian dé nhan dién nhitng ké phat tan thu rdc v6i ngudi ding
chan chinh. Déi véi céc may chu mail 16n, thuc hién viéc chuyén nhéan nhiéu
thu lién tuc, nguoi quan tri s& ciu hinh Mail Gateway dua dia chi ctia cac may
chu mail nay vao Whitelist cho phép chung duoc phép giao tiép thuong
xuyén, lién tuc, voi tdc dd cao khong b1 gi61 han boi thot gian, $6 lugng email

chuyén nhan.
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Phuong phap loc nay giup cac may cha mail han ché dugc hinh thic
tan cong flood email. Véi mo hinh mang c6 Mail Gateway dimg trudc céc
may chii mail, nhitng ké phat tan thu rac s& khong thé giri don dap mot lac
hang nghin email vao hé thong. Mail Gateway dugc cau hinh dang s& chin
dtng hoan toan nhimg dot tin céng ndy, khong 1am anh hudng toi hoat dong

cua cac may chu mail phia sau no.

3.2.4.5. Gi6i han dung lwgng ciia mdi thu dién tir
Heé thong can hd tro chire nang cho phép ngudi quan tri co thé gidi han

dung luong ting email khi di qua Mail Gateway. Churc nang nay giup phat
hién va han ché cac email c6 dung luong qua 16n, tranh gy tinh trang tran
hop thu cua nguoi sit dung. Chirc nang nay s€ hitu ich trong truong hop hé
théng bi tin cong bomb mail — ké tAn cong cd tinh g rat nhiéu thu dién tir co
dung lugng 16n téi cac may chu mail cling nhu 1a hop thu cua nguodi dung.
Viéc phat hién sém céc cudc tan cong dang ndy va to chirc ngan chin ngay tai
Mail Gateway s& han ché duoc t6i da anh hudng hoat dong ctia may chii mail

cling nhu nhitg nguoi st dung trong hé thong.

3.2.4.6. Phuwong phap loc sir dung kiém tra dia chi
Bang cach kiém tra dia chi nguoi giri va ngudi nhan, phan 16n spam sé

duoc phat hién va chin lai. Thuc hién kiém tra dia chi ngudi gui trudce khi
email duoc tai xudng sé tiét kiém duogc bing thong dudng truyén cho toan hé
thong.

K¥ thuat Sender Policy Framework (SPF, www.openspf.org) duoc su
dung dé kiém tra dia chi nguoi giri email. Ky thuat SPF cho phép chu s hitu
clia mot tén mién Internet sir dung cac ban ghi DNS dic biét (goi 1a ban ghi
SPF) chi 1& cac may duoc dung dé giri email tir mién cta ho. Khi mot email
dugc g td1, bo loc SPF s€ phan tich c4c thong tin trong truong “From™ hoac

“Sender” dé kiém tra dia chi ngudi giri. Sau d6 SPF s& dbi chiéu dia chi d6
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v6i cac thong tin dd dugc cong bd trong ban ghi SPF ctia mién d6 xem may
guri email c6 duge phép giri email hay khong. Néu email dén tir mot server
khong c6 trong ban ghi SPF ma mién d6 di cong b thi email d6 bi coi 1a gia

mao.

3.2.4.7. Phuwong phap loc theo IP, mét dai IP
Phuong phép nay s& chin cac email dugc gui dén tir cac dia chi IP biét

truge. Khi mot email dén, bo loc s& phan tich dia chi may gui va so sanh véi
danh sach dia chi bi chin. Néu email d6 dén tir mot may c6 dia chi trong danh
sach nay thi n6 s€ bi coi la spam, nguoc lai n6 sé& dugc coi la email hop I¢€.
Tuong tu, nguoi quan tri hé thong co thé dua vao danh sach cdm mot dai cac
dia chi IP (vi du: 203.162.x.x). Tat ca cac email dén tir IP bat dau bang
203.162 déu sé& bi Mail Gateway chin lai

3.2.4.8. Phuwong phap loc theo tén mién
Khi d4 biét rd mot sd tén mién doc hai, chuyén phat tan thu rac vao hé

thong, nguodi quan tri ¢6 thé tao ra mot co sé dir 1iéu bao gdom cac tén mién bi

cAm, khong cho phép goi email t6i cac may chi mail trong hé thong.

3.2.4.9. Phuwong phap lgc sir dung b loc Bayesian
B0 loc Bayesian hoat dong dua trén dinh 1y Bayes dé tinh toan xac suét

xay ra mot su kién dua vao nhitng su kién xay ra trudc do. Ky thuat tuong tu
nhu vay dugc sir dung dé phan loai spam. Néu mot sb phan van ban xuat hién
thudng xuyén trong cic spam nhung thudng khong xuét hién trong cac email
thong thuong, thi c6 thé két luan rang email d6 1a spam.

Trude khi c6 thé loc email bang bd loc Bayesian, ngudi dung can tao ra
co s& dit lidu tir khoa va dau hiéu (nhu 1a ky hi¢u $, dia chi IP va cac mién...)
stru tAm tir cac spam va cac email khong hop 16 khéc.

MBJi tir hodc mdi dau hiéu s& duoc cho mot gia tri xac suat xuat hién,

gia tri nay dua trén viéc tinh toan c6 bao nhiéu tur thuong hay st dung trong
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spam, ma trong cac email hop 1¢ thuong khong sir dung. Viéc tinh toan nay
dugc thyc hién bang cach phan tich nhitng email giii di ciia nguoi dung va
phan tich cac kiéu spam da biét.

DPé bd loc Bayesian hoat dong chinh xac va c6 hi¢u qua cao, can phai
tao ra co so dir liéu vé cac email thong thudng va spam phu hop voi dic thu
kinh doanh cua tung cong ty. Co s¢ dit liéu nay dugc hinh thanh khi b loc
trai qua giai doan “hudn luyén”. Ngudi quan tri phai cung cap khoang 1000
email thong thuong va 1000 spam dé bo loc phén tich tao ra co sé dir liéu cho
riéng no.

3.2.4.10. Phwong phdp loc sir dung danh sdch tring / danh sich den
(Blacklist/Whitelist)

Viéc st dung cac danh sach blacklist, whitelist giup cho viéc loc email
hiéu qua hon.

Blacklist(danh sach den) 1a co s& dit li¢u cac dia chi email va cac tén
mién ma Mail Gateway s& khong bao gid cho cac email tir 46 di qua. Cac
email giri t6i tir cic dia chi nay sé& bi danh dau 13 spam hodc tir chdi
chuyén/nhan tiy theo yéu cdu ciu hinh cta ngudi quan tri. Vi du: trong qua
trinh van hanh hé théng, nguoi quan tri nhan théy mot $6 cudc tn cong hoac
cac hanh vi dang ngd xuat phat tir mot dia chi IP nao d6. Khi d6, nguoi quan
tri s€ dua dia chi IP nay vao danh sach den, nhu vay mdi 14n nhan duoc yéu
cau tir dia chi IP d6, hé thong s& khong dap tng lai yéu cau, dam bao an toan
khong dé ké tin cong co thé gy hai tdi hé théng cling nhu ngudi sir dung.

Whitelist(danh sdch trdng) 1 co so dit liéu cac dia chi email va cac tén
mién ma Mail Gateway cho phép cic email tir trong danh sach nay hodc toi tir
cac tén mién nay di qua. Néu cac email dugc giri dén tir nhitng dia chi ndm
trong danh sach nay thi chiing luén dugce cho qua ma khong can phai di qua
qua trinh kiém tra sang loc nao. Danh sach trang duoc sir dung trong truong

hop nguot quan tri mudn thiét 1ap mdt dia chi thu dién tir hodc mot danh sach
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cac dia chi thu dién dd duoc tin twong (vi du cua nhitng ngudi quan 1y, diéu
hanh, nhitng thanh phan chu chdt cua cong ty). Khi d6 tat ca cac thu dién tir
ctia nhitng ngudi nay giri di déu dugc mic dinh cho di qua Mail Gateway ma
khong bi giit lai kiém tra. Viéc ndy dam béo tat ca cac thu dién tir ciia nhiing
nguoi quan trong khi giri di déu téi dugc ngudi nhin, khong bi bo sot, khong
bi loc nham céc thong diép quan trong.

Thong thuong céc bd loc co6 tinh nang tu hoc, khi mot email bi danh
dau 1a spam thi dia chi nguoi giri s& duoc ty dong dua vao danh sich
blacklist. Nguoc lai, khi mét email dugc guri di tur trong cong ty thi dia chi

nguoi nhan s€ dugc ty dong dua vao danh sach whitelist.

3.2.4.11. Phwong phap loc dua vao cac thong tin ciia mail header
Phuong phéap nay sé& phan tich cac trudng trong phan header ctia email

dé danh gia email d6 12 email thong thuong hay 1a spam. Spam thudng c6 mot

sO dac diém nhu:

. Dé tréng truong From: hodc truong To: .

. Truong From: chira dia chi email khong tudn theo cac chuan
RFC.

. Cac URL trong phan header va ndi dung cta thu dién tir ¢6 chira

dia chi IP dugc ma hoa dudi dang hé hex/oct hoac cé su két hop theo
dang username/password

. Phan tiéu dé cua thu dién tir c6 thé chira dia chi email nguoi
nhén dé c4 nhan héa email do.

. Gui t61 mot s6 luong rat 16n nguoi nhan khac nhau: Cac email
thong thuong khi gtri di déu chi c¢6 mét sd luong ngudi nhan gidi han.
M5t sb loai thu rac thuong duoc giri td1 mot $6 luong 16n ngudi nhan,
do vay hé thdng co6 thé cho phép ciu hinh dat ngudng sé lwong ngudi

nhan cua email dé ddm bao cac email nay s€ bi chan lai.
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. Chi chira nhiing file anh ma khong chira cac tir dé danh lira cac

bo loc.

Str dung ngdn ngir khac voi ngdn nglr ma nguoi nhan dang st dung.
Duya vao nhitng dac diém nay cua spam, cac bo loc cé thé loc chin duoc cac

email vi pham quy dinh.

3.2.4.12. Phuwong phap lgc theo ndi dung
Nguoi quan tri s€ xay dung co sé dir li€u cac luat loc, dua vao céc tu

khoa nhay cam dic trung thuong xuat hién trong thu rac va chi sd trong tng
cho tir khéa d6. Khi email di qua bo loc ndi dung, bo loc sé& tién hanh phan
tich, tinh tong chi sb cua toan bd email d6 va dua ra quyét dinh 13 email nay
¢6 vi pham ngudng SPAM cho phép hay khong. Néu email bi nghi ngo 1a
SPAM, b6 loc s& thém mot sb trudong vao mail header dé cung cip thém thong
tin cho nguoi dung cudi vi du: dua ra canh béo ddy 1a thu spam, né di vi
pham nhiing luat loc gi ciia hé thong. Pong thoi, bo loc s& viét lai tiéu dé cua

email, canh bao nguoi dung day la thu rac, khuyén cdo khong nén mo ra.

3.2.4.13. Phwong phap loc dwa vao cac tép tin dinh kém
Céc hé thong loc email cho phép ngudi quan tri co thé cAm mot sb loai

tép tin dinh kém dya trén phan mé rong cia chung(extension). Vi du cac loai
tép tin dinh kém co tiém 4n nguy co gay hai tdi nguoi dung va hé thong nhur:
exe, scr, com, bat

Khi cac email di qua Mail Gateway, h¢ théng s& thuc hién viéc dbi
chiéu véi co so dit liéu cac phan md rong bi cAm, néu tép tin dinh kém khong

hop 1€, email do s€ bi loai bo.

3.2.4.14. Quét virus
Hé théng loc mail s& dugc tich hop véi chuong trinh AntiVirus, tat ca

cac email khi dugc trung chuyén qua Mail Gateway déu duoc kiém tra xem

c¢6 chira virus hodc ma doc giy hai toi ngudi st dung hodc hé thong hay
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khong. Chuong trinh AntiVirus can hé trg viéc nhan dang dugc céc loai virus
pho bién, co s¢ dir liéu nhan dang cac mau virus can dugc cap nhat thuong
xuyén lién tuc dé dam bdo h¢ thong ludn dugce bdo vé & mirc cao nhat, phong

chong dugc nhirng loai virus, ma dgc mai nhat.

3.2.5. Giai phap st dung QMAIL lam MAIL GATEWAY
3.2.5.1. Gi6i thiéu

Qmail Mail Gateway la mot gidi phap toan dién cung cap co ché bao vé
hé théng mdy chi mail va ngudi dung cudi. Viéc st dung Qmail Mail
Gateway 1a rat linh hoat, chiing ta c6 thé cai dat hé théng nay trén mot may
chu riéng biét ma khéng can yéu cau phai dugc tich hop vao mét hé thong
may chu mail hién c6. Gidi phap hi€u qua nay giup ting muc do bao vé hé
thdng may chii mail trudc nhitng mbi de doa tiém an trén Internet nhu virus,
thu rac, ma doc...

Qmail Mail Gateway duoc thiét ké dé hoat dong hoan toan tu dong, vi
vay tmg dung c6 thé hoat dong tot trén cac moi trudng cac hé diéu hanh Linux
cling nhu két hop duge voi nhitng tng dung khic duge cai dit trén cac ndt
trong mang. Viéc cai dit va ciu hinh Qmail Mail Gateway 1a d& dang déi voi
nhitng nha quan tri da c¢6 kinh nghiém st dung hé diéu hanh Linux.

C6 hai diém t6i quan trong ciia mo hinh Qmail Mail Gateway la:

Tinh 6n dinh va hi¢u niing cao
Qmail c¢6 kha ning chuyén nhan hang triéu thong diép mot ngay. Tuy

nhién, néu bién né thanh mot may chi mail phuc vu tit ca cac giao thirc mail
(IMAP, POP3)thi bi giéi han trong van dé xac thuc. Néu cdc may chi mail
thudc mdt mang dung hoan toan Unix thi giéi han nay c6 thé khic phuc d&
dang. Trong mot hé théng khong phai tat ca cac may chu déu dung hé diéu
hanh giong nhau.. Vi thé, Qmail hoat dong nhu mot mail gateway chi cé trach

nhiém chuyén mail dén cic may chu mail khac (trong giéi han cho phép
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domain) ma khong phai lo van dé xac thuc, vi vay ngoai tinh bao mat cao thi

hiéu nang dugc nang cao dang ke.

Tinh bdao mat
Nhu di néu ra ¢ trén nhitng khé khan trong co ché quan 1y xac thuc cia

mot (hodc nhiéu) mang c6 da hé diéu hanh khong nhitng giam sit tinh hiéu
ning ma con anh huong 16n dén tinh bao mat. Ly do, quan Iy mot trung tam
dir liéu nguoi sir dung (central user database) dé dang va 6n dinh hon so véi
viéc ¢ nhiéu nhiéu co s& dit liéu nguoi st dung (user database). Hon thé, co
ché Internet <--> Mail Gateway <--> Tuong lira(Firewall) <--> Cac may chu
mail phia trong <--> Ngudi dung cubi chic ch& va an toan hon. D6 1a chua ké
mg dung kiém soat / ngin chin virus, trojan va cach loai ma doc mang tinh
phé hoai trén Mail Gateway trudc khi thong diép duoc chuyén vao cac may
chu mail bén trong (Microsoft Exchange hodc IBM Lotus chang han). Céc
ung dung cho POP3 hoac IMAP dugc thiét 1ap mdt cach doc 1ap trén cac may

chu mail ¢ phia sau mail gateway.

3.2.5.2. Chirc niing chinh ciia h¢ thong Qmail Mail Gateway
Chéng virus

Hé théng s€ thuc hién thao tdc quén va loai bd cac loai virus, ma doc va
nhitng chuong trinh c6 tiém an nguy co de doa téi sy an toan ctia nguoi sir
dung. Cac thong tin duoc kiém duyét bao gom tat ca cic thanh phan cua cac
thong diép duoc gui t6i may chu mail hodc tir ngudi dung ra hé thdng bén

ngoai: header, céc tép tin dinh kém theo thong dié€p dugc gui di.

Loc thu rac
Hé thong s& thuc hién qua trinh quét va phan tich cac thong diép di qua

Qmail Mail Gateway dé phat hién nhitng théng diép vi pham cac quy dinh do
nguoi quan tri dit ra. Cac thong tin ma Qmail Mail Gateway quan tdm bao

gdém cac truong trong header cua thong diép(ngudi gui, dia chi IP, tén mién),
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tiéu dé ciing nhu nodi dung chinh cta thong diép do va tit ca cac tép tin dinh
kém di cung. Véi mdi vi pham dugc phat hién, hé thong s& danh chi so (score)
tuong Ung dua trén co s& dir liu cac chi s6 da duoc thiét 1ap. Sau khi tinh
toan chi s6 cho timg thong diép, Qmail Mail Gateway s& so sanh v&i ngudng
dd dugc quy dinh dé ra quyét dinh ddi véi thong diép nay:
= Néu thong di¢p 1a hoan toan hop I¢, nd s€ duogc chuyén
tiép toi may chi mail twong tng.
. Néu thong diép bi nghi ngd 1a thu rac, no sé& dugc danh
dau 1a SPAM, thong diép dugc chuyén téi may chu mail va bi di
chuyén vao thu muc SPAM.
. Néu thong diép c6 chtra virus, ma doc hodc chira cac tép
tin dinh kém khong duoc phép trao doi, hé thdng s& tu dong loai
b6 thong diép nay va giri théng bao vé cho bén giri di.
Canh bao nguoi sir dung
D61 voi cac thong di€p bi nghi ngd 1a thu rac, hé thong s€ thuc hién
viéc cach li (quarantine) bang cach di chuyén cac thong diép nay vao mot thu
muc riéng. Tuy nhién dé dam bao khong x6a nham cac email quan trong, viéc
chuyén cac email nay vé cho nguoi st dung dau cudi van dién ra, diém khac
biét & day 1a cac thong diép nay dd duoc Qmail Mail Gateway diéu chinh lai
phan tiéu dé(subject). Tiéu dé cua cac thong diép nay s& dugc thém vao mot
dong canh bao SPAM va ¢ mail client cta ngudi dung cudi, cac thong diép do

s€ duoc chuyén truc tiép vao thu muc SPAM chir khong phai 1a INBOX.

Cach li cac email nghi ngo
Céc thong diép co chtra virus hodc bi nghi ngo 1a thu rac s€ duogc

chuyén vao mot thu muc céach li riéng. Hé thng ciing cho phép nguoi quan tri
c6 thé xem, x0a cac thong diép nay hodc tiép tuc chuyén thong diép do t6i

nguoi dung cudi
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Luu trir email
Cac chirc nang lgc nang cao

- Loc theo dia chi IP

- Loc theo mot dai dia chi IP

- Loc theo tén mién

- Loc theo dinh dang tép tin dinh kém

Hé théng cho phép cau hinh loc cac tép tin dinh kém di theo thong diép
dua trén tén tép tin, phén mo rdng cua tap tin do, chuc nang nay hd tro viéc
phat hién nhanh céc d6i twong c6 kha ning bao gdm virus, mi doc gy hai
cho nguoi st dung.
Loc theo nhom nguwoi sir dung

Hé thdng c6 co ché hd trg nguoi quan tri ¢6 thé dinh nghia cach thuc
mg xir d6i voi nhiing thong diép giri t6i hodc gui di timg nhom nguoi ding

hodc timg nguoi dung cu thé.

Quan tri linh hoat, dé dang
Qmail Mail Gateway cho phép thuc hién quan tr1 tir xa thong qua giao

dién web-based hodc giao dién dong 1énh (command-line) dé lam viéc truc

tiép voi cac tép tin cAu hinh cua timg thanh phan trong hé thdng. Tuy nhién,

Cau hinh, t6i wu héa hé thong
Tuy vao dic diém cta hé thong nhu lwu lugng email chuyén/nhan hang

ngay, co s& ha ting mang, chinh sach quy dinh cua to chirc ma ngudi quan tri
¢6 thé cAu hinh hé théng mot cach phu hop, linh hoat. Céc tép tin cAu hinh cua
Qmail dugc luu tai thu muc /var/gmail/control.

C6 mdt sb thong s6 ma nguoi quan tri quan tAm lac cu hinh, t6i vu hoa
hé thdng nhu s luong email xtr Iy cing mot luc, kich thude tép tin log cua
Qmail, s6 luong cac ban ghi luu trir trong tép tin log, thoi gian timeout khi

gui mail...
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Co ché cip nhat
Qmail Mail Gateway hoé tro viée cap nhat co s¢ dir licu luat (rule

database) va co s& dit liéu chéng virus (antivirus database). Ngudi quan tri c¢6
thé cdu hinh thuc hién cap nhat co s dir liéu ty dong theo lich trinh hodc cé

thé cap nhat bat ki thoi diém nao bang cach sir dung cac 1énh cho trudc.

Bio cio dudi dang biéu do
Hé thong hd tro kha ning xem bao céo dudi dang biéu d6. Ngudi quan

tri c6 thé lya chon mot khoang thoi gian can theo doi, hé théng s€ thuc hién
thong ké sd luong email dd nhan vé, s6 luong email bi nghi ngo la
spam/virus, sd luong email binh thuong, cac thong sd nay s& dugc thé hién

trén bi€u do.

3.2.5.3. M6 hinh kién tric hé thong Qmail Mail Gateway

MO HINH HE THONG QMAIL MAIL GATEWAY

Virus Scanning
(ClamAV)

Qmail Mail|Gateway
Incomming emails from the Internet

Incomming emails from the Internet

Email Filtering
({SpamAssassin)

‘ Mail Server End-user

O chiéu nhan dén, thu dién tir duoc gui tu Internet thay vi truc tiép két

noi dén may chu xtr 1y mail cta céac t6 chirc, doanh nghi¢p s€ dugc cau hinh
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dé di qua trung tdm lgc thu dién tr Mail Gateway. Tai day, viéc nhan di¢n,
phan loai cac két néi SMTP ciing nhu phén loai va ra quét virus trong cac thu
dién tor va cac t¢p tin dinh kém nhan dugc sé dugc thuc hi€én mot cach ky
ludng, nhanh chéng va cuc ky chinh xac.

Mot két ndi gitta may chtt mudn giri mail véi hé thong Mail Gateway sé&
duoc thiét lap trudce khi cé sy chuyén/nhan thu dién thuc sy. Mail Gateway s¢&
tir chdi tat ca cac yéu cau két ndi tir cic may chu phat tan thu rac hodc cac
may cht da duoc nhan dién nam trong danh sach den(Blacklist).

Céc thu dién tir khi di vao hé thong Mail Gateway sau d6 s& duoc kiém
tra d¢ mot 1an nita dé nhan dién cac thu dién tur gid mao, thu rac, thu nhiém
virus hodc thu mang noi dung khong phu hop.Chi nhitng thu dién tir sach méi
dugc chuyén dén may chu xtr Iy mail ctua khach hang. Nhimng thu dién tr néu
bi nghi ngd sé& bi danh dau va c6 hinh thirc thong bao vé cho ngudi dung cudi
dé dam bao cac thu dién tir d6 s& di vao Hop thu rac chtr khong phai 1a Hop
thu dén cta ho. S6 email dugc xac dinh 13 thu rac, nhiém virus, ¢6 ndi dung
khong phil hop, hodc mang tinh chat lira dao s& dugc o 1ap c6 thoi han. Va
trong thoi han quy dinh ngudi dung cé thé tw minh truy nhap vao hé thong
Mail Gateway dé kiém tra, xda bo hodc léy lai nhitng email minh mudn d3 bi
¢6 1ap trude d6. Chirc nang luu trir dong vai trd quan trong cho cong tac diéu
tra, kiém ching sau nay.

Hé thdng ciing c6 kha ning gui thong bao cho ngudi nhan, ngudi giri
thu dién tir khi c6 bat ky thu dién nao lién quan bi ¢6 13p hoac cham tré trong
viéc phan phat dén dich.

O chiéu giri ra, chi nhitng thu dién tir giri ra tir may chu mail phia sau
Mail Gateway da dugc cdu hinh méi dugc phép di qua hé thdng Mail
Gateway. Churc ning ndy nhim dam bao viéc bao vé cac may chi mail khong

bi nhitng ké tn cong loi dung dé phat tan thu rac, ma doc.
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Cac email guri ra trude tién s& dén hé théng Mail Gateway dé duoc
kiém soat tinh xac thuc, dam bao khong mang virus,...sau d6 néu thu dién tir
khong vi pham céc chinh sach d3 dugc dé ra chung s& dugc nhanh chong
chuyén dén ngudi nhan.

Trong md hinh nay, Mail Gateway dong vai trd nhu mot bic tuong lira
bao vé may chu mail truée cac mdi nguy, cac hanh dong xam nhép, tin cong
trai phép tir bén ngoai, tranh cac cudc tan cong tu chdi dich vy, loai bo céc thu
rac, thu nhiém ma doc. Hé théng Mail Gateway hoat dong tdt v4i tat ca cac
may chu mail SMTP/POP3/IMAP4/S. Viéc trién khai cai dit, cAu hinh la
hoan toan dé dang, khong lam anh huodng chung téi toan bo hoat dong hién tai
cta hé thong.

QUY TRINH XU LY EMAIL TAI QMAIL MAIL GATEWAY

Chwong trinh diét
virus ClamAV

| - Kiém tra cac tép tin dinh kém
trong email, néu phat hign virus |,
thi tré v& théng bao I3i va tir \
chbi gii email nay di

Qmail SMTP Simscan
Acess Control SpamDyke: - Kiém tra email nay cé dugc yéu

Emails tepserver -Kigm fra dja chi ngudi gl co cu quét virus khang, néu oo, goi
§K\éirjn tra email ?m s nam trong blacklist'whitelist hay ClamCV .

. il . | khérg, o | - Kiém tra email nay cé dute yéu Mail cli
Ll ~Bla chi IP ndy ca bj danh déu 12 cAu loc thir réc hay khéng, nbu c& Server - lient
fuc:‘; eﬁ C?‘l!: simscgan chuyén phat tan tu rac hay g0l SpamAssassin
X khéng (so sanh wi cac co s& dir - Kiém tra email co chia tép tin

log thiy réc, quét virus
v email nay hay
khang

ligu Realtime Blackiist) dinh kém vai phin mé réng bi cdm

hay khéng

B& loc ngi dung ;
SpamAssassin /
- Tinh chi s thir ric cia email, /
50 sanh voi cac ludt lgc

- Vit lai iy 3& email nham
canh béo cha nguoi dingnéu |/
nghi nger d6 1 thu réc.

- Thém mét s& théng tin vao
header clia email nhu- X
Spam-Checker-Varsion, X-
Spam-Level, X-Spam-Status

- Ghi lai log trong qua trinh xir 1§
dé theo dai, thing ke

3.2.5.4. Cac thanh phin trong hé thong Qmail Mail Gateway
1. Hé diéu hanh CentOS 5.2
Trang chu: http://centos.org

Phién ban m&i nhat: CentOS 5.3
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CentOS (viét tit cia cym tr Community ENTerprise Operating
System) 1a mot phan phdi cua Linux danh cho cac doanh nghiép va cac nhom
phat trién. CentOS duoc phat trién tir Red Hat Enterpires Linux (RHEL)
(Theo cac gidy phép GPL va mot sb gidy phép twong tir khac ). N6 hoan toan
mién phi. Phién ban hién nay (2009) 13 phién ban 5.3 (kernel 2.6.18), hd tro
v6i hai dong chip phd bién 13 386, x86-64.

CentOS lay chi sd version gidng nhu RHEL. Vi dy CentOS 5.1 s&
twong ing voé1 RHELS Update 1.

Uu diém ctia hé diéu hanh CentOS

- CentOS gan nhu giéng hét Redhat Enterprise Linux nén géi nao da
duoc bién dich cho Redhat Enterprise Linux déu dung duoc trén CentOS
phién ban twong tng. C6 thé noi 1a twong thich 100% ciing duoc.

Redhat Enterprise Linux dugc dung mot phién ban cho cic hé thong
Enterprise ma khong mat tién. Vi Redhat Enterprise Linux bat phai mua kém
dich vu nén kha dit.

- Chat luong ciia Redhat Enterprise Linux dugc dam bao mot cach
khong chinh thure tir Red Hat.

- Tinh bao mat, d6 6n dinh cao.

2. Qmail
Qmail duoc viét boi Tién si toan cua truong dai hoc Illinois, Chicago,

tién si Dan Bernstein. Qmail ra doi vao thang Giéng nim 1996 v6i mot phién
ban Beta 0.70 va sau d6 phién ban Gamma 0.90 dugc cap nhat vao thang 8
nim 1996. Phién ban 6n dinh 1.0 dugc ra mat vao thang 2 nam 1997. Phién
ban dugc luu hanh hién nay 1a 1.03 dugc phat hanh vao thang 6 nam 1997.

C6 rat nhiéu MTA trén mdi trudng Unix hién nay va mdi khi nhiac dén
MTA chiing ta phai nhic dén Sendmail. Tuy nhién, Dan Bernstein viét Qmail
vi 6ng ta thay rang Sendmail thira huong nhiéu 18i bao mat tir cac phién ban

trudc day va phan mém nay rat cong kénh, cho du nhitng nam gan day, nhom
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Sendmail khong ngimg diéu chinh va cai tién phan mém nay dé giam thiéu
nhirng yéu diém. Khi viét Qmail, ngoai uu tién cho van dé bao mat, Dan
Bernstein ch trong rat nhiéu dén kha ning hoat dong va tinh d& dung cua né.
Qmail mang tinh truyén théng cta cac hoat trinh Unix: mdi tiéu Gmg trinh ¢
kha ning dam duong tron ven mot chtrc ning chuyén biét va cac tiéu tng
trinh ndy c6 thé chuyén (pipe) sang cac tiéu Gmg trinh khac dé dap tng cac
quy trinh phtc tap. Boi thé, Qmail bao gdm nhiéu goi da bién dich(binaries)
tao thanh mot day chuyén hoat dong. Pay 1a mot dién hinh nang tinh bado mat
va tinh hiéu ning trong co ché diéu hanh ctia mot MTA.

3. QmailToaster
Trang chu: http://Qmailtoaster.com/

QmailToaster dugc xdy dung nhu 13 mot bo hoan chinh bao gém cac
61 phan mém di duoc bién dich sin. T4t ca cac goi nay dugc phan phdi dudi
dang cac gbi RPM vi vay viéc lwa chon cac goi phu hop cho timg hé diéu
hanh va kién trac déu rat dé dang. Pé cai dat Qmail-Toaster, nguoi quan tri hé
théng chi can tai vé mot s6 doan script da duoc viét sin va chay cac doan
script ndy, qua trinh tai cac goi phan mém phu hop va cai dit s& dién ra tu
dong. Nguoi quan tri hé thong khong méat nhiéu thoi gian dé cau hinh ting
thanh phan riéng 18, do vy qué trinh cai dit Qmail-Toaster chi dién ra trong
khoang mot gio ddng hd ddi véi cac may chi co duong truyén vai toe do tét.
Khi qua trinh cai dat hoan thanh, ching ta s€ c6 mgt may chu mail Qmail
hoan chinh. Theo cac con sb théng k&, Qmail-Toaster hoat dong hi¢u qua véi
sO lwgng 16n nguoi sir dung trong hé thong.

4. Simscan
Trang chu: http://sourceforge.net/projects/Simscan/

Simscan 1a mot tmg dung hd tro dich vu Qmail smtpd trong viéc quét

virus, loc thu rdc va loai bo nhiing email cé chira nhiing tép tin dinh kém doc
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hai trong qua trinh giao tiép qua giao thitc SMTP. Simscan 1a phan mém ma
ngudn ma, nho gon, hiéu qua duoc viét bang ngon ngit C.

Céc chirc ning nodi bat cua Simscan

* Hoat dong nhu 1a mot chuong trinh doc 1ap chay dudi quyén mot
nguoi dung thudc nhom khac véi Qmail, co ché ndy gitp han ché nhitng méi
nguy vé bao mat. Trong trudng hop ¢ su ¢d xay ra v6i Simscan, Qmail van
hoat dong binh thuong.

* HO tro quét virus thong qua chuong trinh ClamAV. Ty dong loai bo
cac email co chira virus.

* Hd trg SpamAssassin cac phién ban 3.0 va dong phién ban 2.6.

* Ho trg DSpam

* HJ tro loc thu rac st dung chuong trinh SpamAssassin. C6 thé céu
hinh dé loai bo cac email ma cd X-Spam-Flag duoc bat 1én.

* Ho tro ngudng loai bé email (hit level rejection). Cac email sé& bi loai
b6 néu nhu chi s spam vuot ngudng cho phép ciia SpamAssassin. Cac email
khi dugc loc qua Simscan s& dugc thay d6i phan tiéu dé twong tng. Cu thé 1a
Simscan s€ goi td1 SpamAssassin, SpamAssassin s€ ghi thém cac thong tin
vao phan tiéu dé cua email di qua nd. Mot trudng hop cu thé 1a Simscan s& ra
1énh viét lai phan tiéu dé cua email néu nhu nd phat hién day 1a thu rac. Viéc
ndy s& hd tro cho qua trinh phan loai thu & phia ngudi st dung.

* Hb tro viée loai bo cac tép tin dinh kém c6 nguy co chira virus, mi
doc dua trén phén mo rong cua tap tin dinh kem do.

* Cho phép cai dit co ché quét virus, loc thu rac trén timg ngudi ding
hodc domain hoac hé théng cu thé.

* Ghi lai log trong truong hop phat hién email c6 chira virus hoac thu

rac
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5. SpamAssassin
Trang chu: http://spamassassin.apache.org/

Phién ban mdi nhat: SpamAssassin 3.2.5

SpamAssasin 1a mot bd loc mail sir dung nhiéu co ché khac nhau dé
phat hién thu rac bao gém: phan tich vin ban(text analysis), phuong phap loc
Bayesian(Bayesian filtering), loc theo DNS (DNS blocklists) hodc dua trén
cac co so dir liéu loc cOng tac(collaborative filtering databases)

SpamAssassin 12 mot du an cua td chuc the Apache Software Foundation
(ASF).

Mot diém rat quan trong 1a SpamAssassin khong phai 1a chuong trinh
cho phép x6a thu rac hoidc din duong cho thur rac hodc email binh thudng téi
nhitng thu muc khac nhau hoic giri phan hoi tir chdi thu rac toi d6i tuong gui.
Nhiing chitc ning trén dugc goi 1a dan duong mail (mail routing) con
SpamAssassin ¢ day khong dong vai tro 14 bd dinh tuyén mail (mail router).
SpamAssassin chi dong vai tro 1a mét bo loc hay phan loai cac email ma thoi.
N6 s& thuc hién phan tich timg thong diép, véi mdi thong diép s& duoc gan
mot chi sd thu rac twong tng (score). Mot chuong trinh khac s& 1am nhiém vu
nhan dau ra 1a chi sb thu rac tir SpamAssassin va tién hanh viéc dan duong
cho cac email nay. C6 nhiéu chuwong trinh d& dang thyc hién chirc ning nay
sau khi da nhan duogc chi s thu rac duge tinh toan bai SpamAssassin.

Khi d3 dugc nhan dién, email s& dugc danh diu 1a thu rac, tir d6 mail user-
agent & phia ngudi st dung cudi s& co cach hanh xtr phit hop nhu chuyén vao
thy muc SPAM, danh diu tiéu dé dé canh bao voi nguoi st dung d6 1a thu
rac. Xac sudt phat hién thu rac ciia SpamAssassin giao dong tir 95% tdi 100%
tuy vao loai email ma hé théng xur ly, mac do hiéu qua cua bo loc ma nguoi
quan tri st dung. Nhing con sb théng ké cho thdy SpamAssassin dé lot 1.5%
thu rac va phat hién nhim 0.06% s6 luong email vo hai nhung bi danh dau 1a

thu rac
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SpamAssassin cling bao gdm nhitng plugin hd trg viéc bao cdo, thong
ké thu rac ty dong theo lich trinh hodc thao tac bé“mg tay t&1 cac co so dit licu
luat loc cong tac (collaborative filtering databases) nhu Pyzor, DCC, va
Vipul's Razor. Chuong trinh SpamAssassin cung cap mot cong cu loc thu rac
c6 thé chay tir dong 1énh co tén 1a spamassassin. Bén canh d6 mo-dun
Mail::SpamAssassin s€ cho phép SpamAssassin dugc st dung nhu la mdt
may cha SMTP hoic POP/IMAP proxy hodc mg dung trong nhiéu truong
hop khac nhau cho muc dinh chng thu rac.

6. ClamAV
Trang chu: http://www.clamav.net/

Phién ban mdi nhat: ClamAYV 0.95.2

Clam Antivirus 1 mot phan mém diét virus ma ngudon mo (GPL) danh
cho hé diéu hanh Unix. ClamAV duoc thiét ké dic biét danh cho viéc quét
virus trong email tai cac mail gateway. N6 cung cap nhiéu tién ich bao gém
tinh linh dong, kha ning chay dudi dang cic tién trinh da nhiém (scalable
multi-threaded daemon), cung cip cong cu quét virus tir dong 1énh, hd trg co
ché cap nhat tuy dong thudong xuyén.

Céc tinh nang ndi troi ciia ClamAV:

* La phan mém m3 ngudén mé duoc phat hanh tuan theo gidy phép
GNU General Public License, Phién ban 2

* Quét virus toc do cao

* HO trg quét virus khi truy cap vao file hodc thu muc (chtc ning nay
chi c6 trén cac hé diéu hanh Linux va FreeBSD )

* C6 kha nang phat hién hon 618440 virus, worm va trojan, bao g6m ca
virus Microsoft Office macro, mi doc va cac mdi nguy tiém an khac.

* C0 kha ndng quét cac tép tin da bi nén, cac dinh dang nén hd tro bao
gom:

o Zip (including SFX)
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0 RAR (including SFX)

o ARJ (including SFX)

o Tar

o Gzip

o Bzip2

o MS OLE2

o MS Cabinet Files (including SFX)

o MS CHM (Compiled HTML)

o MS SZDD compression format

o BinHex

o SIS (SymbianOS packages)

o Autolt

* HO tro hau hét cac dinh dang email

* Hb tro cac dinh dang tép tin dic biét khac bao gom:

o HTML

o RTF

o PDF

o Cac tép tin dugc ma hda boi CryptFF va ScrEnc

o uuencode

o TNEF (winmail.dat)

* Co cong cu cap nhat co s& dit liéu tién tién cho phép ngudi quan tri
6 thé ciu hinh hé théng tuw dong cap nhat co s¢ dir liéu virus nhiéu lan trong
ngay.
3.2.6. Thir nghiém h¢ thong loc thw dién tir

Trong qué trinh nghién ctu, da xay dung, trién khai h¢ thong Mail

Gateway va tién hanh thir nghiém theo mé hinh (hinh 3.28). Céc truong hop
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thir nghiém thu rac duoc thé hién qua cac vi du loc & phan trén. Dudi day 1a

théng ké mot sb két qua budc dau hoat dong cua h¢ théng loc thu dién tu:

Tong cong cac email dwoc giri téi | 2538

Mail Gateway

S6 lwong thu rac 2152
S6 lwong thw rac bi phat hién 2035
Ti 1€ thu rac bi phat hién 94.6%
S6 lwong thu rac bi bé sot 117

S6 lwong thw rac bi nhan dién | 78

nham

Ti 1¢ thw rac bi nhan dién nham | 3.85%

Duéi day 1 cac mot s6 két qua cu thé da tién hanh thir nghiém trén hé

thdng loc thu dién tir Mail Gateway:

3.2.6.1. Chan email tir cac may chu dinh trudec

1. Mo ta
Trong truong hop khi phat hién thong tin cua chinh xac céc server co

kha ning duoc st dung 1am noi dé phat tan thu rac, ngudi quan 1y hé thong s&
dua vao thong tin cua cac server doé(dai IP, dudi dia chi email, domain
server...) nham ngan chan thu réac.

Loc sir dung thong tin twong Gng véi server s& chin tit ca nhitng email
xudt phat tir server d6 hodc c6 lién quan.

Céc thong tin nay thudng thé hién ¢ trong muc header cia thu.

2. Cac truong hop
Truong hop 01 - Chan email tir domain dinh trudc

a. Input — Output du kién
iKiém tra header néu xuit phat tir domain google.com, chi sb

spam s& 1a 5.1. Thong so trong file .cf s& c6 dang:
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Header DOMAIN HEADER FILTER Received =~
/google\.com/i
Score DOMAIN_HEADER FILTER 5.2

ii.Khi chi sb vuot ngudng(5), email s& bi danh dau 1a spam

b. Gui mot email tir dia chi ****@gmail.com (twong ung vodi server

c6 domain google.com)

DOMAIN HEADER FILTER: (trich header sau khi da loc)

H-Spam-Flag: YES

X-Spam-Checker-Version: SpamAssasszin 3.2.4 (2008-01-01) on gmt.localhost.local
X-Spam-Level: #*#%#=%

X-Spam-Statms: Yes, score=3.3 reguired=3.0 cests=LK_SIGNED,

DOMAIN HERDER FILTER,HTIML MESSAGE,RDNS NONE autolearn=no version=3.2.4
X-Spam-Report:

R _FILTER Domain forbidden
in Kes message has a signature
included in message

* 5.2 DOMZ

Received: by pzk® with SMIP ;é Ssol23lléegpzk.22
c. Chi s6 nhan duogc 13 5.3, do d6 email s& duge danh dau Spam.
d.  Ddi chiéu, trung véi output du kién.
€. Thtr vé1 mot email tir server khac véi google.com, bd loc bd qua
khong danh dau spam.

Truong hop 02 - Chin email dén tir mot server co ip/dai ip dinh trudc

a. Input — Output du kién

i.Kiém tra header néu xuat phat tir IP 209.85.* *, chi s6 spam sé& 1a

5.2. Thong sO file .cf co dang:
header IP_FILTER Received =~ /209\.85/
describe IP_FILTER IP forbidden

score IP_FILTER 5.3
ii.Khi chi s6 vuot ngudng(5), email s& bi danh ddu spam
b. Gui mét email tir server IP tuong tng 1a 209.85.222.178 (trong trudng
hop nay la ip twong ung email tor F***@omail.com)

IP_FILTER: (trich header sau khi da loc)
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¥-Spam-Flag: YES

X-S%pam-Checker-Version: Spamfissassin 3.2.4 (2008-01-01) on gmt.localhost.l

H-Spam-Level: **#%=%
¥-Spam-Statns: Yes, score=5.4 required=5.0 tests=DE_SIGNED,HTML MESSAGE,

IF_FILTIER,RDNS_NCNE autolearn=no version=3.2.4
¥-Spam-Report:

*# 5.3 IF_FILTER IF forkidden

* 0.0 DE D Domain Keys: message has a signature

SAGE BODY: HTML included in message

Delivered to trusted network by a h
Received: £ known (HELO mail-px0-f190.google.com)

by gmt.localhost.local with SMTP; 7 Sep 20095 03:04:4
Received-SPF: pass (gmt.localhost.local: 5PF record at

Received: by pxiZ8 with SMTP id 28s302215779%pxi.2

c. Chi s6 nhan duge vuot ngudng 5, danh dau spam.

d. Péi chiéu, tring vai output du kién.

e. Thr véi email gui tir server ¢d dia chi IP nam trong dai khac, bo

loc bo qua khong danh déu spam.

Truong hop 03 - Chan cac email c6 dudi dia chi thudc dién spam

a. Input — Output du kién

\

iKiém tra header trong truong From néu 1a tu

****@hotmail.com, chi s6 spam s& 1a 5.2. Thong sé file .cf ¢o

dang:

header FROM_ADDR FILTER From
describe FROM ADDR FILTER From
score FROM_ADDR FILTER 5.2

=~ /hotmail\.com/

address forbidden

ii.Khi chi sb vuot ngudng cho phép(5), email s& bi danh déu spam

b. Gui mot email tur dia chi

FROM ADDR FILTER (trich tir header sau khi da loc)
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¥-Spam-Flag: YE3

X-Spam-Checker-Version: SpamAssassin 3.2.4 (2008-01-01) on gmt.localhost.local

X-Spam-Level: ====~
X-Spam-3tatms: Yes, score=3.3 required=3.0 tests=FRCM_ADDR_FITER, HIML MESSAGE,
RDNS NONE autolearn=no version=3.2.4

¥-Spam-Report:

* 5.2 FROM ADDR FITER From address forbidden

0.0 E BODY: HTML included in message

* 0,1 RD Delivered to trusted network by a host with no rDNS
Received: from com) (65.55.90.48

by gmt.localhost.local 1 SMTP; 5 Sep 200 57:05 -0000
Received-SPF: pass |
Received: from SNTI10

Fri, 4 3ep 2
Message-ID: <
Return-Path:
Content-Type: multipart/alternative;

boundary="_d0b5ec3%-elfb-4b%a-bfcd-cbfdbelcgdlf "
X-Originating-IP: [58.187.351.190]

From: Theo Ghost <ho h

Chi s6 nhan duge vuot ngudng 5, email bi danh dau spam.
d. Kiém tra, tring v&i output du kién.
e. Thtr voi email ¢6 dia chi c6 dudi khac @hotmail.com, b loc bd

qua khong danh déu spam.

3.2.6.2. Chan cac email lra diao

1. M6 ta
Email lira ddo truc tuyén va an cap danh tinh d3 va dang rat pho bién.

C6 rat nhidu phwong cach, nhung hinh thirc tap trung chi yéu vao mot sb kiéu
lira dao nhu so hitu thira ké, trang x6 s6 hay an cip danh tinh.

Trong trudng hop sé hitu thira ké hay tring x6 s, ké tin cong thuong
giri email voi ndi dung ngudi nhan di trang x6 sd hodc kéu goi hop tac dé
chia chéc tai san thira ké. Nhimng kiéu Ira dao nay twu chung s& yéu cau ngudi
nhan email giri mot khoan tién nho nao déy dat coc, sau do6 co thé rut ra duoc
s tién 16n hon(thudng kha 16n).

Trong trudng hop an cip danh tinh, ngudi ding nhan duoc mot email
gia mao tir cic trang mua ban hay thanh toan truc tuyén ndi tiéng nhu
amazon, ebay, paypal,... yéu cau ding nhap vao trang web qua duong link

trong email. Thuc té trang web ma duong link trong email din toi 1a mot
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trang web gia mao duoc 1ap ra nham danh cip thong tin tai khoan ciia ngudi
dung.

Cac email dang Itra ddo s€ duoc bo loc kiém tra nodi dung thu, st dung
dinh nghia cac tir khoa nhét dinh twong tng véi timg loai.

2. Céc truong hop — Tiéng Anh ‘ o
Truong hop 01 - Chan email thudc dién Itra ddo bang chiéu thirc tring x6 so6

a. Input — Output du kién
i.Cac tir khoa nhay cam tuong duong véi lira dao trang x6 s bao

29 ¢¢ 29 ¢¢

gom “lucky number”, “deposit”, “pay out”, “prize”, ... s& c¢6 chi
s6 spam tuong tng 13 1.66.

ii. Thong s6 file .cf c6 dang
body EN BODY 505 /lucky number/
describe EN BODY 505 scam
score EN BODY 505 1.66

iii.Khi email c6 tir 3 tir khoa nhay cam, chi s spam thap nhét s& >5,
vuot ngudng cho phép, email s& bi danh dau spam.

b. Gui mot email c6 ndi dung chira 3 trong so6 cac tir khoa nhay cam
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Danh sach cac thong digp Xoa
Cha dé:
Ngwoi goi:
Negay:

*EESDAN*** Test lottery scam
"Bao-Linh Dang" <donbloom@ gmail com=
Thu, Thang Chin 10, 2009 10:12 am

Ké trude | Ké sau

Gai toi:  huy@pielab mine mu
Binh thwrong

Hem ki dan @2 Xembanin  Tai vé cdi ndv nhiw mat tép

Quyeéen wu tién:

Cic hra chon:

inform of

EFCRDO

16TH

"We are pleased to
of the*EL
held on

Winners

PROGRAMS*

zerial

ticket with

cks

ur Ccompany,

attached to
mber ]

the
the

2113-05 drew

3rd

of U581,
is from total
teries.homf>

ners in this

le REF HNO.

of

crimes—-of-persuasi

shared among the seventeen

Trich header sau khi qua bd loc:

X-Spam-Flag: YES

X-Spam-Checker-Version: Spamfissassin 3.2.4 (2008-01-01) on
H-Spam-Level: *#&xkraaan

X-Spam-Statms: Yes, score=I1l. 0 tests=LDVANCE

o n

H-Spam-Report:
* 0.0 DK _ ED Domain Keys: message has a signature
o EN_BODY_3510 BODY: scam
o BODY: scam
* 1.7 BODY: scam
¥ 1.2 BODY: Mentions millions of % ($NN, NNN, NNN.NN)
* 3.2 BODY: Message is 10% to 20% HIML obfuscation
* 0 included in message
= 2

Received:

by gmt.localhost.
Received-SPF: pass (gmt.
Received: by pzklé

pilelab.min

-0700 (PDT)

c. Chi s nhan dugc 1a 11.5, trong do6 co6 3 tir khod nhay cam tuong
g kiéu ltra dao tring x6 s6 (EN_BODY). Do vuogt ngudng 1a 5, email
bi danh dau spam.

d. Péi chiéu trung véi output dy kién.
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Triong hop 02 - Chian email lira dao bang chiéu thire tai san thira ké

a. Thiét 1ap Input — Output du kién:
1.Cac tu khoa nhay cam tuong ung Itra ddo thong qua tai san thura
ké bao gém “dead”, “financial firm”, “deal”, “sincerity”,
“transaction”,... s& co chi sd spam tuong duong 1.6.
11.Thong sO file .cf co dang:
body EN BODY 514 /finance firm/
describe EN BODY 514 inheritance scam
score EN BODY 514 1.66
111.Khi email ¢6 ndi dung chira tir 3 tir kho4d nhay cam hoac nhiéu
hon, chi s6 spam s& vuot ngudng(5), email bi danh dau spam.
b. Gui email c6 ndi dung chira it nhat 3 trong sb cac tir khoa nhay cam

Danh sach cac théns disp | Xaa K& trrde | K2 san

Cha dé: ***SPAM*** Test iher
Ngwwi goi: "Bao-Linh Dang" <donbloom/#@ gmail com>
Neav: Thu, Thang Chin 10, 2009 2:18 pm
G&i tei: huyEpielab.mine.m
Quyén wa tién: Binh thromg
Ciac lwa chon: Xem b du dé | Kembanin | Taivé cii nav nhw mét tép

"4s a result of polygamous family, *there has been a dead luck over the
iszue of divi=ion* of my father's property between members of my family and
community as a whole. In conjunction with this, the thrown which is only
left to me as the eldest man in the family is been battled by the member of
the twenty one hamlet that made up of Ashanti kingdom.

This *ugly situation made me to secretly move the gold dust® having the
above mentioned gualitie=s into a *security and finance firm* with the
assistance of my uncle whom Serves as a sSecretary to Ashanti council of
elders.

If you are interested to buy it just contact me or just look for a buyer for
me .

I have promise to run the deal with you, base in the degree"”

Test iheritance scam

Trich header sau khi qua bd loc:
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X-Spam-Flag: YES

X-Spam-Checker-Version: Spamhssassin 3.2.4 (2008-01-01) on gmt.localhost.local

H-Spam-Level: s=rss=s=

H-Spam-Status: Yes, score=Z.3 required=5:.0 tests=D¥_SIGNED,EN EBCDY 512,
EN_BODY_514,EN BODY 515,HTML MESSAGE, HTML OBFUSCATE_10_ 20,RDN5 NONE
autolearn=no wversion=3.

X-Spam-Report:
* 0.0 DE _SIGHNED Domain Keys: message has a signature

* 1.7 EN_BODY 512 BODY: inheritance scam

* 1.7 EN_BODY_ 514 BOCDY: eritance scam

* 1.7 EN_BODY 515 BODY: eritance scam

H?ﬂl_CEFJ ATE 10 20 BODY: Message is 10% to 20% HTML obfuscation
HTMI. MES5AGE BODY: HTML included in message

oo
[ ¥

* 0.1 RDHSZHCHL Delivered to trusted network by a host with no rDNS
Received: from known (HELO mail-px0-f197.google.com) (209 16.197)

by gmt.localhost.local with SMTPE; 10 Sep 200% 07:19%:09
Received-SPF: pass (gmt.localhost.local: SPF record at _spf.google.com designates 208
Received: by pxi3b with SMTIP id 35s801614178pxi.l10

for <huv@pielasb.mine.nu>; Thu, 10 Sep 2009 00:18:46 -0700 (PDT)

c. Chi s6 spam nhan duoc 1a 8.5, trong d6 ¢6 3 tur khoa tuong Gng
v6i kiéu Ira d4o qua thira ké tai san (EN_BODY). Do vuot ngudng 5,
email bi danh dau spam.

d. Déi chiéu, trung véi output dy kién.

Truong hop 03 - Chan céc email gia mao trang web thanh toan truc tuyén

thong dung — paypal
a. Thiét 1ap Input — Output dy kién:
i.Cac tir khoa nam trong cac email gia mao Paypal s& c6 chi sb
spam tuong ung tuy thudc vao murc dd lién quan.
i.File .cf s€ c6 dang:
body EN _PPP _01//
describe EN PPP 01 gia mao paypal
score EN PPP 01 1.2
iii.Khi email c6 chi s6 vuot ngudng(5), email s& bi danh diu spam
b. Gui email c6 ndi dung gia mao paypal
Trich header sau khi qua bd loc
Chi sb nhan dugc 13, vuot ngudng, email s€ bi danh dau spam

d.  Dbi chiéu, trung voi output du kién.
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3.2.6.3. Chan cac email quang cao
1. Mo ta

Thu quang céo 1a mot trong nhitng hinh thirc thu rac pho bién nhat hién
nay. Ngudi dung s& nhan dugc cac quang cdo ngau nhién khong mong mudn.
Quang cao thuong c6 ndi dung thu hit nguoi st dung nhu dugc, ching
khoan, kiém tién, cic trang web nguoi 16n...

C6 rat nhiéu phuong thire dé chin thu rac quang cdo, mot trong s d6 1a

duyét ndi dung email doi chiéu véi céac tir khoa tuong g dé loc.

2. Cac truwong hop — Tiéng Anh
Truong hop 01 - Ching cac email quang cdo vé thi trudng chimg khoan

a. Thiét 1ap Input — Output dy kién:
i.C4c tir khod lién quan dén quang céo thi trudng chimg khoan
nhu “Invest”, “short term target”, “smart money equities”. .. s€
c6 chi sé spam tuong tng, thudng ~1.66.

i.File .cf c¢6 dang:

body EN BODY 25 /smart m.ney equ.{3}es/is
describe = EN BODY_25 Smart Money Equities
score EN BODY 25 1.66

iii.Néu chi s0 spam cua email vuot ngudng 5, email s€ bi danh dau

spam.
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b. Guri email c6 ndi dung chira céc tir khoa lién quan téi chirng khoan
Danh sach cac théng digp  Xoa K& trrde | K2 sau

Chi dé: ***SPAM*** Test stock ads

Ngwei goi: "Bao-Linh Dang” <donbloom @ gmail com>
Negay: Thu, Thang Chin 10, 2009 3:59 pm
G&i téi:  huy@ pielab mine m
Quyén wu tién: Binh thwong
Cic lwa chon: Hemk? dhudé Xembanin | Taivé céindy nhe mét tip

short term target
lnvest

Smart HMoney Equities

Trich header sau khi qua bd loc:

X-Spam-Flag: YES
X-Spam-Checker-Version: Spamfissassin 3.2.4 (2008-01-01) on gmt.localhost.local
X-Spam-Lewvel: =#==%=

X-Spam-Statns: Yes, score=53.4 reqguired=5.0 tests=D¥ SIGNED,EN BODY 24,
EN BODY_ 25,HTML MESSAGE, RDNS_NOMNE, SHORT TERM PRICE autolearn=no version=3.2.4
X-Spam-Report:

* 0.0 DE SIGMED Domain Keys: message has a signature

# 1.7 EN_BODY 25 BODY: Smart Money Equities

A L] ORT_TERM PRICE BODY: SHORT TERM PRICE

* 1.7 1 BODY 24 BODY: Stock ads

* 0 GE BODY: HTHML included in message

* 0 Delivered to trusted network by a host with no rDNS
Received: from unk n (HELC mail-pz0-f183.google.com) (209.85.222.183)

by gmt.localhost.local with SMTP; 10 S5ep 2009 08:5%:43 -0000

Recelved-SPF: pass (gmt.localhost.local: 3FF record at _spf.google.com designates 208
Received: by pzkl3 with SMTP id 13=0513175pzk.5

or <huy@pielab.mine.nu>; Thu, 10 Sep 2009 01:5

3]

127 -0700 (PDT)

c. Chi s6 nhan dugc 13 5.4, vuot ngudng nén email bi danh dau
spam. Chu ¥ cac tir khoa lién quan t6i ching khoan déu bi danh dau.

d.  Dbi chiéu, tring véi output du kién.

3. Cac truong hop — tiéng Viét
Truong hop 01 - Chin cac email lra dao gi6i thiéu kiém tién qua mang

a. Thiét 1ap Input — Output du kién:
1.Céc tir khoa c6 lién quan dén gidi thiéu kiém ti€én qua mang nhu
“tai khoan”, “chuyén tién”, “ki€ém ti€n”, “thanh cong”,
9% ¢

“sponsor”, “earning”,... s€ cd chi sO spam tuong ing tuy vao

muc d6 lién quan
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ii. Thong s6 file .cf s& co dang
body VI BODY LD 02 /kiém tién/
describe VI BODY LD 02 noi dung lua dao
score VI BODY LD 02 1.66
iii.Néu chi s6 spam vuot ngudng(5), email s& bi danh dau spam.

b. Gui mdt email c6 chta ndéi dung gidi thi€u ki€m tién qua mang
Danh séch cac thong diép  Xoa K& trede K& zau

Chi dé: ***SPAM*** Test egold
Ngwéi géi: "Bao-Linh Dang” <donbloom#gmail com=
Ngayv: Sat, Thang Chin 12, 2009 10:03 am
G&i tol: huy@pielab mine o
Quyén wu tién: Binh thiedng
Cic lea chon: Xem i dhudé Hembanin | Taivé cdingy nhwmdt tip

keim tien co that wvoi 500 cents

Chéo ban !

déy tdi xin gidi thiédu v&i cdc ban céc trang web nudc ngodi. Pdu tién

hetp: /S wwWww . 500cents-500dollars. org/pages/index . php?refid=sacthumang

Ban chép link ndv wio thanh address va Enter.

Ban wv&o muc Sign Up, ::ép vao dd va nhép dia chi email cta ban vao & t:é:g &
dudi rdi bim tinue. Sau 46 mdét phit, ban méd hdép the Inkbox trong Yahoo r
réi bém vao 1 ding ki (URL) m& ho d3 gii cho ban. VA& ban sé théy duoc
p:é: déng ki ciéa ho nhw =au

Uszername: Tay ban chon
Email: Bia chi email cb
Send email=s to: Ban c
dd e-mail ban kndi ph
First name: TE
La=t name: Ho
Address:
City:
State: Ban
Zip Code:

cén d;é:]
Inbox (tdt nhét chi chon Inbox

ban (cd 53:, khé
1 Email Address b
n phac) .
n thét cda ban, vi dg : Nam
va tén dé&m, vi du : Tran MNgoc Phuong

(vd : ME
Country:
Referred: & & vén

Payment method: CAch thanh todn. TaGy ban chon ! e-gold (chon cédi nay ad ad
ch:yé: tién wé VN, con ban chon cdi khéc thi tu tim h;é:, tdi chi dang
e—-gold), MonevBookers, StormPay va dién sd tai khodn e—gold vao bén dudi
(:é: chwa & &Y dién vao =au) .

Select categories of interests to vou: Ban nén danh déu hét vio nhing &
t:é:g nay ¥i ban danh déu cang nhiéu, ban =€ nhdn dugc cang nhiéu email.

Trich header sau khi da qua bo loc:
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X-Spam-Flag: YES

X-Spam-Checker-Version: Spamissassin 3.2.4 (2008-01-01) on gmt.localhost.local

X-Spam-Level: #==#=

X-Spam-5tatns: Yes, score=5.6 reguired=5.0 tests=DX 5IGNED,FE WORDI
HIML MESSAGE,RDN3 NONE,VI BODY LD 02,VI BODY LD 03,VI BODY LD 04
autolearn=no version=3.2.4

X-Spam-Report:

0.0 DR SIGNED Domain Xeys: message has a signature

/N_BODY 503 BODY: Body containg "xxx"

) FB WORD1 END DOLLAR BODY: Looks like a word ending with 2 §

/I BODY LD 03 BCDY: nol dung lua dao

B00Y LD 02 BODY: nol dung lua dao

BODY LD 04 BODY dung lua dao

] BODY: HTML included in message
* 0.1 RDN3 NONE Delivered to trusted network by a host with no rDNS

Received: from u in (HELO mail-px0-£199.google.com) (209.85.216.199)
by gmt.localhost.local

Received-SPF:

Received: by

5.216.199 as permitted =

11 Sep 2009 20:03:54 -0700 (PDT)

c. Chi sb spam nhan duogc 1a 5.6, vugt ngudng 5, email bi danh dau
spam.

d. Kiém tra ddi chiéu, trung véi output dy kién.

Truong hop 02 - Chan email quang céo trang web nguoi 16n

a. Thiét 1ap Input — Output du kién:
i.Céc tir khoa nhay cam lién quan dén trang web ngudi 16n nhu

29«6 7

“phim sex”, “phim nguoi 16n”, “direct link™, ... s€ co chi s

(@)

spam 1a 1.66 hoac 1.4 tuy vao do lién quan.
i.File .cf s€ c6 dang:
body EN_BODY 522 /link tryc tiép/
describe EN BODY 522 quang cao trang web nguoi lon
score EN BODY 5221.2
iii.Khi email c6 chi s6 vuot ngudng(5), email sé& bi danh dau spam.
b. Gui email c6 ndi dung quang céo trang web ngudi 16n chira mot sd tir

khod nhay cam
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Danh sach cac théngs diép | Xaa K& trrdc | K& sau
Chai dé: ***SPANM*** Test adult
Negwdi goi: "Bao-Linh Dang" <donbloom @ gmail com=
Negav: Thu, Thang Chin 10, 2009 3:39 pm
Gai tai: huy @ pielab mine mu
Quyén wu tién: Binh thrdmg
Cac lwa chon: Xemls daude | Xembanin Iaive cainay nhwmét tép

phim ngudi 1én
truyén ngudi 14mn

phim sex

link truc t;ép

Trich header sau khi qua bd loc

X-Spam-Flag: YES
X-Spam-Checker-Version: Spamfissassin 3.2.4 (2008-01-01) on gmt.localhost.local
X-Spam-Level: =&=s==

X-Spam-Statns: ¥Yes, sScore=6.3 reguired=5.0 tests=DE_SIGNED,EN BODY 513,
EN_BODY 520,EN BODY 521,EN BODY 522,HTML MESSAGE,RDNS NCNE autolearn=no
version 4

X-Spam-Report:

* 0.0 DE_SIGNED Domain Kewys: message has a signature

= 1.2 EN_BODY 522 BODY: guang caod Ttrang wek nguol lon
* 1.7 EN BODY 513 BODY: guangy cao trang web nguoi lon
* 1.7 EN BODY 520 BODY: guang cao trang web nguoi lon
% 1.7 EN BODY 521 BODY: guang cao trang web nguoi lon

= 0.0 HTML MESSAGE BODY: HTML included in message
0.1 RDMNS_NCNE Deliwvered to trusted network by a host with no rDNS

Received: from unknown (HELO mail-pz0-fl83.google.com) (209.85.222.183)
by gmt.localhost.local with SMTP; 10 Sep 2009 08:40:15 —-0000

Received-SPF: pass (gmt.localhost.local: SFF record at _spf.google.com designate:

for <huv@pielab.mine.ou>»; Thu, 10 Sep 2009 01:35:55 -0700 (PDT)

c. Chi s nhan duge 13 6.3, vuot ngudng cho phép, email bi danh
dau spam.

d.  Dbi chiéu, tring véi output du kién.

3.2.6.4. Chin cac email c6 ndi dung xiu

1. Mo ta
Mot dang thu rac phé bién nira & Viét Nam 1a cac loai thu ¢6 ndi dung

di nguoc lai chinh sach chu trrong nha nudc, vi pham céc quy dinh nha nude

vé van hoa, xa hoi.
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Céc thu rac nay s€ dugc b loc duyét qua ndi dung doi chiéu véi cac tu

khod c6 lién quan.

2. Cac truwong hop — tiéng Viét
Truong hop 01 - Chan cac email c6 ndi dung phan dong

a. Thiét 1ap Input — Output du kién:
i.Céac tir khoa nhay cam c6 lién quan dén ndi dung phan dong nhu
“dan chu”, “biéu tinh”, “da dang”, “cong san,... s€ cd chi sb
spam tuy vao mirc d6 lién quan.

ii.File .cf s€ c6 dang

body VI BODY PD 01 /dan chu/
describe VI BODY_PD 01 noi dung phan dong
score VI BODY PD 011.2

iii.Khi email c6 chi s6 spam vuot ngudng (5), email s& bj danh déu

spam.
b. Gui email ¢6 chtra ndi dung phan dong(chtra cac tir khoa nhay cam)
I I - - - “. m K_étl'[[ﬂ-c .E'.

Chii dé: ***SPAM*** Testpd
Ngwii gdi: ‘Bao-Linh Dang” <donbloom & gmail com=
Negay: Sat, Thang Chin 12, 2009 9:24 am
Gl tdi: oy & pielab mine o
Quyén wu tién: Binh theémg
Cic lea chon: iy g
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Trich header sau khi qua bd loc

X-Spam-Flag: YES
X-Spam-Checker-Version: Spamfssassin 3.2.4 (2008-01-01) on gmt.localhost.local
X-Spam-Level: ##®%%
X-Spam-Status: 3

- ), HTML_FONT__
_PD_01,VI_BODY_PD_03,VI_BODY PD 05

X-Spam-Report:

BODY_FD_
30DY_FD_

[RCR. N T I B W

Received: fr
by gmt.localh
Received-SPF: ¢

i at _spf.google.com designates 209.85.222.138 as

Received: y
for <hu 13 -0700 (PDT)
c. Chi s6 nhan dugc 1a 5.2, vuot ngudng cho phép, email bi danh

dau spam.

d. Dbi chiéu, tring vai output du kién.

3.2.6.5. Chan email cé chira virus
1. Mo ta

Ngoai cac loai thu rac quang céo, lra ddo,... c6 mot sd khong nho
email c6 chta virus v6i muc dich tin cong hay chiém quyén diéu khién may
nguoi ding, n cap thong tin, ...

Hé thdng loc c6 thé quét email dé phat hién virus dinh kém.

2. Truwong hop
Truong hop 01 — chan email chira virus Worm.Kido-95

a. Thiét lap Input — Output dy kién:
1.Khi nhén dugc email c¢6 chra virus, 1ap tirc hé théng co1 do la
spam nguy hiém va tra email lai noi giri.
b. Gtri email c6 chura virus:

Hé thdng phat hién ra c6 virus

1002 ,9244/mag. 12

,21002,9244/BRPHOW, DLL. 21
e Worth, Eido-95 FOIND
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Email giri tra noi xuat phat:

Subject: Mail delvery faled: returning message to sender
From: "Mal Delwery System” <Maer-Daemon@nhanhoald 1 nhanhoa com>
Date: Fn, September 11, 2009 1106 pm
To: test@mtelpoclvm
Prionty: MNormal
Options: View Full Header | View Printable Version | Dowriload this as a file

Thiz wessage was created automatically by mail delivery software.

L message that you sent could not be delivered to one or more of its
recipients. This iz & perwanent error. The following addressies) failed:

huylipielab.mine. nu
SNTP error from rewote mail server after end of data:
host pielab.mine.nu [56.187.51.190]: 554 Vour ewail was rejected because it
contains the Worm. Kido-95 virus

—————— This iz a copy of the message, including all the headers. ------
—————— The hody of the message is 217017 characters long; only the first
—————— 106498 or 20 are included here,

Return-path; <testfintelinool,wis
a. Email duoc coi la spam bi tra lai.

b. D6i chiéu, trung v6i output du kién

3.2.6.6. Cac truong hop hé thong chwa ngin chin dwoc

1. Mo ta
Hé théng loc thu rac hién tai chua loc dugc cac email c6 ndi dung chira

hinh danh hodc cac email chira n¢1 dung quang cdo nhung cac tir khoa nhay

cam duoc bién doi khéo léo.

2. Cac trwong hop
Truong hop 01 — bién doi tir khoa

a. Thiét 1ap Input — Output du kién:
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1. Gui email c6 ndi dung quang cdo nhung voi cac tir khoa
bién doi
11. B6 loc khong phat hién duoc.

b. Gui email c6 ndi dung quang cdo nhung co tir khoa bién doi

From: Pankratios Minor <pankenidrinoght@Ehotmail. coms

Subject: evening YVIIAGGRAYT.55_CIAmLLIZ$2.25 matchmaking
To: khanga1 1@ yahoo.

G khangs 180y ahoo. Ogm, khangS55E0y ahoo. com, khangSEEy ahoo.com, khangE24Ey ahoo. com
Date: Thursday, Novembery, 2007, 3:558 PM

Hello

c. Hé théng khong phat hién duoc spam.

d.  Ddi chiéu, trung output du kién.

Truong hop 02 — thu ndi dung nam trong anh

a. Thiét 1ap Input — Output du kién:
1. Gui email quang cdo su dung anh
11. B0 loc khong phat hién duoc do khong loc dugce ndi dung
anh

b. Gui email quang cdo sur dung anh chira ndi dung:
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frarn  BQ Shoes <bgshoes@omail. com: hide details May 20 | Reply
reply-to - BQ Shoes <bgshoes@gmail.comz
to g khangwti@grmail. com
date  Wed, May 20, 2009 at 5:05 PM
subject  Tutin hon voi giay nam cao got BQ

Chao Cuy Anh/Chi

T ®
Ju lin hon vdi gty cac (;/(5/ BQ

Théng thuong, déi giay cao chi la viéc ndng cao got

Vi cong nghé mdi cua BQ, dbi giay cao dugc thiét ké
dac biét ma khong xay ra hién tugng: Gay ngang phom,
di fai kho khan va xudng cap mét cach nhanh chéng.

Han hanh giéi thiéu san pham méi véi sy thudn tién,
thoai mai nhat khi sif dung giay cao g6t BQ

c. Email duogc bg loc bd qua.

d.  Ddi chiéu, trung output du kién.

3.3. Phan mém loc web trén mdy ca nhan (SP.03)
3.3.1. Yéu cau

3.3.1.1. Yéu cau dir liéu
Dir liéu xr Iy cua phan mém la cac dir li¢u Internet cia nguoi su dung,

bao gom:
- URL/domain/IP website ma nguoi dung truy cap.
- Noi dung Internet dang van ban (text).
- Noi dung Internet dang hinh anh.
- Cac luat loc chan, g?)m co:
» (Céc URL/domain/IP khong dugc phép truy cap.
= (Cac tir khoa loc chan.
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3.3.1.2. Yéu cau chitc ning

Phan mém lgc ndi dung tai may cd nhan phai ddm bao cac chuc nang

sau day:

Déi véi module Client:

Khong cho phép truy cdp cac URL/domain/IP khong dugc phép
dua vao bo luat loc chan.

Khong cho phép truy cap cac website cd chira nhiing tir khoa
khong dugc phép dua vao bd luat loc chan.

Chan cac hinh anh sex trén mot website nao do.

Cap nhat tu dong bo luat loc chan.

- bBo6i voi module Server: quan ly (xem, thém, xo6a, sta) bo luat loc

chan, bao gom:

Cac URL/domain/IP khong dugc phép truy cap
Cac tir khoa loc chan.

Cho phép Client tu dong cap nhat bd luat loc chan.

3.3.1.3. Yéu cu phat trién
- Kich thudc phan mém nho gon.

- Khéng giy anh hudng 16n dén toan bo may tinh ca nhén.

C6 kha nang mo rong.

3.3.1.4. Yéu ciu chit luong
Pbi voi module Client:

Loc chan chinh x4c.

Tuong thich véi nhiéu phién ban hé diéu hanh.

Kha niing chiu 15i cao.

Khoéng anh hudng nhiéu dén hoat dong ctia toan bo may tinh.

Dé st dung.

P01 voi1 module Server:
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* Tinh 6n dinh va san sang cao.

= Dé sir dung.

3.3.2. Chién lwoc thiét ké

Thiét ké tong thé dya trén yéu cau chic ning phan mém.

Thiét ké chi tiét dua trén thiét ké tong thé va ddc ta phan mém.

Str dung cong cu thiét ké Rational Rose dé thiét ké UML cho céc
module Client va Server.

Pbi véi Module Server: chi can thiét ké cho chirc ning quan Iy URL,
chtrc nang quan ly DOMAIN va KEYWORD tuong tu.

Ddi v6i Module Client: chi can thiét ké chirc nang loc chan theo URL,
theo KEYWORD va loc hinh anh, chirc nang loc chdn theo DOMAIN
tuong tu loc chan theo URL.

3.3.3. M6 hinh Kién triic hé thong

Policy Saver
¥ Eol i 7ok 2
_ chiuwalein fic i

WebFilter

Modm ADEL ‘

= e

Hinh 3. 22. M6 hinh module Client
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Trong md hinh nay, ta goi WebFilter 1a module loc chdn tai cdc may
tinh ca nhan, module Server chay trén Policy Server. Moi may tinh truy cap
Internet déu dugc cai dat module WebFilter. Hinh trén 13 mé hinh mot diém
truy cdp Internet c6 sir dung WebFilter cho toan bo hé théng mang.

WebFilter st dung k¥ thudt Sniffer trong pham vi mot may tinh, nghe
toan bd ndi dung cic goi tin dén may tinh, téng hop cac gbi tin thanh cac
phién giao dich HTTP. Sau d6 s& phan tich ngit nghia trang web, kiém tra
xem d6 c6 phai 1a trang web ‘den’ khong, theo mot bo luat nhat dinh. Néu 1a
web den, WebFilter s& tac dong dén trinh tmg dung dang hién thi web den do.
Tac dong & day co thé 1a thay ddi noi dung cua s6 hodc két thuc trinh duyét,

dua ra thong bao cho nguoi dung...

2} Google - Microsoft Internet Explorer - ol x|
File Edt View Favorites Took Help

| ~iock - » - @B @ Qsearch @Favorites | Bveda B3|
Adcress [&] hitp:/fwww.google. x| @Go |LirfFavortes} @Snagit 1

Loogle |

Viét Nam

Web Hinh Anh  Nhém  Thu Muc

wi R vniedia - Trang chii - Microsoft : I B, VDC's Homepage - | licrosoft It
| Fle Edt view Favorites Tooks Hep Fle Edt View Favorfes Took Hep =
“eack v =+~ @ DA | Qsearch GiFavorites @veda 8| >

| Address [@1 htp:iome frn vy =] @0 |Liks »| & ~| Gsnagit 1 |
—————

-

=3
& cArNHAT-TINCAY & THIL T THYC
e — - T
15h31" kigm « Telex ay, 13/12/2008
e t¢ a v Jicon 6| 1208 oan nofiio ] i | i A Bl AN
B | cHiNH TR VDC / VNN TIN NOI BAT Xoso | Theitiet | €

== v Dai twéng V& Nguyén
4] 3 < | v

[T e mnternet 4 & [ [ e iemmer 4

@Infugate -

English | Liénhé | Sitemap |

s UMY I Do 2 F 0w 11020 N BBl 92 HE [EgBSHO? 152
_”@Googlrmoso... @VDC& Homepage - I @WM&-T(&E chml ElDrmul-mosuml |@jﬂv>g§§

Hinh 3. 218. WebFilter lang nghe cdc géi tin

WebFilter ¢ cac thanh phan sau:
- Driver bat goi tin

- Phan tich ndi dung goi tin.
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Téng hop gbi tin thanh cac phién giao dich HTTP

- Phan tich nd1 dung trang web.

- Liét ké danh sach tién trinh twong tng v6i cong truy cap, két thuc
tién trinh truy cap web den.

- Lién két server cép nhat dia chi loc chin, tir khoa loc chin

- Database luu trir ludt loc chan tai Policy Server va Client.

\

Hinh 3. 24. Co ché hoat dong WebFilter

O muc chi tiét hon, qué trinh hoat dong ctia WebFilter dién ra nhu sau:

Driver bat géi tin chiu trach nhiém thu thap tat Bﬁ"lfegobtgit ‘Bﬁ'nﬁh

Module phan tich goi tin s& phan tich ciu tric header cua géi tin theo ting
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tang mang, bat dau tir ting 2 trong mo hinh OSI. Tiép theo, chi chuyén céc
g6i tin theo giao thirc HTTP dén module téng hop goi tin thanh cac phién giao
dich HTTP. Sau d6 cac phién giao dich da duoc tong hop dugc dua vao
module phan tich ndi dung trang web. Tai ddy s& quyét dinh noi dung trang
web 1a ‘den’ hay khéng. Néu d6 1a trang web ‘den’, thong tin vé cong cua
phién giao dich twong tng s& duoc chuyén dén module xir 1y tién trinh. Tai
day sé liét ké ra toan b tién trinh va cong truy cap tuong tng, dé cudi cling s&

két thuc tién trinh nao co truy cp trang web ‘den’.

3.3.3.1. Thanh phin bét géi tin
Trén hé diéu hanh Windows, c6 thé bét géi tin mot cach don gian bang
cach ding Winsock — Raw socket. Cach nay rat don gian, tuy nhién lai khong
day du. Cac g6i tin bi that lac nhiéu, nhat 1a khi viéc truy cip mang & toc do
cao. Chinh vi vdy ma can c6 mot nén tang bat gbi tin that tt, tng dung cho
nhiéu viéc, trong d6 WebFilter 1a mot trong cac tmg dung d6. Driver bat goi
tin trén windows pho bién nhat hién nay 1a Pcap.
Pcap bao gébm mét trinh driver bat goi tin twong tu driver TCP/IP cua
windows.
Application
I
wicap di

I

Packet.dll

Usar Level

r Kernel Level

NPF
Device Driver

_‘[ ___________ Metwork
Packets
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Hinh 3. 25. Phdn I6p bdt géi tin.

Driver bat goi tin Pcap hoat dong song song véi driver TCP/IP ctia Windows

" (el lzer
Application Application Level
TCP-IP NPF
Kemel
Lewel
MNIC
Drirer
Fackets [RE ]S

Hinh 3. 26. Driver bdt géi tin hoat déng song song véi TCP/IP

O muc chi tiét hon, Pcap c6 2 16p KernelMode 1a driver NPF (npf.sys)
va UserMode (wpcap.dll va packet.dll). Cac ung dung sé tuong tac &
UserMode. Thanh phan Sniffer cia WebFilter voi 16i s& tuong tac ¢ 16p nay,
st dung cac API (giao dién lap trinh) ¢ day.
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Capture Monit oring Logging
Applicdion Applicgion Foplication
£ ' 1
u T
Voo | .-
|
Level T .I |I wpc ap.dil
I ! )
T T
J padket.dil !
: 1
1 1
________________ . |
Kemel ) 1
Ewffer U 1 Herne
! ! Buffer
1 1
Kems L Cther
. Statistical Ourp
Level filter Engine Engine psrtD;SISEI
W To Disk
NPF Hetwork Tap
4 .
MIC Driver
Hetwork P ackets

Hinh 3. 27. Chu trinh cdc goi tin di qua driver sniffer NPF Pcap
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Application Application
User
user-buffer [ userbutter | | userbutter | Level
Libpc ap Libpcap
| i [
Packet.dll Packed.dll
instance ] instapce
Keme Kermned Kemel
Buffer Buffer Euffer
| fiter | | fiter | | fiter | Kemel

\ Level
Packet
Metwork Tap Driver

/

MIC Driver MIC Driver
Packets Packets H etwork

Hinh 3.28. Tai mét thoi diém, ¢6 nhiéu NIC va nhiéu ung dung dwoc theo doi

Nhin ¢ goc do bo dém dir liéu (Buffer), c6 thé thdy chu trinh di liéu di
nhu ¢ hinh dudi. Dir li€u goi tin di qua driver, 1én irng dung, va duoc thao tac

tai ung dung, va cé thé dua ra hé théng file...

Application — FPacket Capture
|
E-uFFEr I—D'E-LJFFEI’I ..... Traffic LDg gmg
|Jszr-mode
Kemel-mode
File
System

Packets Drigk

Hinh 3.29. Cdc géi tin dwoc luu trong cdc buffer va cé thé dwoc xit 1y hodc

két xuat .
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Driver bt goi tin ctia Pcap duoc chay song song véi driver TCP/IP clia

windows. Khong gidng nhu cic chuong trinh Firewall thudng chan giita

ludng dir liéu vao ra. Thanh phan bat goi tin ndy duoc hoat dong & tang

DataLink trong m6 hinh OSI.

0SI Model
[ Application
Presentation |Application
Session Layers
Transport
Network
Data Link Data Flow
Layers
Physical

Goi tin dwgc bét tai tang 2
(OSI) dw¢i dang Frame

destination SOUrCE — )
‘ address address '”:'L_ o _dnla CRC
b bytes 6 bytes P 461500 bytes — ¥byies
type ) |
l;)en IF packet |
T 61500 bytes

Céu trac di liéu goi tin
(tang data link)

Hinh 3. 30. Cdc géi tin dwoc thu thdp tai tang 2 - Datalink

Céu trac dir liéu tai ting DataLink duoc thiét ké trong phan mém nhu

Sau.

// Ethernet Header

struct eth header

{

u_char dmac[6];
u_char smac[6];

u_short type;

// 14 bytes
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bits)

}: message -
Ir |UDP application data
L | ™
7 L - o
- [ = | datagram : . .~
e - i I ® “u
-7 fragment1 .~ i i Ta R
application application application
P |UDP data P data ol data
fragment 2 fragment 3
F———-pﬂkﬂa———ﬂ
. application ! application , application
link | 1P |UDP|™E, ‘ link | IP data link | 1P data
Pi frame 4&
0 15 16 3l
version  [header length of service total length |
ip_v ip_hl ip_tos ip_len |
identification  flags and fragment offset
ip_id ! ip_off
time to live protocol header checksum |
ip_ttl ip_p ip_sum |20 byves
32-bit source IP address
ip_src
32-bit destination [P address
ip_dst
/ options (if any) /
data

Hinh 3.31. Cdu triic dir liéu g6i tin IP (tang Network)

Céu trac dir liéu tai tﬁng Network nhu sau:

/* IPv4 header */

struct ip header

{

u_ char

u_ char

ver ihl;

tos;

u_short tlen;

u_short identification; // Identification

u_short flags fo; // Flags

u char

ttl;

// Version

// Type of service

// Total length

(3 bits)

// Time to live
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u_char proto; // Protocol

u_short crc; // Header checksum
ip address saddr; // Source address
ip address daddr; // Destination address
i
0 15 16 n
16-bit source port number 16-bit destination port number
32-bit seq uence number
ch_ack 20 by
32-bit acknowledgment number 0 bytes
th_off | h_x: TUTATPIRISTF] o
4bit header reserved R[C|5|5 Y| 16-Bit window size
length (6 bits) G|K|H|T|NN Wi s
16-bit TCP checksum 16-bit urgent offset '

options (if any)

data (if any)
Hinh 3.32. Cdu triic géi tin TCP (Tang Transport)

Céu tric dir liéu ting Transport duoc thiét ké trong phan mém nhu sau:

struct tcp header //20 bytes : default {

u_short sport; //Source port
u_short dport; //Destination port
u_long seqno; //Sequence no
u_long ackno; //Ack no

u_char offset;//Higher level 4 bit indicates data offset
u_char flag; //Message flag

u_short win;

u_short checksum;

u_short uptr;
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Nhu vay voi thanh ph?m Driver bit gdi tin, ta da co thé thu thap duoc
toan b cac gdi tin vao ra may tinh. Cong viée tiép theo 1a phan tich, tong hop
cac goi tin di va dén. Nhiém vu nay dugc thanh phan tiép theo sau day thuc
hién.
3.3.3.2. Thanh phin phan tich ndi dung géi tin

Trong mdt khoi luong 16n goi tin dén may tinh, nhiém vu cua
WebFilter 1a phai tach biét duogc cac goi tin tuong ing véi giao dich Web.

WebFilter bat goi tin tir ting DataLink, tich header dé thu duoc géi tin
thudc tang IP, & day sé& c6 tham sb vé dia chi IP ngudn, dich. Tiép theo 1a tang
TCP, c6 tham sb vé port, session, ack... Qua tﬁng TCP la dir li¢u goi tin
HTTP.

Trinh tu tach goéi tin HTTP nhu sau:

1. Quét Buffer dé thu thap goi tin dén trén tat ca card mang hién co trén
may, mdi card mang tuong tmg véi mot dia chi IP.

2. Phan tich header IP trong goi tin, kiém tra dia chi IP trong header
tuong Ung, theo ddi cac goi tin theo dia chi IP dinh sin cua card mang
can theo dai.

3. Tuong Gmg véi cac goi tin trén, s& phan tich TCP header cta nd. Néu
sd cong ngudn hodc dich 1a 80 (twong tmg v&i Client giri va nhan gbi
tin tir cong 80 cua server) thi tiép tuc xir Iy budc sau. Cac gbi tin cong
khac bo qua.

4. Xir Iy cac géi tin cong 80, d6 s& 1a cac goi giri va nhan. O ddy quan
tam chinh dén cac goi HTTP nhén tir server. Dit lidu s& dugc tong hop

tir cac goi ndy, ndi dung Web sé& duoc tong hop tai day.
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@ (Untitled) - Ethereal =8|

Eile Edt View Go Csptre Analyze Statistics Help S
BEGod PR x@E RevwF LR QQAAl] @VEX B
M ;l Expression... ‘ Clear | Amlfl

| Frotocoi ‘[MIIU

DNS Standard query A www.google. com. vh

DNS Standard guery response CNAME www.goC
TCP 3526 > http [SYN] Seq=0 Ack=0 win=163
TCP  http > 3526 [SYN, ACK] Seq=0 Ack=1 Wi
TCP 3526 > http [ACK] seq=1 Ack=1l Win=175 |

53 42.150427 20.145.35.9
54 42,196876 203.162.0.11
55 42.197964 20.145.35.9
66.249.89.104
20.145.35.9

! Q509 AR, 249 R0 104 .145. TCF h 3 fackl ACk=p12 Win=7 |
< | ]
@ Frame 58 (665 bytes on wire, 665 bytes captured)

@ Ethernet II, Src: 20.145.35.9 (00:10:a4:f7:8d:62), - 20.145.35.1 (0

@ Internet Protocol, Src: 20.145.35.9 (20.145.35.9), : . . 04 Téng DatalLink (2)

4 Transmission Control Protocol, Src Port: 3526 (3526), s . http 1, Len: 611

= Hypertext Transfer Protocol
@ GET / HTTR/1.1\r\n
Accept: image/qif, image/x-xbitmap, imag image/pipeq, appidcat
Accept-Language: wi\rin
Accept-Encoding: gzip, deflate\r\n
User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; windows NT 5.0)\r
Host: wew.google. com. viyrin
Connection: Keep-alive\rin "
Cookie: PREF=ID=c584500f753c0534:1LD=en:TM=1152002202 :LM=1165308611:5: i SID=DOAAAHAZ

Tang Network (3)
. , application,
Tang Transport (4)

Céc tang cao hon

Wrvn
< | |
000 00 cOD 26 ar 9a 0e 00 10 a4 77 B8d 62 O 00 45 OO0 &L ...Db..E. -
010 02 8b 9b ab 40 00 80 06 88 cb 14 91 23 09 42 f9 PN - DU -
020 59 68 Od c6 00 50 79 cf d5 cd 69 d1 74 a0 50 18 vh...Py. ..i.t.P.
E%Q 44 70 55 98 00 00 47 45 54 20 gf 20 48 54 54 50 DpU .GE T / HTTP -

» o "CADOGINE -1 DN OCALS 1 Temp\hen (0O@I2iE 9531 By |77 66 D 66 M 0 Drops 0
Hinh 3.33. Cdc géi tin thé dwoc bdt va dwoc phan tich theo timg tang mang

Cung mdt thoi diém c6 thé co nhiéu phién giao dich HTTP twong ng

v6i cac dbi tugng cua trang web (text, anh...). Cac phién nay dugc phan biét

boi cac tham sd trong cAu trac dit liéu TCP/IP (¢ trén), bao g@)m: dia chi ip, sb

cong, sd ACK, SEQUENT (xem hinh duéi).
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[ Frame 58 (665 bytes on wire, 665 bytes captured)
[ Ethernet II, Src: 20-H4535.2 (00:10:a4:f7:8d:62), Dst—20.145.35.1 (00:c0:26:a7 19a:0e)

GG, 249,829,104 [6F.249.89.104)

Version: 4
Header length: 20 bytes
[ Differentiated Services Field O0x00 (DSCP O0x00: Defaul

Total Length: é51
Dst Part: http (20 ,Len: 611

ECN: Ox00)

Identification: Ox9bab ({39851)

H Flags: 0=x04 (Don't Fragment)
Fragment offset: O
Time to Tiwe: 128
Protocol: TCP (Ox06)
Header checksum: Oxg88ce [correct]
Source: 20.145.35.9 (20,145.35.9)

Destination: 66.249.89,104 (66, 24985304

= Transmission Control Protocol, (3526)
source port: 3526 (3526)
Destination port: http (2803

Sequence number: 1 (relative sequence number)
[Hext sequence number: 612 (relative sequence number)]
Acknowl edgement number: 1 (relative ack number)

Header length: 20 bytes
[ Flags: 0x0018 (PSH, ACK)
Window size: 17520
Checksum: 0x5598 [correct]
= Hypertext Transter Protocol

Hinh 3. 319. Cdu triic dit liéu chi tiét tang TCP/IP ciia mét goi tin

Céc goi tin thong thuong chi c¢6 kich thudec nhé hon 1500 bytes, trong
khi d6 mot trang web c6 kich thude gap nhiéu 1an nhu vay. Chinh vi vy can
phai c6 budc tong hop cac goi tin dé thu vé nguyén ven mot phién giao dich,
c6 thé do 1a phién giao dich FTP, NetBios, SSH, YahooMessenger, HTTP...
WebFilter s& quan tdm dén cac giao dich HTTP. D¢ s& bao gdm céc goi tin
dén va di qua cong 80. Webfilter dwa vao viéc phan tich cu tric goi tin mirc
chi tiét nhu trén dé thuc hién viée nay.
3.3.3.3. Thanh phin tich, tong hop géi tin thanh cac phién giao dich

HTTP
O phan trén, chung ta di phan tich qué trinh xir Iy cac goi tin trong ting

TCP dé thu duogc cac phién giao dich HTTP. Khi thu duoc dit liéu cac phién
giao dich HTTP, nhi¢m vu tiép theo cia WebFilter s€ 1a phan tich ndi1 dung
giao dich dé biét d6 1a giao dich HTTP theo dang nao. Dang cua giao dich

HTTP & ddy c6 ¥ nghia la: mot trang web vén c6 nhiéu thanh phan, gdm anh,
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phim, flash file, javascript, text file... Do d6 can phan loai cac dbi tuong nay,
dé co thé phan tich noi dung twong (mg. Trong pham vi dé tai nay cac text file
s€ duoc quan tam xu ly.

Duéi déy 1a vi du vé noi dung HTTP session duoc phan tich.

H Frame 924 (1314 bytes on wire, 1514 bytes captured)

B Ethernet II, Src: 20.145%.35.1 (00:c0:26:a7:9a:0e), Dst: 20.145.35.9 (00:10:a4:f7:8d:62)

@ Internet Protocoel, Src: 210.245.0.22 (210.245.0.22), Dst: 20.145.35.9 (20.145,35.9)

@ Transmission Control Protocol, Src Port: http (80), Dst Port: 4105 (410%), Seq: 273399,
¢t Transfer Protoco

@ HTTP/1.1 200 OKyrin
Content-Length: 1
Content-Type :
Last-Modified: Wed—H [o]a]mn =N
AcCcept-Ranges: bytesi\rin
ETag: "b5f187e3%efdc6l:34a"\rin
Server: Microsoft-IIS/6.0%r\n
¥-Powered-By: ASP.NET\rin
Date: Mon, 11 Dec 2006 07:35:35 GMTN\r%\n
Y rin

9:01 GMTNry\n

Hinh 3.35. Mét HTTP Header cho biét day la file dnh

Trong hinh trén ta c6 thé thdy mot cau trac HTTP header, véi ndi dung

cho biét ddy 1a mot session anh gif, v6i kich thude 12755 bytes.

Frame 14 (1514 hbytes on wire, 1514 bytes captured)

Ethernet II, src: 20.145.35.1 (00:C0:26:a7:9a:0e), Dst: 20.145.35.9 (00:10:a4:f7:8d:62)

Internet Protocol, Src: 69.10.233.10 (69.10.233.100, Dst: 20.145.35.9 (20.145.35.9)

Transmission Control Protocaol, Src Port: http (8B0), Dst Port: 4119 (4119), Seq: 1, ack: 476, Len: 1460

Hypertext Transfer Protocol

H HTTP/1.1 200 OKMNFYh
Date: Mon, 11 Dec 2006 0F:53:59 GMTYrYyn
server: Microsoft-IIS 6. 0%NrNn
W-Power ed-By: ASP.METYWFYWh
CONt ent —Lengt b —+Hae =ty
Content -Typé
Set-Cookie: Sessior %E/BDB63 094 0C%2DCAFA %204 0372093 A6%20L SCEBBFTCE72%7D; path=,r\n
set-Cookie: cat=2; expires=Tue, 11-Dec-2007 05:00:00 GMT; path=/\rYn
Set-Cookie: Email=T%7Exrnxv¥7DIXE0Tqyz3p%70%7C; expires=sun, 11-Dec-2016 07:53:58 GMT; path=/"r\n
set-Cookie: loginkey=%20340481408; expires=sun, 11-Dec-2016 07:53:58 GMT; path="ur\n
set-Cookie: Lastvisit=12%2Fl1%2F2006+2%3A53%3A00+AM; expires=5at, 09-Jun-2007 04:00:00 GMT; path=/"ryn
Cache-control: privatei\rin

ANakY,!

OHBBE

Hinh 3.36. HTTP Header cho biét ddy la mét file Text/html

Trén day la Header cua phién giao dich HTTP text/html, véi mdt trang
text c6 ndi dung 46071 bytes. WebFilter s€ nhan dang ra cac phién giao dich
nay va thuc hién budce tiép theo dbi véi phién giao dich. Tat ca cac giao dich
khong phai text HTML sé& dugc bo qua.

Budc tiép theo ciia WebFilter d6 1a phai tong hop cac goi tin Text
HTML dé ra mét trang web hoan chinh. Nhu trén ta thay phién giao dich nay

cho biét text file c6 kich thudc 46071 bytes, v6i kich thude twong ddi ciia mot
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gdbi tin khoang 1500 bytes, nhu vay phién giao dich nay s€ c6 khoang 30 gbi
tin.
Tron ven goi tin HTTP dau tién cua phién giao dich c6 ndi dung nhu

sau:

Hypertext Transfer Protocol

H HTTP/1.1 200 OKNFYNh
Date: Mon, 11 Dec 2006 07:53:59 GMTNryn
server: Microsoft-IIS/6.0%NrN\n
X-Power ed-By: ASP.MET\n
Content-Length: 46071%ryn
content-Type: Text/htmlsrin
Set-Cookie: SessionGUID=%7EDE63940CK2DCAFI%2D4 03 7%209346%20L5CERBGFFCE72%7D; path="r%\n
set-Cookie: cat=2; expires=Tue, 11-Dec-2007 05:00:00 GMT; path=/r"%n
set-Cookie: Email=T%7ExrnxvX70I%B07qyz3p%70%7C; expires=sun, 1l-Dec-2016 07:53:58 GMT; path=/"r%n
set-Cookie: loginkey=%20340481408; expires=sun, 11-Dec-2016 07:53:58 GMT; path=/"r%n
set-Cookie: Lastvisit=12%2Fl1%2F2006+2%3A53%3A59+AM; expires=5at, 0%9-Jun-2007 04:00:00 GMT; path="0ryn
Cache-control: privatei\rin
ANakY,!

EH Line-based text data: text/ html

< DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.0l Transitionals/EN">

<html>

<heads>

<title>The Code Project — Free Source Code and Tutorials</titles

<hase target="_top" />

<meta http-equiv="Content-Type" content="text/html; charset=is0-8855%-1" />

<meta http-equiv="Reply-to" content="mailto:webmaster@codeproject.com” /=

<meta name="Cescription" content="Free source code and tutorials for windows developers."” />

<meta name="Keywords" content="Free source code, visual C++, C#, C sharp, .MET, ASP.MET, VE.MET, ADO.NE
<Tink r

Hinh 3.37. N6i dung géi tin dau tién ciia mét phién giao dich web.

Cong viéc tiép theo d6 1a tap hop cac goi tin ké tiép cua phién giao
dich. Vay 1am sao dé biét géi tin nao thudc vé phién giao dich nay? Goéi tin
nao s& ndi tiép goi tin nay theo dung thir ty ctia phién? Nhu phan trén di ndi
vé van dé xac dinh phién giao dich, dua trén cac tham sb: dia chi ip, s6 cong,

s6 ACK, SEQUENT.

@ Internet Protocol, Src: 69.10.233.10 (69.10.233.10), Dst: 20.145.35.9 (20.145-359 -
H Transmission Control Protocol, sSrc Port: http (80), Dst Port: 4119 (4119),(Seqg: 1, ack: 476, Len: 1460

Hinh 3.38. Trong mét géi tin luén chira tham sé Seq va Ack

WebFilter s& kiém tra cac géi tin co cac tham sé nhu trén va Seq theo

qui luat, dé ghép ndi dung goi tiép theo vao phién. Cu thé trong vi du nay, goi

302



tiép theo nhu sau, tham sd Ack 13 cua géi tin trude nd, tham sé Seq bang tong

cua Seq cua goi tin trude va kich thudce goi tin trude nd (1+1460=1461):

H Internet Protocol, Src: 69.10.233.10 (69.10.233.10), Dst: 20.145.35.9 (20,145735.0
H Transmission Control Protocol, Sro Port: http (80), Dst Port: 4119 (4119 Seq: 1461, ack: 476, Len: 1460
H Hypertext Transfer Protocol

Data (1460 bytes)
Hinh 3.39. Mét géi tin tiép theo véi tham sé Seq va Ack

Theo cach nhu vy, WebFilter c¢6 thé tong hop cac gdi tin tiép theo cua
phién giao dich.

Con mot van dé d6 1a phién giao dich duoc két thuc bang tin hiéu nao?
WebFilter x4c dinh két thuc phién giao dich tai thoi diém né nhan thay mot
g6i tin dén tai 1 cong va Ack da bi thay d6i. Hodc trong tinh hudng thir hai 1a
truong hop dit liéu cua phién giao dich d nhan duoc du: tong s6 Len cho biét
kich thuéc (xem trén hinh) bang kich thudc phién giao dich, da dugc xac dinh
trong Header trén (46071 bytes).

Hinh dudi day mo ta thir tu cac goi tin cua phién giao dich.
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e\MyDocumentsy_TrainingyNetworkly WinPCapTranni |

TName Ext |Size
-] <DIR>
[ file-1174§2953071408 12559?47504/1.450
3fi|e—11?4 295307140841 255976210 1.460
| ]file-11744295307140841255977670 1.460
[ file-11744295307140841255979130 -
jfile—ﬂ?"-l 295307140841255%980590 1.
| ]file-11744295307140841255982 1.460
3fi|e—11?4 2953071408 3510 1.460
| file-11744295307140841255984970 1
jfile—11?4 295307140841 255986430 1
jfile—ﬂ?"-l 295307140841 255987890 /
[ 1file-11744295307140841255989350 1.460
jfile—11?4 295307140841 255990810 1.460
| file-1174§295307140841255992270 1.460
jfile—11?4 295307140841 255993730 1.460
jfile—ﬂ?"-l 2953071408412655995190 1163
[ 1file-1174-2953071725-1255996353 1.187
file-1174-2953072044-12559975 1.257
ﬁle—11?4-29530?2351}125599&,79? 1.460
]file—11?4-2953|]?23ﬁ1 1256000257 1.460
jfile—11?4-2953|]?2351 1265001717 1.460
[ file-117 6003177 1.460
file-117 h6004637 1.460
| file-117 1256006097 1.460
]flle—ﬂ? 1256007557 1.460
jflle—ﬂ? 1256009017 1.460
[ file-117 1256010477 1.460
jflle—ﬂ? 1256011937 1.460
| file-117 1256013397 1.460
]flle—ﬂ? 1256014857 1.460

Hinh 3.40. Tong hop cdc géi tin don 1é thanh phién giao dich HTTP.

Sau khi d3 tong hop dugc hoan chinh mét phién giao dich Text, budc

tiép theo s& 1a phan tich nodi dung phién giao dich d6, cu thé 1a phén tich ndi

dung mot text file.

3.3.3.4. Thanh phin phin tich ndi dung trang web

Gia st ta thu dugc mdt ndéi dung trang web nhu sau, cong viéc cua

WebFilter luc nay la phén tich ndi dung trang web.
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Web Fesults 1- 10 of about 173,000,000 far xxx. (0.13 seconds)

2002

Cast and crew listings, synopsis, trailer, user reviews and press links.
woansy Imidb comititle/ 0295701/ - 86k - Cached - Similar pages
PEey. State of the Union (2005)
xXx: State of the Union on IMDb: Mowies, TV, Celebs, and more...
wosnay Imidb comititle/t03 28774/ - 57k - 8 Dec 2006 - Cached - Similar pages
Sony Pictures -JF&#4: State of the Union
Official mowvie site with trailers, pictures, promotions, synopsis, and cast and crew
infarmation.
wanny sonypictures comdmoviesitriplex2) - 14k - Cached - Similar pages
Jay's Links Free Porn Pictures and Videos
Jay's m Links is an awesome guide to Free Porn Pictures, Yideos, Movies, and Reality
Parn Sites.
oy 2y IEE links.com/ - 54k - Cached - Similar pages
Vogue
BABES ... R#DESSERT 18. FREE GOMZO 18, Ah Me Movies 20. FREE ONES, 21.
FREMCH CUM 22 XL 23, JIZZ2 ARCHIVES 24, PEERFING TOM ...
wannay Xxxvogue net’ - 270k - Cached - Similar pages
Fe.#1 - Movie Info - Yahoo! Movies
EE¥L (2002} find the |atest news, photos and trailers, as well as local showtimes/dvd info at

ahoo! Movies.
movies yahoo.com/movief 180781630 2dinfo - 441c- 9. Dec. 2004 - Cached - Similar pages

[ X X Wikipedia, the free encyclopedia

xXx (film), a 2002 action film starring %in Diesel, xXx: State of the Union, the 2005 sequel,

Hinh 3.41. Phan tich ngi dung trang web dua theo tu khod

Trong pham vi ing dung loc chan Web ‘den’ ciia WebFilter, s€ phan
tich ndi dung theo URL va tir khoa.
3.3.3.4.1. Loc chan theo URL

Cong viéc nhan nhu sau: theo doi cac gobi tin header giri va nhan 1a co
thé phat hién ra URL c6 vi pham qui tac hay khong. Vi du ta ¢c6 mot danh

sach loc chan nhu sau:
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niH Bi@aXxXazE v afln,)) e S

playboyl.com -
tinhdonphuong. com

thienbong. net

thienborng. Com

gailoan. com

adul tmovienetwork. com

gotnailed. com

barecrystal.com

lbodaciuushlacks.com

lsexyshemale.com

adultdreans. con

homofantasy. com

Corinacurves. com

Iyvg.net

pornstar-videos. com

Janswebring. com

bigfatporn. com LI

@rard SemarE ey oo

Line: 9/221 Column: 1 hModified

N

Hinh 3. 42. Danh sach loc chan dang dwoc dap dung cho mang VNN

WebFilter s& kiém tra tit ca cac gdi tin di, ching han mot gdi tin request

nhu sau:

& Lister - [E:\mMyDocuments',_Training\Network',_WinPCapTranning = |I:I |i|

File Edit orns  He 100 %
GET /FOM il

Accept: /=

Referer: http://tintuc.vnn.un/forum/

Accept-Language: en-us

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible;: MSIE 6.0; Windows NT 5.0)
Host: tintuc.unn.un

Connection: Keep-Alive

Cookie: CFID=30558726; CFTOKEN=57606643; CFCLIENT_LIENKETUDC:;
CFGLOBALS=urltoken%3DCFID%23%3D30558726%26CFTOKENZ23%3D57606643%23]
EsZ20%272005%2D0742D16%201 44 3A49L3AY0L2TATD.23timecreatedX3DATBE 52
2D16%201 44L3A49L3AUO%2TATDE23hitcount%3D2%23cFtoken%3D57606643%23¢cfi
3; SHOWDES=1; LASTUISIT=%7Bts%20%2T72005%42D08%2D22%2009%3A03%3ASI%L21
EMAIL=dungbkhni%40yahoo%2Ecom; PASSWORD=224X1L9%220%2DW3%SEY%29%2EG
%3ALYO3IMLIEFL28HLY

« | 2

Hinh 3. 43. Géi tin request dén trang tintuc.vnn.vn
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WebFilter s& nhan dang ra dong Referer trong goi tin, cho biét co tién

trinh truy cap dén dia chi http:/tintuc.vnn.vn/forum/. Néu dia chi nay nam

trong danh sach ‘den’ & trén, webfilter sé tdc dong vao trinh duyét dang truy
cap trang web.
3.3.3.4.2. Loc chan theo tir khoa

WebFilter duoc thiét ké theo qui tic tinh diém cho cac tir khoa, vi du tir
XXX v6i diém 1a 10, tir sex voi diém 13 20, tir nude véi diém 1a 30... Mot trang
web c6 2 tlr xxx, diém s& 1 20, c6 3 tir sex thi diém s& 1a 20x3=60 diem...
Téng s6 diém gi61 han duoc cho trude, gia st la 100 - s6 diém cho biét trang
web ndy da vi pham noi dung. Gia sir trang web d6 co it nhat 10 tir khod xxx,
thi tong sé diém it nhat 1a 10x10=100 diém, nhu vay d6 1a mét trang web

‘den’ theo dinh nghia trén.

3.3.3.5. Thanh phin quan ly cong tién trinh va két thiic tién trinh
Vé co ban, WebFilter s& sir dung cac API (ham lap trinh hé thong) dé

liét ké cac tién trinh va cong truy cép twong tng. Trong mdi gbi tin s& c6 cong
ngudn va cong dich. O day ta quan tdm dén cac géi tin trén cong 80 (remote),
tir 6 14y duoc sd cong tuong Gmg trong goi tin, tir sd cong nay tim duoc tién
trinh tuong tmg. Dén day co thé tac dong vao tién trinh, co thé 1a két thuc tién
trinh, hodc thay doi giao dién cua tién trinh... Nghia 1a c6 thé bién d6i thong
tin tién trinh nhan duoc thanh mot dang thong tin bat ky. Vi du khi phat hién
ra mot tién trinh Internet Explorer da truy cdp vao mot trang web c6 ndi dung
nao do (chang han mot trang web den), ta c6 thé tac dong vao tién trinh IE d6

theo cac cach nhu két thuc tién trinh, hodc thay ddi noi dung ctra s6 hién thi. ..
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UDP  192.168... isakmp
TCP 0000 990
TCR O 0000 1025
UoP 127001 1136
TCP 20.145... 1742
TCP 20.145... 1765
LUDR 20,145, 1772
LUDP 20,145, 1773
upp 127001 2029
UDP 127001 2044
UoP 127001 2051
TCR O 20,145,

20.145....

20.145....

uoP 11001 4500
UDP  192.168... 4500
TCR 0.0.00

TCP 127001 5679

ES... £s535.meg.don.yahoo.com
ES... sip3.voice.rez.yahoo.com

[E=r==R=Ne)
rapimgr.exe
MSTask. exe
YahooMesseng...
YahooMessendg...
Yahoohessendg...
YahooMesseng...
YahooMesseng...
IEXPLORE.EXE
WINWORD.EXE
[EXPLORE.EXE

i M/a
M M8
M W)
M M8
216,1535,192.162 050
63.142.233.148 https
M M8
M M8
M Mia
M /s
M 1/
66.243,89,99 http

nn
5101 Local Port

203.162.0.12

62,012

Remotse port

ES... home.wnn.vn
h 0TI, YL

IEXPLORE.EXE
IEXPLORE.EXE
IEXPLORE.EXE
EEEEEEC]
lsass.exe
lsass.exe
Yahoohessendg...
WCESCOITIM,EXE

Hinh 3.44. Anh xa tén tién trinh va cong twong irng

Ung dung WebFilter trong truong hop loc web ‘den’ can biét tién trinh

nao truy cap tuong ung voi ndi dung nao. Nhi€ém vu cia module liét ké tién

trinh tuong ung vdéi cong TCP s€ cho bi€t di€éu nay. Tién trinh va s6 cong

TCP vén khong co su lién hé. Ta can dung cac API (cac ham thu vién

Windows) dé tim ra su lién két nay.

Process | Proto... | Local Address | Remote Address | State |
I [System Process]0 TCF lad: 4874 209.59.135.76:hitp TIME_WAIT
1 [System Process]0 TCP lad: 4875 209.59.135.78:http TIME_MWAIT
1 dplayswr.exe:3056 TCP lad: 47624 lad:0 LISTEMING
& EXFLORE EXE:3192 TCP lad: 4876 hosttrainsignalvideos. comhttp ESTABLISHED
& |EXPLORE EXE:3192 TCP lad: 4881 209.59.135.78:http ESTABLISHED
& EXFLORE EXE:3192 TCP lad: 48583 hosttrainsignalvideos.comhttp ESTABLISHED
& |EXPLORE EXE:3192 TCP lawd: 4884 209.59.135.78:http ESTABLISHED
1 MSTask exe:688 TCP lad:1025 lacl:0 LISTEMING
@ rapirmgrexe:2172 TCP lad:390 lad:0 LISTEMING
1 svchostexes12 TCP lad:epmap lad:0 LISTEMING
= System:d TCP lad:microsoft-ds  lad0 LISTEMING
= Systemd TCP lad:nethios-ssn lad:0 LISTEMING
= Systemd TCP lad:nethios-ssn lad:0 LISTEMING
I System:® TCF lad:nethios-ssn lad:0 LISTEMING
% weescomm.exe: 2100 TCF lad:5679 lad:0 LISTEMING
weescomm.exe: 2100 TCF lad:74338 lad:0 LISTEMING
we YIMUlti Messeng 2556 TCP lad:4519 cs2.msg.denyahoo.com:b050 ESTABLISHED
we YIMUlti Messeng 2556 TCP lad:4525 sip1B.wvoice.re2 yahoo.com:hitps ESTABLISHED
w VAHOOM™1.EXE:2072 TCP lad:5101 lad:0 LISTEMING
w VAHOOM™1 EXE:2072  TCP lad: 4355 cs?.msg.denyahoo.com:b050 ESTABLISHED
w TAHOOM™ EXE:2072  TCP lad:4373 sipd3iwvoice.re? yahoo.com:hitps ESTABLISHED
[ vserverexe1240 TCP lad:http lad:0 LISTENING

Hinh 3.45. Anh xa chi tiét Process number vd sé cong

WebFilter s& c6 tac dong thé nao néu phat hién c6 su truy cap web den?

WebFilter s€ tim ra tién trinh nao truy cap web den, va c6 tac dong véi tién
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trinh do6. Tién trinh truy cap web den s€ la moét trinh duyét nao do (IE,

Mozilar...). Tac dong dugc Iya chon & ddy d6 1a két thic tién trinh truy cap.
WebFilter s& dya trén sd cong cta phién giao dich HTTP ¢6 du hiéu

truy cap web den dé tim ra tién trinh tuong Gmg. Va dong tac tiép theo d6 1a

dong tién trinh d6 lai hodc thay d6i ndidung ctra s6, dua ra thong bao. ..

3.3.3.6. Thanh phin tong hop ghi log truy cip
Trong qué trinh Sniffer, webfilter c6 thé ghi log toan bd qua trinh truy

cip mang vao va ra may tinh. Cac log file c6 thé dugc ghi ra file mot cach day

du nhu sau, gom cac goi tin gui di va nhan lai:

| 15end-80-1893643140-4229245275 270
| 1Send-80-1898703031-1869723802 293
| 1Send-80-1898915840-1355111997 749
| 1Send-80-1898917030-1355112746 748
| ]1Send-80-1898919218-1355113494 750
[ 1Send-80-1898920117-1355114244 742

Send-80-1898920525-1355114986 747
1 1oend-80-18989209bb-1355115733 /bl
| 1Send-80-1898921821-1355116484 7h2

Cac goi tin request HTTP gwi di

Recewved-1277-18b9724095-1895703031 21.023
| JReceived-1277-1869724095-1838703031 header 309
&|Received-1279-2511685599-1300776751 html 150
[ JReceived-1279-2511685599-1900776751.html  header 253
i&|Received-1279-2511686451-1900777154 html 39.068
[ JReceived-1279-2511686451-1900777154.html  header 213
| JReceived-1280-4285074011-1539295181 1.930
_]Received-1280-4285074011-1899295181 header 296
| JReceived-1280-4285074759-1899297407 2.129
| JReceived-1280-4285074759-1899297407 header 297

Hinh 3.46. Céc géi tin givi/nhdn diegc tong hop thanh session va ghi ra file

twong ung

3.3.3.7. Thanh phin tong hop trang web dwéi dang nén Gzip
Hau hét cac WebServer déu c6 ché d6 nén TextHTML dé giam thiéu
dung lugng truy cap. Vi thuc té Text file c6 d6 nén rat cao, dung luong co thé

giam di dén 10 1an, tai bang thong server vi thé ciing giam bot.
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Thong thuong, sau khi client truy cdp ldy dugc ndi dung file nén do,
trinh duyét s& giai ma (unzip) dé hién thi 1én giao dién trinh duyét. Vi vay
WebFilter khi nghe 1én c4c goi tin dang HTML thi ndi dung khong phai 1a
text nira, ma moi goi tin 1a mot phan cua file nén Gzip. Do d0, khi nhan toan
bo mot phién giao dich HTML la nhan dugc mot file nén Gzip. Cong viéc con
lai cia WebFilter 1a giai nén file nay ra dé nhan vé nguyén ven trang HTML
(nhu nhitng gi ma ngudi sir dung nhin thay) méi ¢ thé tiép tuc cong doan
phan tich trang do.

Viéc xir Iy Gzip chi tién hanh v&i Windows WebFilter, d6i voi
Gateway WebFilter khong can buéc xtr 1y ndy, boi vi dd c6 module

WebCache dam nhiém cong viéc nay.

3.3.3.8. Thanh phin lién két server cip nhat dia chi loc chin, tir khoa loc
chan
Trong so d6 ung dung thuc t& cia WebFilter, c6 co ché cho phép

WebFilter cap nhat ndi dung loc chdn thudng xuyén véi Server quan ly cta co

$

quan churc nang.

Hinh 3.47. Cdp nhdt chinh sach loc chan twr policy server.
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Nguyén tic cap nhat nhu sau: theo thoi gian dinh ky, WebFilter s& két
ndi véi Policy Server. WebFilter s€ tdi ma s6 danh sb Version luat loc chin
trén policy server, néu phat hién sb phién ban luat loc chin da thay doi,
WebFilter s& download ban luat loc chin méi nhat vé Client (PC). Ngay sau
d6 WebFilter s& cap nhat thoi gian thuc cho hé thdng loc chin dé dap tng
ngay luat loc chian mai. Hién tai, WebFilter dugc thiét ké co thé cap nhat mot
phat mot. Nghia la néu co6 luat loc chin méi, thi chi vai phut sau 1a hé théng

client s& cap nhat day du va tién hanh loc chin ngay sau do.

3.3.4. Thiét ké chi tiét

3.3.4.1. MODULE SERVER

Chii y: Chi can thiét ké UML cho chirc ning quan ly URL, cac chic nang quan ly
DOMAIN va KEYWORD tuong tu nhu chirc nang quan Iy URL

Mo ta bai toan

Xay dung phan mém phia Server quan 1y cic danh sach trang/den cho

phép:
- Thém URL
- Sira URL
- Xoéa URL
- Tim kiém URL

- X4c dinh cac tac nhan, use case va mo ta chi tiet cac use case
Xdc dinh cac tac nhan (actor)

Chirc nang cua céc actor nhu sau:

Actor Chirc nang

Adminstrator | Quan tri hé théng

Workstation | Cap nhat rule tir server
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Xdc dinh cdc use case

a. Phia Server

Login: Ping nhap vao hé théng
ViewURL: Hién thi danh sich
AddURL: Thém URL
EditURL: Thay d6i URL
DelURL: Xo6a URL
SearchURL.: Tim kiém URL
Logout: Dang xuit khoi hé théng
b. Phia Client
UpdateURL.: May tram cap nhat URL tir server

Biéu do cac use case
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a. Phia Server

O

Login

-

WiewIRL

D
%/ AGOURL

(from Usze Cases)

Administrator O

o ferers) EditlRL

(from Use Cases)

-

DelURL

-

SearchURL

-

Logout

Hinh 3.48. Biéu d6 use-case phia server

b. Phia Client

O

YWiarkstation UpdatelURL

(from Actors) (from Use Cazes)

Hinh 3.49. Biéu dé use-case phia client twong tdc

Mo ta cdc use case
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a. Phia Server
Login
e Tén: Login
e MO ta khai quat: Ngudi quan tri ding nhap vao hé thong

e Luong su kién

Administrator H¢ thong
1. Nhép user/pass 2. Kiém tra user/pass, xac dinh quyén
han

2.1 Néu dung thi ghi lai thoi diém ding
nhép; xac dinh quyén han hién thi form
chuong chinh ctia chuong trinh.

2.2 Néu sai yéu cau nhap lai.

e Tién diéu kién: Nhap dung user/pass.
e Hiu diéu kién: Login vao hé thong.
AddURL
e Tén: CreateURL
e M0 ta khai quat: Nguot quan tri thém URL méi vao

e Luong su kién

Administrator H¢ thong

1. Chon churc nang thém URL | 2. Hién thi form cho admin nhap
URL

3. Pién cac thong tin va chon | 4. Kiém tra thong tin nhap vao
submit 4.1 Néu dung thi luu va co so dir
liéu

4.2 Néu sai yéu cau nhap lai

5.2 Nhap lai thong tin

e Tién diéu kién: Nhiap URL
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e Hau diéu kién: URL méi dugc thém vao
EditURL

e Tén: EditURL

e M0 ta khai quat: Nguoi quan tri sita URL

e Luong su kién

Administrator H¢ thong

1. Chon chic niang thay doi|2. Hién thi form cho admin thay doi
URL URL

3. Thay d6i URL va chon |4.Kiém tra thong tin nhap vao
submit 4.1 Néu dtng thi luu vao co s dir
liéu

4.2 Néu sai yéu cau nhdp lai

4.3 Nhap lai thong tin

e Tién diéu kién: Thay do6i thong tin URL

e Hau diéu kién: URL duoc thay d6i
DelURL

e Tén: DelURL

e Mo ta khai quat: Nguoi quan tri x6a URL

e Luong su ki¢n

Administrator Hé thong

1. Chon chirc nang x6a URL 2. Hién thi mdt message canh
bao, xac nhan viéc x0a

2.1 Xac nhan xo6a

2.2 Khong x06a
3.1 Xd6a nguoi dung do 4.1 Gui thong tin x6a thanh cong
3.2 Khong x6a nguoi dung hoac khong cho admin

e Tién di€u kién: Yéu cau x6a URL
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e Hau diéu kién: URL bi x6a
SearchURL
e Tén: SearchURL
e MO ta khai quat: Ngudi quan trj tim kiém URL

e Luong su kién

Administrator H¢ thong

1. Nhap tur khoa can tim 2. Thuc hién yéu cau va tra vé két

qua (dudi dang form)

e Tién diéu kién: Nhap tir khoa tim kiém

e Hau diéu kién: Két qua dugc hién thi
Logout

e Tén: Logout

o M5 ta khai quat: Ngudi quan tri dang xudt

e Luong su ki¢n

Administrator Hé thong

1. Nguoi quan tri chon logout 2. Pua ra canh bao c6 thue sy mudn

thoat khdi chuong trinh hay khong?

2.1 Xac nhan thoat 2.1.1 Luu théng tin vé thoi gian két

thiic ctia ngudi quan 1y.

e Tién diéu kién: Xac nhan logout.
e Hau diéu kién: Logout khoi hé théng.
b. Phia Client

UpdateURL
e Tén: UpdateURL

e M5 ta khéi quat: May tram yéu cau cdp nhat danh sach URL moi

e Luong su kién

Workstation Hé thong
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1. May tram yéu cau cdp nhat | 2. Guri danh sach cho may tram
danh sach
3. Cap nhat danh sach

e Tién diéu kién: Yéu cau danh sach URL moi

e Hau diéu kién: Workstation cap nhat vao danh sach.

3.3.4.2. MODULE CLIENT
Mo ta bai toan

Bai toan dit ra 1a phai xdy dung mot hé thong phan mém loc noi dung
tai may c4 nhan. Hé théng nay c6 cac chirc ning loc chin web “den” theo
URL va tir khéa, quan ly danh sach loc chan, cap nhat danh sach loc chan tu
dong.

No6i dung cua tai liéu nay 1 thiét ké chi tiét hé thong loc ndi dung may
c4 nhan phia nguoi dung. Module Client bao gdm céc chirc nang sau:

- Loc chan web den theo URL/DOMAIN

- Loc chan web den theo tir khoa

- Cap nhat rule loc chan tu dong

Thiét ké chi tiét

(Chii y: Chi can thiét ké chirc nang loc chan theo URL, chire nang loc chén
theo DOMAIN tuong tw nhu loc chan theo URL)
a) Xac dinh cac tac nhan (actor), ca sir dung (use case)

Xdc dinh cdc tac nhan

Actor Chirc nang

User Nguoi st dung Internet dé truy cip
web

Server Server quan 1y danh sach loc chan

Xdc dinh cac Use Case
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1.C1_FilterURL: loc chdn theo URL

1.1.C1_GetURL: Lay URL ma ngudi dung truy cap

1.2.C1 FindURL.: Tim trong danh sach loc chan xem c¢6 URL
ma nguoi dung truy cap khong

1.3.C1 DropConnectionURL: Chin két nbi dén website néu URL d6 khong
duoc phép

1.4.C1_AllowConnectionURL: Cho phép két ndi t6i website néu URL d6 hop

1e

2.Cl_FilterKeyword: loc chan theo tir khoa

2.1.C1_GetContent: Lay ndi dung website ngudi dung truy cip

2.2.C1 _FindKeyword: Tim xem trong ndi dung website c6 chua
keyword bi chin hay khong, néu c6 thi tong
trong sd cua tir khoa d6 13 bao nhiéu (tinh
theo s6 1an xuat hién tir khoa)

2.3.C1 TotalKeyword: Tinh téng trong sb cic keyword bi chin xuét
hién trong ndi dung website. Kiém tra xem
tong trong sd d6 co6 vuot qua giéi han cho
phép khong

2.4.C1_DropConnectionKW: Chin két nbi dén website néu tong trong s6
cac keyword bi chan vuot qua gioi han cho
phép

2.5.C1_ AllowConnectionKW: Cho phép két ndi toi website tong trong sb
cac keyword bi chan khong vuot qua gidi han
cho phép

3.C1_UpdateRule: ciap nhat cac Rule loc chadn (ca rule cho URL va rule cho

Keyword).

Biéu do cac Use Case
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Loc chan theo URL

Hinh 3.50. Biéu do6 Use Case g0i loc chan theo URL

1.Cl_FilterURL

User
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Loc chan theo Keyword

«e

Hinh 3.51. Biéu dé Use Case g6i loc chan theo Keyword

Cdp nhdt Rule loc chan

Q iiterKeyword

A

‘ User o )
Hinh 3.52. Biéu do Use Case cap nhdt Rule loc chan

Mo ta cac Use Case
Loc chan theo URL
Cl_GetURL

e Tén: Cl GetURL

«E
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e Mo ta khai quat: chuwong trinh bat URL do ngudi st dung truy cap

e Ludng sy kién:

User System

1. Nguoi dung mé mot URL 2. Phan mém s& bat URL trén trinh

duyét do nguodi dung truy cap

e Tién diéu kién: ngudi ding mé mot URL
e Hau diéu kién: c6 dugc URL ma ngudi dung truy cap
Cl_FindURL
e Tén: Cl_FindRule
e MO ta khai quat: Kiém tra xem URL ma ngudi dung truy cdp cé trong
danh séach loc chan khong

e Luodng sy kién:

System

1. Tim kiém trong danh sach loc chan cé
URL ma nguoi dung truy cip khong
2. Tra két qua tim kiém (c6/khong)

e Tién diéu kién: c6 URL ma ngudi ding truy cap
e Hau diéu kién: két qua tim kiém: URL nguoi dung truy cip c6 xuét
hién trong danh sach loc chdn hay khong
Cl_DropConnectionURL
e Tén: Cl1_DropConnectionURL
e M5 ta khai quat: chan truy cap vao URL néu URL d6 khong dugc phép

e Ludng su kién:

User System

2. Hién thi théng bdo cho ngudi | 1. Chan truy cip vao URL
dung
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e Tién diéu kién: URL nguoi dung truy cap khong hop 18

e Hau diéu kién: duara thong bao URL da bi chan
1.4.C1_AllowConnectionURL

e Tén: Cl_ AllowConnectionURL

e Mo ta khai quat: mo truy cdp vao URL néu URL d6 dugc phép

e Ludng sy kién:

User System

2. Nguoi ding c6 thé xem ndi | 1. M& truy cap vao URL
dung URL

e Tién diéu kién: URL nguoi dung truy cap hop 18.

e Hiu diéu kién: ngudi dung c6 thé xem dugc ndi dung URL.
Loc chan theo Keyword
Cl_GetContent

e Tén: Cl_ GetContent

e M0 ta khai quat: 1ay ndi dung URL ngudi dung truy cip

e Ludng sy kién:

User System

1. Ngudi dung truy cdp vao | 2. Lay ndi dung URL ma ngudi dung
mot URL truy cdp (trude khi ngudi ding c6 thé

xem duogc ndi dung)

e Tién diéu kién: ngudi dung truy cap vao mot URL.

e Hau diéu kién: c6 duoc ndi dung URL ngudi dung truy cap.
Cl_FindKeyword

e Tén: Cl_FindKeyword

322



e Mo ta khai quat: tim trong danh sach céc tir khéa can chin, nhiing tir
nao xuat hién trong noi dung lay dugc, va nhiing tir d6 xuét hién bao
nhiéu 1an, nhan véi trong s cua tir d6 ra tong trong sd img véi ting tir
khoa.

e Ludng su kién:

System

1. Tim kiém trong danh sach cac tir khéa can
chin, nhimng tir ndo xuit hién trong ndi dung
URL lay duoc

2. Tinh téng trong s6 ung véi mdi tir khoa

(trong s6 nhan voi s6 lan xuat hién)

e Tién diéu kién: c6 duoc ndi dung URL nguoi dung truy cap.
e Hau diéu kién: c6 tdng trong sd twong tmg cua cac tir khoa bi chin xuét
hién trong ndi dung URL do.
Cl_TotalKeyword
e Tén: Cl_TotalKeyword
e M5 ta khai quat: tinh tong trong sb clia tat ca cac tir khoa

e Ludng su kién:

System

1. Tinh tong trong s6 cua tat ca cac tir khoa
2. Kiém tra xem tong trong sd c6 vuot qua

gi61 han cho phép hay khong

e Tién diéu kién: co tong trong sd twong tmg cua cac tir khoa bi chin xuat
hién trong ndi1 dung URL ma nguo1 dung truy cap.

e Hau diéu kién: website bi chin/khong.
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Cl_DropConnectionKW
e Tén: Cl_DropConnectionKW
e Mo ta khai quat: chin truy cap vao URL néu tong trong sb cac tir khoa
vuot qua gi61 han cho phép

e Ludng su kién:

User System

2. Hién thi thong béo cho nguoi | 1. Chén truy cap vao URL

st dung

e Tién diéu kién: tong trong sb cac tir khoa vuot qua gidi han cho phép.
e Hau diéu kién: nguoi dung khong thé truy cip vao URL do.
Cl_ AllowConnectionKW
e Tén: Cl_AllowConnectionKW
e M5 ta khai quat: mo truy cap vao URL néu tong trong s6 céc tir khoa

e Luodng sy kién:

User System

2. Nguoi ding c6 thé xem ndi | 1. Mo truy cap vao URL
dung URL

e Tién diéu kién: tong trong s6 cac tir khoa khong vuot qua gidi han cho
phép.
e Hau diéu kién: nguoi dung c6 thé xem dugc nodi dung URL.
Cdp nhdt Rule loc chan
Cl_UpdateRule
e Tén: Cl UpdateRule
e Mo ta khai quat: ty dong tai cac Rule loc chin (URL+Keyword) vé

may cuc bo.
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e Ludng sy kién:

System

Server

2. Kiém tra su thay ddi vé Rule
loc chén dinh ky theo thot gian
3. Tu dong tai Rule loc chan

(DOMAIN+URL+Keyword)

1. Rule loc chin bi thay doi

e Tién diéu kién: thdi diém cép nhat dinh ky.

e Hau diéu kién: Rule loc chdn dugc tai vé may cuc bo (néu c6 thay doi).

3.3.4.3. Churc nang lgc hinh anh
Module dugc xay dung dé nhim danh gia nhimg btrc anh xuét hién trén

internet vé€ ndi dung cua n6 c6 dam bdo tinh lanh manh, van héa hay khong,

va theo yéu cau d6 thi module c6 mo hinh dé xuat[2] 1 :

Sau:

B0 loc hinh
Input ——— anh

——»  Output

Input: Anh c6 dang BMP, JPEG, GIF, PNG

Output:

- Do xau ciia anh dau vao, danh gia trén thang diém 0-100 twong tng

tur tot dén
- Xau
- Thé loai cua anh dau vao

Gidi thudt phdn tich anh

Can ct vao mo hinh va 1y thuyét lién quan module duoc thiét ké nhu
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b1: X4c dinh céc vung da ctia buc anh nhap vao.(st dung MaxEnt) Nhdp anh
vao = xéc dinh kich ¢ anh,sé luong diém anh >diy cic mang chira diém
anh(mang 2 chiéu vé cac diém anh cua birc anh)
Thuc hi¢n quét anh:
Trong khi chua quét hét cac diém anh(quét hét chiéu doc va chiéu
ngang cua buc anh)
Xac dinh xac suat a[i][j] 1a da theo [1, 5, 6] ,nhi phan hoa cac diém anh
tuong tng dua trén ngudng,
vo1 0 <=1 <=kich ¢& doc ctiia anh
0 <=j <=kich cd ngang cta anh
Néu mirc do da tai diém a[i][j] = 1= a[i][j] & diém da
Gan cac a[i][j] 12 mau tring.//c6 thé thay bang mau danh diu
khac.
Con lai thi: Gdn mau cua cac a[i][j] 1a mau den
b2: Tir cac diém mau tring xac dinh trong budc 1 ta xay dung cac ving mau
trang goi 1a ving da va tip cac viing dugc xay dung goi 1a ban d6 da theo[1]
Tir cac anh duoc nhi phan héa bang cach st dung phin ngudng & trén.
Tiép theo cac phép bién ddi hinh thai déng/mé duoc ap dung dé
loai bo cac nhidu va ndi cac ving bi doi.
Céac vung da nho duogc coi 13 ¢ tac dong khong dang ké va bi loai bo.
Sau budc nay két qua 1a cac ving da xac dinh.
b3: Xéac dinh dic tinh ciia ving da tir ban d6 da thiét lap & budc 2 (sir dung
GFE, LFE)
Xét duyét nhitng mang chira diém da,
chon lya vung c6 ) luong da l6n nhat.: max
Str dung GFE, LFE...tinh toan tim ra vector dac trung.

Két thuc bude nay, két qua 1a vector dic trung.
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b4: Tu thudc tinh xay dung & budce 3 ta xac dinh mac do tdt, xau cua birc anh,
va dinh dang.
Trong khi 16i con 16n hon w thi :
Diéu chinh lai miu vao
Khi nao 6n dinh bang w thi cho ra két qua t.
Kétquaralat.
m tinh toan theo FP va TP
Néu ¢ = 1 hay (¢ >=m) thi 13 anh khiéu ddm.
Néu ¢ >0 hay (/<m ) thi 1a anh binh thuong

Két qua cua budc nay l1a danh gid dugc muc do tot xau cia anh.

b5: In ra thong bao ring ndi dung cia anh : Anh khiéu ddm? anh binh
thuong?
Hoic giri thong diép, két qua tdi bo kiém soat va bo ra quyét dinh trong hé

théng dé hé thong ra quyét dinh cudi cung.

3.3.4.6. M6i truong
- Module Client:

= Chay trén nén ting Windows 32 bit.

= Pinh hudng cai tién phadn mém dé c6 thé twong thich tt v6i nén
tang Windows 64 bit.

= Nang cap phan mém dé c6 cac phién ban chay trén hé diéu hanh
Linux, MAC,...

- Module Server:
= Chay trén hé diéu hanh Linux hodc Solaris.
» Co s¢ dir li¢u: Postgres.

= Ngo6n ngtt lap trinh: PHP.
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3.4. PANH GIA VA THU NGHIEM
a) Dir liéu thir nghiém

Dt li¢u thir nghiém dya trén danh sach loc chdn nhu sau:

Kich ban thir nghiém

Tht nghiém loc chan theo DOMAIN trén cac trinh duyét nhu
Internet Explorer, Firefox, Google Chrome,...

Lap Tht nghi€ém loc chan theo URL trén cac trinh duyét nhu
Internet Explorer, Firefox, Google Chrome,...

Thtr nghiém loc chdn theo KEYWORD trén céc trinh duyét nhu
Internet Explorer, Firefox, Google Chrome,...

Thtr nghiém loc chédn theo hinh dnh trén cac trinh duyét nhu Internet
Explorer, Firefox, Google Chrome,...

banh gid thoi gian thuc thi khi mot website bi chan, va khi 1
website khong bi chan.

Lap lai cac thir nghiém trén v6i danh séch loc chdn 16n (trén 1000
ban ghi).

Danh gia thot gian thuce thi khi danh sach loc chan 16n.

Thtr nghiém cép nhat danh sach loc chan mai.
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Chwong IV

KET QUA BDAO TAO, HOP TAC QUOC TE VA SAN PHAM

BO SUNG

4.1. Gi6i thiéu

Nhu dd duoc trinh bay, loc ndi dung trén Internet 13 mot van dé nghién

ctru thot sy do1 voi cac khia canh vé quan 1y Nha nudc, ve giai phap k¥ thuat

va cong nghé thi hanh hé thong va nhiéu khia canh lién quan khac. Két qua

dao tao, hop tac qudc té va san phdm bd sung duoc trinh bay trong chuong

nay lién quan truc tiép t6i khia canh vé giai phap k¥ thuat va cong nghé thi

hanh hé théng. Mot nodi dung chii yéu khi thi hanh cac giai phap loc ndi dung

trén Internet chinh 1a bai toan phan 16p trang Web trong diéu kién thoi gian

xtr 1y phai nhanh va dung luong thong tin 1on. Mot s6 van dé co ban sau day

can dugc quan tam giai quyét:

Biéu dién trang web: Lya chon cac phuong phap biéu dién trang Web
(tiéng Anh, tiéng Viét) lam dau vao cho bai toan phan 16p. Céac bai toan
nén tang trong xir Iy ngdn ngit ty nhién, cu thé la xu 1y tiéng Viét nhu
tach ttr, phan cum tir, gdn nhan tu loai... can duoc quan tam nghién ctru.
Mait khac, dinh danh ngdén ngir va tdch ndi dung chinh cua trang web
phuc vu bai toan biéu dién trang web ciing can duoc tién hanh.

Phan lop van ban noi dung trang Web: Bai toan loc ndi dung trang
Web c6 ban chat 1a bai toan phan 16p trang Web vao mot sé 16p theo
quy dinh ctia quan 1y Nha nudc ma dbi voi mot trang web theo yéu cau
ngudi dung hé thong can nhan ra né thudc vao 16p nio trong cac 1op
ndi trén. Mot sd bai toan con duogc dé cap ¢ day. Thu nhét, hé théng 16p
vin ban theo quy dinh cta quan Iy Nha nudc, trong d6 nhén 16p ¢ thé
duoc gan theo goi y tir nghién ctru cua ONI trong Chuong 1. Thr hai,
can giai quyét bai toan phan 16p da 16p ddi v6i ndi dung trang Web.
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Nhu da dugc trinh bay tai Chuong 2, cac thudt toan phan 16p van ban
dugc khao sat, danh gia dé ap dung vao hé théng loc noi dung.

- Cac ndi dung lién quan tdi loc anh, loc dia chi, két hop loc ndi dung voi
loc dia chi, lgoc tai may tinh c4 nhan va tich hop hé théng cling la dé tai
nghién ctru khoa hoc va cong nghé ¢6 tiém ning.

Trong qua trinh thuc hi¢n dé tai, cadc thanh vién trong nhom thuc hién
da tich hop cac ndi dung nghién ciru khoa hoc - céng nghé vao qué trinh trién
khai thyc hién dé tai dé khang dinh tinh tin cdy ciia cac thanh phan va toan bo

hé théng loc nodi dung.

4.2. Két qua dao tao
Trong giai doan 2006-2009, ndi dung nghién ctru tryc tiép va gian tiép

vé loc ndi dung trén Internet da duoc 14y lam cha dé luan vian Thac sy cho
hang chuc hoc vién cao hoc tur nhiéu co quan, trong d6 c6 Truong DPHCN,
Cong ty VDC, B6 Cong an va cac co quan khac. O mirc do cao hon, cé ba
nghién ctru sinh da quan tam tdi cac gidi phap loc ndi dung trén Internet trong
qua trinh hinh thanh noi dung luan an Tién sy. Pong thoi, & mic d6 thap hon,
cac chu dé thude xur Iy van ban tiéng Viét va trich chon thong tin trén Internet

cling 1a d¢é tai ctia hang chuc khoa luan tot nghiép dai hoc.

4.2.1. Luan van Thac sy
Duéi day mo ta so bg 10 luan van Thac sy ¢6 ndi dung lién quan tdi1 ndi

dung dé tai:
Vé xir Iy ngén ngir tw nhién, danh gia cdc yéu t6 trong biéu dién vin ban
- Lé Pic Nhuong (2009). Ti vu hoa truy van trong may tim kiém thuc
thé, Ludn van Thac sy, Truong DPHCN, 2009.
- Nguyén Thu Trang (2009). Hoc xép hang trong tinh hang ddi tuong va
tao nhan cum tai li€u, Ludn van Thac sy, Truong DPHCN, 2009.
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- Tran Thi Oanh (2009). M6 hinh tach tir, gan nhan tir loai va hudng tiép
can tich hgp cho tiéng Viét, Ludgn van Thac sy, Truong PHCN, 2009.

- Nguyén Viét Cuong (2007). Tu dong sinh muc luc cho van ban, Ludn
van Thac sy, Truong DPHCN, 2007.

- Pang Thanh Hai (2007). The Biological Sample Classification Using
Gene Expression Data, Ludn van Thac sy (viét bang tiéng Anh), Trudng
DHCN, 2007.

- Nguyén Hoai Nam (2006). The WWW and The PageRank-Related
Problems, Ludn van Thac sy (viét bang tiéng Anh), Trudng DPHKHTN,
2006.

Vé phan 16p, phdan cum van bdn va thw dién tir

- Nguyén Cam Ta (2009). Hidden Topic Discovery Towards
Classification and Clustering in Vietnamese Documents, Lugn van Thac
sy (viét bang tiéng Anh), Truong PHCN, 2008.

- Ngb6 Thuong Huyén (2008). Phan 16p thu dién tir st dung may hd tro
vector, Lugn van Thac sy, Truong DPHCN, 2008.

- Nguyén Thi Thu Hing (2008). Phuong phap phan cum tai liéu Web va
ap dung vao may tim kiém, Ludn van Thac sy, Trudng DPHCN, 2008.

Vé loc ndi dung tai may tinh ca nhan
- Pham Tién Diing (2009). Nghién ctru giai phap loc ndi dung Internet tai
may tinh ca nhan va xay dung phan mém, Ludn vin Thac sy, Truong

DHCN, 20009.

4.2.2. Céc nghién ciru sinh tham gia thye hién dé tai
Céc nghién ctru sinh dudi day da tham gia thyc hién dé tai va cac két

qua nghién ctru trong dé tai ciing gép phan vao ndi dung luan 4n Tién s¥:
- NCS. Nguyén Cam TG v6i dé tai "Mé hinh trich chon théng tin trén Web
dwa trén cdc thudt toan may trang thai hiru han" (2006-2008). Hién NCS
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Nguyén Cam Ta dang 1am luan an Tién sy tai PH Tohoku, Nhat Ban.
Nghién ctru sinh tham gia thuc hién cac giai phap xu 1y tiéng Viét nhu
biéu dién vin ban, phan 16p van ban, phan cum van ban, trich chon ndi
dung, giai phap loc ndi dung va ciing 1 cac ndi dung nghién ctru duoc dé
cap khi thuc hién luan an..

NCS. Nguyén Viét Cudng v6i dé tai "Mo hinh tich hop thudt todn phdat
hién quan hé ngir nghia trén Web" (2006-2007). Hién NCS Nguyén Viét
Cuong dang l1am luan an Tién sy tai Vién Khoa hoc va Cong nghé tién tién
Nhat Ban. Nghién ctru sinh tham gia thuc hién cac giai phap phan 16p van
ban, mo ta van ban, trich chon ndi dung va cling la cac ndi dung nghién
ctru duge dé cap khi thuc hién ludn an.

NCS. Ping Thanh Hai hoan thanh chuong trinh dio tao Thac s¥ tot nghiép
loai xut sic va dugc Truong PHCN dé nghi xem xét 1 chuyén tiép sinh
Tién sy. Hién NCS Dang Thanh Hai dang lam luan 4n Tién sy tai DH
Antwerp, Bi. Nghién ctu sinh tham gia thuc hién cac giai phdp phan 16p
van ban, tinh hang (tr, cum tir quan trong, gene...) va ciing la cac ndi dung

nghién ctru duge dé cap khi thuc hién ludn an.

4.3. Két qua nghién ciru céng bé khoa hoc

Trong qué trinh thuc hién d& tai, nhém nghién ctru da cong bd 28 cong

trinh khoa hoc trong d6 c6 4 bai bao ding trén tap chi khoa hoc quéc té (2 bai

c6 chi s6 ISI), 10 bai ding ky yéu hoi nghi khoa hoc qudc té, va 14 bai cong

bd tai cac hoi bghi khoa hoc qubc gia (2 bai dang ky yéu).

4.3.1. Bai bao ding tap chi khoa hoc quoc té (Hai bai tap chi thudc ISI)

. Xuan-Hieu Phan, Cam-Tu Nguyen, Dieu-Thu Le, Le-Minh Nguyen,
Susumu Horiguchi, and Quang-Thuy Ha (2009). Classification and
Contextual Match on the Web with Hidden Topics from Large Data
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Collections, The IEEE TRANSACTIONS ON KNOWLEDGE AND DATA
ENGINEERING (accepted, 14 pages). IS1 Journal System.

Cam-Tu Nguyen, Xuan-Hieu Phan, Susumu Horiguchi, Thu-Trang
Nguyen, Quang-Thuy Ha (2009). Web Search Clustering and Labeling
with Hidden Topics, ACM Transactions on Asian Language Information
Processing, 8(3), 12 (August 2009), 40 pages.
DOI=10.1145/1568292.1568295.  http://doi.acm.org/10.1145/1568292.
1568295. ISI Journal System.

Ha Q. Thuy, Nguyen H. Nam, Nguyen Thu Trang (2006). Improve
Performance of PageRank Computation with Connected-Component
PageRank, ICMOCCA2006: 154-158 & International Journal of
Natural Sciences and Technology, 1(1): 53-60, 2006,

Lan N. Bui, Anh Q. Tran, Thuy Q. Ha (2006). User authentic Rating
based on Email Networks, ICMOCCA2006: 144-148, Seoul, Korea &

International Journal of Natural Sciences and Technology, 1(2): 173-
180, 2006,

4.3.2. Bio c4o khoa hoc ding ky yéu Hdi nghi quoc té (c6 2-3 phan bién)

I.

Tran Thi Oanh, Le Anh Cuong, Ha Quang Thuy and Quynh Hoang Le
(2009). An Experimental Study on Vietnamese POS tagging,
International Conference on Asian Language Processing (IALP 2009),
Dec 7-9, 20009, Singapore (accepted,
http://ialp2009.colips.org/index.php?id=14&pg =acceptedlist)

Vu Tran, Vinh Nguyen, Uyen Pham, Oanh Tran and Quang Thuy Ha
(2009). An Experimental Study of Vietnamese Question Answering

System, International Conference on Asian Language Processing (IALP

333



2009), Dec 7-9, 20009, Singapore (accepted,
http://1alp2009.colips.org/index.php?1d=14&pg =acceptedlist)

. Huong-Thao Nguyen, Phuong-Thai Nguyen, Quang-Thuy Ha, and Le-
Minh Nguyen (2009). Vietnam Noun Phrase Chunking based on
Conditional Random Field, The First International Conference on
Knowledge and System Engineering (KSE): 172-178, Hanoi, Vietnam,
2009.

. Dieu-Thu Le, Cam-Tu Nguyen, Quang-Thuy Ha, Xuan-Hieu Phan, and
Susumu Horiguchi (2008). Matching and Ranking with Hidden Topics
towards Online Contextual Advertising, The 2008 IEEE/WIC/ACM
International Conference on Web Intelligence (WI-08): 888-891,
University of Technology, Sydney. Australia, December 9 - 12, 2008.
DOI: 10.1109/WIIAT.2008.180

. Tran Thi Oanh, Le Anh Cuong, Ha Quang Thuy (2008). Improving
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Networking (ICOIN 2008), Busan, Korea, January 23-25, 2008 (The Best
paper award). DOI: 10.1109/ICOIN.2008.4472771

8. Nguyen Viet Cuong, Nguyen Thi Thuy Linh, Ha Quang Thuy and Phan
Xuan Hieu (2006). A Maximum Entropy Model for Text Classification,
The International Conference on Internet Information Retrieval 2006:

134-139, Hankuk Aviation University, Korea, Dec. 6, 2006

9. Cam-Tu Nguyen, Trung-Kien Nguyen, Xuan-Hieu Phan, Le-Minh
Nguyen and Quang-Thuy Ha (2006). Vietnamese Word Segmentation
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215-222, November 1-3, 2006, Wuhan, China.
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Text Categorization, Lecture Notes on Artificial Intelligence (LNAI),
4423: 611-620, 2006 (Springer-Verlag Berlin Heidenberg) form The
Third International Conference on Fuzzy Systems and Knowledge

Discovery - FSKD 2006. DOI: 10.1007/11881599 73

4.3.3. Bao cao tham gia hoi thao trong nwéc
1. Tran Mai Vi, Pham Thi Thu Uyén, Hoang Minh Hién, Ha Quang Thuy
(2008). Do twong dong ngir nghia giita hai cau va 4p dung vao bai toan
st dung tom tit da van ban dé danh gia chat luong phan cum dir liéu
trén may tim kiém VNSEN, Hgi thdo CNTT & TT (ICTFIT08): 94-102,
PDHKHTN, PHQG TP Hd Chi Minh, Thanh phé H6 Chi Minh,
14/11/2008

2. Lé Diéu Thu, Tran Thi Ngan, Nguyén Cam Tu, Nguyén Thu Trang
(2008). Xay dung Ontology hd trg tim kiém ngit nghia trong linh vuc y
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té , Hoi thao Quoc gia Mot sé van dé chon loc vé Cong nghé théng tin

va Truyén théng lan thir XI, Hué, 12-13/6/2008 (da dang ky yéu).

. Tran Thi Oanh, Lé Hoang Quynh, L& Anh Cuong, Ha Quang Thuy
(2009). Mot nghién ctru vé gan nhan tir loai tiéng Viét, Hoi thdo Quéc
gia Mot s6 vin dé chon loc vé Cong nghé thong tin va Truyén thong lan

thir XI, Pong Nai, 5-6/8/2009 (da giri toan van va trinh bay).

. Tran Nam Khanh, Pham Kim Cuong Nguyén Thu Trang, Ha Quang
Thuy (2009). Finding object-oriented information in unstructured data
and adapting to Vietnamese real estate domain, Hgi thdo Quoc gia Mot
6 van dé chon loc vé Cong nghé théng tin va Truyén théng lan thir XI,

DPong Nai, 5-6/8/2009 (d3 giri toan vin va trinh bay).

. Nguyén Tién Thanh, Tran Nam Khéanh, Nguyén Thu Trang, Ha Quang
Thuy (2009). Xép hang céc truong dai hoc Viét Nam dua trén "do do
web" , Hoi thdo Quéc gia Mot $6 van dé chon loc vé Cong nghé thong
tin va Truyén théng lan thir XI, Dong Nai, 5-6/8/2009 (da gui toan vin
va trinh bay).

. Nguyén Thi Thu Chung, Nguyén Thu Trang, Ha Quang Thuy (2009).
Xay dung danh ba web tiéng Viét véi phan cum phan cép van ban , Hoi
thdo Quéc gia Mot sé vin dé chon loc vé Cong nghé théng tin va
Truyén théng lan thir XI, Dong Nai, 5-6/8/2009 (d3 gui toan van va
trinh bay).

. Tran Mai Vi, Tran Thi Oanh, Nguyén Puc Vinh, Pham Thi Thu Uyén,
Nguyén Pao Thai, Hd Quang Thuy (2009). Hé thong hoi dap tu dong
tiéng Viét s dung trich rit mbi quan hé ngir nghia trong kho vin ban

tiéng Viét, Hoi thao Quéc gia Mot s6 van dé chon loc vé Cong nghé
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théng tin va Truyén théng lan thir XI, Dong Nai, 5-6/8/2009 (di gui

toan van va trinh bay).

. Pham Thi Thu Uyén, Hoang Minh Hién, Tran Mai Vii, Hd Quang Thuy
(2008). Do twong dong cau va ap dung vao bai toan tom tat da vin ban
tiéng Viét, Hoi thao Quo”'c gia Mot $6 van dé chon loc vé Cong nghé
théng tin va Truyén thong lan thir XI, Hué, 12-13/6/2008 (da gui toan
van va trinh bay).

. Nguyén Thi Thu Chung, Nguyén Thu Trang, Ha Quang Thuy (2008).
Panh gia chat luong phan cym trén may tim kiém tiéng Viét VNSEN,
Hoi thido Qudc gia Mot sé vin dé chon loc vé Cong nghé thong tin va
Truyén théng lan thir XI, Hué, 12-13/6/2008 (d4 giri toan vin va trinh
bay).

10.Nguyén Minh Tuén, Nguyén Thu Trang, Nguyén Cam Ta (2008). Mot

md hinh Maximize Entropy phan 16p cdu hoi tiéng Viét . Héi thdo
Quéc gia Mot s6 van dé chon loc vé Céng nghé thong tin va Truyén

théng lan thir XI, Hué, 12-13/6/2008 (d3 giri toan vin va trinh bay).

11.Nguyén Thi Thuy Linh, Nguyén Viét Cuong, Ha Quang Thuy (2008).

Mot mé hinh phan 16p da nhan SVM d6i v6i van ban tiéng Viét, Hoi
thdo Quéc gia Mot sé vin dé chon loc vé Cong nghé théng tin va
Truyén théng lan thir XI, Hué, 12-13/6/2008 (d4 giri toan vin va trinh
bay).

12.Pang Thanh Hai, Tran Thi Oanh, Ha Quang Thuy (2007). Thuit toan

Co-training phan 16p Web tiéng Viét sir dung thong tin lién két, FAIR
07, Nha Trang, 6-8/8/2007 (Gui toan van va trinh bay bao cdo).

13.Nguyén Thi Huong Thio, Nguyén Thi Thuy Linh, Nguyén Thu Trang,

Ha Quang Thuy (2007). Ung dung thuat toan hoc ban gidm sat SVM
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phan 16p vin ban tiéng Viét, FAIR 07, Nha Trang, 6-8/8/2007 (Guri

toan van va trinh bay bao céo)

14.Tran Thi Oanh, Lé Anh Cuong, Ha Quang Thuy (2008). Phan doan tu
tiéng Viét st dung Maxent két hop nhiéu ngudn tri thirc, Hgi thdo Quoc
gia Mot s6 vin dé chon loc vé Cong nghé thong tin va Truyén thong lan

thir XI, Hué, 12-13/6/2008 (da giri toan van va trinh bay)

4.4. Két qua hop tdc quéc té

Trong qué trinh thyc hién dé tai, nhom thuc hién dé tai da cong tac
nghién ctru véi cac nha khoa hoc, cadc nhom nghién ctru tai cac co s¢ dao tao
nghién ctru tién tién trén thé gidi vé cac nodi dung lién quan, dién hinh 1a cac
hop tac nghién ctru vdi cac nha khoa hoc sau day:

- GS. Susumu Horiguchi (Susumu Horiguchi Lab., Tohoku University,
Japan). P cong tac cong bd mot sd cong trinh khoa hoc lién quan téi
bai toan phan 16p trong loc ndi dung voi két qua nghién ctu duge thuc
hién mot phan tai Truong DPHCN [PNL0S, NNH08, LNHO08, SQS06].
T thang 10/2008 t6i thang 6/2009, GS. S. Horiguchi huéng dan
Nghién ctru sinh Nguyén Cam Ta. Khong may, GS. S. Horiguchi di
qua doi vao thang 6/2009.

- GS. Akira Shimazu (Akira Shimazu Lab, JAIST, Japan): Nhom da
thiét 1ap quan hé v6i GS.Akira Shimazu vé linh vuc Xt 1y ngén ngit tu
nhién, c6 quan hé gan giii voi linh vuc phan 16p vin ban va loc noi
dung trén Internet. GS. Akira Shimazu hién dang huéng dan luan 4n

Tién sy cho Nghién ctru sinh Nguyén Viét Cuong.

- PGS. Kevin Chang (the Database and Information Systems Laboratory
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(DAIS)", Department of Computer Science at the University of Illinois
at Urbana-Champaign): Nhom thiét 1ap quan hé voéi PGS. Kevin Chang
tir thang 7/2008 trong viéc hop tac nghién ctru va phat trién mé hinh,
cac phuong phap giai cac bai toan thanh phan trong trich chon thong tin

ndi dung trang Web, xdy dung cac hé thong tim kiém thuc thé.

4.5. San pham bé sung: phan mém tim kiém gia cé san pham
4.5.1.Tinh niing chinh ciia san pham
Hé thong may tim kiém gi4 ca san phdm duoc nghién ctru, xdy dung va
phat trién ludn tuan thii va dam bao 4 tiéu chi chi dao
* Tinh doc dao
* Tinh chinh xéc
* Tinh day du
* Tinh huéng nguoi dung
Tir nhitng tiéu chi do, cac tinh ning cta hé théng duoc nghién ctru va
xay dung luén dam bao va tuan thi nhimg yéu cau duogc dit ra.
a) Tinh nang tw dong phat hién cdc trang web bdn hang tric tuyén va sinh
ludt boc tach
Thong thuong trong cac hé théng tim kiém tuong tu st dung mdt tap
cac trang web ban hang truc tuyén duoc xac dinh trudc boi ngudi quan tri hé
thong dé thu thap dit liéu, chinh diéu nay sé tao ra chi phi khong nho khi
nguoi quan tri mudn mo rong tap dir liéu nay cho hé théng.
Dua vao phuong phap hoc ban gidm sat ap dung vao qua trinh trich
xuét thong tin tu dong ching t6i dd x4y dung cho hé thong mot mé hinh phan

tich va xdc dinh cac trang web ban hang ty dong. Bén canh d6, mo hinh ciing

' http://dais.cs.uiuc.edu/. DAIS 14 phong thi nghiém “Ranked number 6 in the world by US News and World
Report”. Trong phong thi nghiém DAIS c6 GS. Jiawei Han c¢6 chi s0 h-index 1a 51 (c6 36 nha khoa hoc vé
CNTT c6 h-index tir 51 trd 1€n, xem trang web http://www.cs.ucla.edu/%7Epalsberg/h-number.html)
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tur dong sinh ra lut boc tach cac thanh phan dir liéu twong ng véi trang web
d6 (Cac thanh phan duoc boc tach ¢ day la: tén san pham, gia ca cla san
pham, anh, cac thong tin lién quan...)

b) Tinh nang dam bao dir liéu luon duoc cap nhat nhanh nhat va méi nhat

Mot van dé 16n dit ra d6i vai cac hé thong méay tim kiém noéi chung va
hé théng méay tim kiém gia ca san pham VnGia néi riéng chinh 1a viéc dam
béo cho dir liéu trén hé thong ludn duge cp nhat nhanh nhat va thong tin gia
ca ludbn méi nhat. Voi sb luong khéng 16 cac trang web c6 chta dit liéu trén
Internet doi hoi hé thong phai c6 mot co ché thu thap dap tmg duoc yéu cau
dit ra bao gdom cac chirc ning dudi day.

e Churc ndng thu thap dir liéu song song

Chtrc ning thu thap di liéu (Crawler) dong vai trd rat quan trong trong
cac hé thong may tim kiém. Nhiém vu cta chirc ning nay chinh 1 cung cip
dir liéu cho cac may tim kiém hoat dong. Chirc ning nay thuc hién cong viée
duyét Web, di theo cac lién két trén cac trén Web dé thu thap ndi dung cac
trang Web. Ddi v6i chitc nang thu thap dir liéu ctia hé thong san pham VnGia,
chtic ning nay ciing thuc hién viéc duyét qua cac lién két co trong tip céac
trang web ban hang va dua vao céc luat boc tach da duogc trich xuit & chirc
nang trén dé thu thap cac thong tin lién quan dén san pham nhu tén san pham,
gia san pham, anh. ..

Tuy nhién, khi s6 lugng céc trang web phét sinh khéng 16, viéc thu thap
mot s6 luong 16n cac trang web ciing nhu giam thiéu duoc cac chi phi phat
sinh trong qua trinh thu thap dir liéu nhu tiéu ton tai nguyén bo nhd, tiéu ton
bing thong mang...trd thanh mot bai toan phirc tap. P c6 rit nhiu cac
nghién ctru dugc cong bé nham giai quyét nhung van dé nay. Trong cac
nghién ctru do, nhitng nghién ctru st dung phuong phép song song hda cac bod

thu thap dir liéu nhan dugc sy quan tdm l6n ctia cong déng, nhiéu bo thu thap
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dir lidu trong cac may tim kiém noi tiéng nhu Google, Nutch...déu ap dung
cac nghién ciru nay cho hé thong ctia minh.

Tir viéc khao sat, nghién ctru cac cong trinh khoa hoc d3 cong b,
chung t6i ciing da ap dung dé xay dung cho chirc ning thu thap dir liéu cta hé
théng may tim kiém VnGia co ché song song héa. Cting mot thoi diém, hé
théng o thé sir dung nhiéu bo thu thap duogc dat trén nhiéu nat mang khac
nhau dé thu thap dit liéu, chinh nho co ché nay ma hé théng co so dit liéu caa
hé thong VnGia luén duoc mo rong va cip nhat nhanh chong.

e Churc nang cip nhat thong tin gia ca hang ngay

San pham va gia cta san phdm 1a mot dang dir liéu bién ddi va ton tai
theo thoi gian, chinh diéu nay doi hoi hé théng phai ludn cap nhat dugc su
bién dong cua thong tin nay mot cach nhanh chong dap img nhu cau tim kiém
ctia ngudi st dung. Dya vao co ché song song hoa cua chirc ning thu thap dit
lidu, chung toi ciing da xay dung cho hé théng mot chirc ning ty dong lam
nhiém vu cdp nhat thong tin gia ca ciing nhu xac dinh sy ton tai ctia cic san
pham trén trang web cira hang.
¢) Tinh nang tw dong gom cum cdc san pham giong nhau

Mot trong nhitng van dé 16n dat ra d6i véi cac may tim kiém gia ca san
pham chinh 1a viéc thé hién dugc su so sanh gia gita cic clra hang vé cung
mot loai san pham. Nhiéu ngudi nghi rang, viéc gom nhém cac san pham
cung mot loai chi don gian 1a viéc xac dinh céc tén san phém trung lap trén hé
thong. Tuy nhién, d6i v6i cing mot loai san pham, trén ting cira hang khéac

nhau lai ¢6 cac cach viét khac nhau, vi du: do1 véi san pham Nokia 6085:

e Trén ctra hang http://dienthoai.topl.vn 1a: “Tén sdn phdam: Nokia 6085”

e Trén cura hang http://www.ducminhmobile.net 1a: “Nokia 6085 PINK
+ Tang thé nho 128MB”
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e ..

Dé giai quyét van dé nay cac hé thong tim kiém tuong tu ciing nhu cac
hé thdng so sanh gia ca san pham thuong str dung cac phuong phap thu cong
nhu xdy dung trudc cac san pham chuan(base product) sau d6 ndi thu cong
cac san pham c6 cuing tén vao cac san phdm chuan nay hodc cho ctra hang tur
dang ky san pham minh va lién két véi san pham chuan. Cac phuong phap
nay doi hoi chi phi vé& nhan lyc, thoi gian... rat 1én. Dya vao cac nghién ciru
vé phén cum phédn cip vin ban tw dpng (Hierarchy Document Clustering)
trong linh vuc khai pha dit li€u text va xtr ly ngon ngit tu nhién, chung t61 da
xay dung mot phuong phap gom cum phéan cdp tén san pham ap dung mé
hinh hoc bdn gidm sdt (Semi-supervised learning) két hop véi dé twong
dong giita hai san phdam. V&i phuong phap nay, hé thong tu dong gom cum
hang trim nghin san pham trong thoi gian ngan va dat dugc do chinh xac cao.
d) Tinh nang qudng cdo ngir canh

Quang c4o trén may tim kiém hién dang 13 hinh thirc quang céo thu hut
duoc nhiéu su chi y nhat ngay nay, trong d6 cac quang cao duoc hién thi bén
canh két qua tim kiém theo truy van cua nguoi dung. Quang co trén may tim
kiém 1a quang cdo dugc thyc hién trén may tim kiém, khi nguoi dung tim
kiém theo mét truy van, bén canh két qua tim kiém, mot danh sach cac quang
c4o dugc hién thi twong Gmg véi truy van cia ngudi dung. Cac quang cdo
dugc sap xép theo hai tiéu chi: do phu hop vdi truy van va sb tién nguoi
quang c4o s& tra cho cong ty quang céo cho viéc hién thi quang céo cua ho.
Quang c4o trén may tim kiém 13 hinh thitc quang céo truc tuyén phd bién nhat
hién nay.

Nhung niam gan day, bén canh cac phuong phap quang cdo truc tuyén
thong thuong xuat hién mot moé hinh quang cao duge danh gia cao va 4p dung

trén nhiéu h¢ thong ndi tiéng 1a md hinh quang cdo nglr canh.Cac md hinh
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quang c4o ngit canh trén thé gidi duoc 4p dung rong rii va tao ra mot hidu qua
kinh té 16n nhu Google Adwords ciia Google, quang cdo ngit canh trén
Ebay....Quang céo theo ngir canh khic véi quang cdo trén may tim kiém &
chd danh sach quang céo hién thi khong phai duoc so khop véi ndi dung cia
cAu truy van ma dua vao su trong dong vé ndi dung cia trang web nguoi sir
dung dang duyét v6i cac mau quang céo. Chinh co ché nay da lam cho ndi
dung nhitng mau quang cdo khong con “roi rac” ddi véi ndi dung trang web,
diéu nay tao dong luc cho nguoi st dung nhan chudt vao cac lién két quang
cao.

Tir nhitng két qua cua cong trinh khoa hoc do cac dong nghiép trong
phong Thi nghiém Cong nghé tri thirc cong bd tai hoi nghi IEEE/WIC/ACM
International Conference on Web Intelligence, 2008, ching t61 da tién hanh
cai dat va xay dung chiic ning quang céo ngit canh trén may tim kiém gia ca
san pham VnGia. Vi chtic ning nay doanh nghiép c6 thé dé dang ding ky
quang cao bang viéc dua lién két trang web cin quang céo cho hé thong, hé
théng sé& tu dong xac dinh ndi dung, cac tir khoa quan trong ctia trang web va
lién két voi cac trang web gidi thiéu san pham.

e) Tinh nding truy xudt va tim kiém nhanh

Vi kha ning ndi troi 13 co ché tw dong phat hién va thu thap song song
cac dir liéu san pham tai cac trang web ban hang, may tim kiém gia ca san
pham VnGia mdi ngdy phai xir Iy va luu trir hang nghin san phdm. Chinh van
dé nay doi hoi hé thong phai c6 mot co ché luu trir dir liéu 16n va truy xuat dit
liéu nhanh phu hop véi sb luong dit liéu. Bang viéc ap dung mot trong nhiing
k¥ thuat phd bién 1a danh chi muc nguoc (Invert Indexing) cho qua trinh luu
trit va truy van dir liéu, hé thong VnGia cé thé dap ung nhanh cho cic qua
trinh truy xuat trén hang triéu san pham. Bén canh d6 quéa trinh tim kiém

(Searching) ciing duoc st dung phuong phap tim kiém toan vian (Full Text
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Search), véi phuong phép nay nguoi st dung c6 thé dé& dang tim kiém bang
cac biéu thire truy van.
) Tinh néing cho phép hé thong cé kha néing twong tic cao véi ngwoi siv

dung

Vé6i muc dich hudng t6i tré thanh mot moi truong lién két giira khach

hang va doanh nghiép, hé théng VnGia c6 nhiéu thanh phan chic ning cho
phép ngudi st dung tuong tac v6i hé thdng nhu:

e Danh gia diém cho cc san pham cuia doanh nghiép.

e Néu y kién danh gia vé san pham.

Panh gia diém chat luong dich vu cta doanh nghiép.

Néu y kién vé chat luong dich ctia doanh nghiép.

Chinh nhitng thong tin danh gid nay cua khach hang s€ 1a nhiing dac
trung dé hé thdng xac dinh duoc do quan trong cia san pham ciing nhu phat
trién cac thanh phan tu van trong tuong lai. Bén canh d6 hé thong ciing tao ra
nhimg phuong thirc giao tiép gitra hé thong voi nguoi sir dung 1a cac doanh
nghié¢p nhu:

e Ding ky thong tin vé ctra hang, ciing nhu ding ky vé trang web cua cira
hang dé hé thong c6 thé tién hanh thu thap.
e Ding ky quang cdo truc tuyén d6i v6i trang web hay san pham cua
doanh nghiép.
[ ]
g) Tinh néng loc va tinh hang cdc sin phim
Vén dé tinh hang cac ddi twong két qua tra vé trong may tim kiém tro

thanh cong viéc hét strc cap thiét khi xay dung cac cong cy tim kiém thong
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tin. P41 v6i cac may tim kiém trang web, khi nguoi dung nhap vao mot nhom
tir khoa tim kiém (hodc mot cau hoi), may tim kiém s& thyc hién nhiém vu tim
kiém va tra lai mot sb trang Web theo yéu cau ngudi dung. Nhung sé cac
trang Web lién quan dén tir khoa tim kiém c6 thé 1én toi hang van trang, trong
khi nguoi dung chi quan tim dén mét s it trang trong d6, vay viéc tim ra cac
trang dap Gmg nhiu nhit yéu cau ngudi dung dé dua 1én dau 13 can thiét. D6
chinh 13 cong viéc tinh hang trang Web ctia may tim kiém - sip xép céc trang
Web theo d6 phi hop véi cau hoi. Khi hién thi két qua tim kiém, tap cac trang
Web két qua dugc xudt hién theo thi ty giam dan vé d6 quan trong.

Tuong ty nhu tim kiém c4c trang web, tim kiém cac san pham ciing doi
hoi viée tinh hang cac san phim sao cho phu hop véi cau truy van ctia ngudi
st dung nhét. Tir nhimng giai thuat di duoc cong bd trude do, chung toi ciing
da nghién ctru va xay dung mot cong thirc tinh toan phu hop véi dic trung vé
dé quan trong cta san pham. Cong thtc nay 1a thé hién duoc méi quan hé
giita cac dic trung 13 cac thong tin do nguoi ding danh gia vé san pham nhu:
s6 luong ¥ kién danh gia ctua nguoi st dung vé san pham(comment), sd lugt
xem san pham cua nguoi st dung(click), gia tri do nguoi st dung danh gia
dbi v6i san pham (rate), s6 lwong bai béo gidi thidu vé san pham (review) va
d6 tuong dong vé ndi dung gitra tén san pham va cau truy van. Hé thong s& sir
dung cong thirc dé xdy dung cho timg san phim mot trong sd thé hién “do
quan trong” cta san pham d6. Dya vao “dd quan trong” nay hé thong s& sap
xép cac két qua tra vé phu hop hon véi cau truy van.

Bén canh viéc sip xép dwa vao do quan trong, hé thong ciing cho phép

nguo1 st dung co thé sdp x€p cac san pham theo tirng déac trung cu thé nhu:
o SO lugng y kién danh gid ctia nguoi st dung vé san pham
o SO lugt xem san pham cua ngudi st dung

o Gia tri do nguoi st dung danh gia doi véi san pham
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o Sb lugng bai bao gidi thiéu vé san pham
o Thong tin v& gia ctia san phdm
h) Tinh nding tim kiém moi liic moi noi
Trong doi song hang ngdy, mua hang 1a mot cong viéc xay ra thudng
xuyén, khong phai ngudi sir dung ndo, lac mua hang ciing c¢6 san may tinh dé
tim kiém cac thong tin lién quan dén san pham cling nhu nim dugc mit bang
gia tai cac ctra hang khéc nhau.
Chinh vi vdy, ngoai phién ban hoat dong trén nén web, hé thong VnGia con
c6 mdt phién ban co thé hoat dong trén cac trinh duyét cua thiét bi di dong
nhu dién thoai di dong, pda, palm... Phién ban nay duogc thiét ké nho gon,
hoat dong nhanh giam thiéu t6i da chi phi truy cap cho ngudi st dung. Voi
tinh ning nay, nguoi st dung tai bat ctr ddu ciing c6 thé thun tién trong qua
trinh mua hang ciing nhu tim kiém thong tin vé hang hoa.
4.5.2. Muwrc do hoan thién
San phém dugc cong bd tai dia chi:

e http://www.vngia.com (Phién ban Web)

e http:/wap.vngia.com (Phién ban Wap cho thiét bi di

dong)
4.5.3. Mt s6 két qua ciia san pham
a. Thoi gian hé thong bat dau hoat dong : 16/08/2009
b. S6 lugng trang web duoc nhan dang 13 trang web ban hang
Sau thoi gian bit dau di vao hoat dong dén nay sb luong trang web duoc
nhan dang 1a web ban hang va boc tach dugc cac mau trich xuét 14 hon

1300 trang.

c. S lugng san phém thu thap
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S6 luong san pham thu thap dugc qua qua trinh trich xut thong tin san
pham tir hon 1300 trang web 14 125000 san pham khéc loai thudc nhiéu
muc khac nhau. Bén canh dé thu thap hon 17000 bai viét lién quan dén
céc san pham chuan.
d. Két qua dat dugc ciia qua trinh phan cum phan cip san pham
e Sinh ra hon 10000 san pham chuan tir 125000 san pham thu thap duoc.
e Tao lién két giira gan 70000 san phadm v&i hon 10000 san pham chuan.
e Thoi gian thuc hién viéc phan cum: 1h.
e. Toc do dap ung truy van hién nay
Hién nay san phim duoc coéng bd toi ngudi st dung & dia chi
http://www.vngia.com, véi téc do dap tng truy van hién nay la kha t6t
v6i toe 6 dap tng trung binh 13 2-4 giay.
Bdng 4. 1. Thong ké s6 heong nguoi truy cdp (tir 18/09/2009 dén 01/10/2009)
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200 200
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‘/.\C—."'- e gt
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